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Abstract: With the rapid growth of deep learning and neural networks across various
scientific fields, and the successes resulting from these advancements, in 2019, deep neural
networks were adopted for differential cryptanalysis. Since then, there has been increasing
attention to this area of research. Most of the research conducted has focused on improving
and applying neural differentiators, with limited studies regarding the inherent principles
and characteristics learned by these neural differentiators.

The current research project is a continuation of last year’s work. In the analyses conducted
over the past year, this research focuses on three lightweight cipher families—Speck,
Simon, and Simeck—by first examining the process and method of cipher analysis using
deep learning. Among these, the influential factors and components contributing to better
performance were explored and compared. Additionally, by explaining the attacks and
comparing the results, this research partially answers the question of whether neural
networks and deep learning can be considered an efficient tool for analyzing lightweight
ciphers

Furthermore, hybrid multiple-input neural differentiators (MDND) were evaluated for
these lightweight ciphers under two scenarios: single key and related keys. By employing
a multiple combined difference-based data generation method, we produced more accurate
training data, thereby improving the accuracy of base models. In this context, experiments
were also conducted to understand, validate, and justify the inherent performance of the
neural differentiators. Our experimental results show that MDND differentiators
outperform basic differential neural differentiators (DND) in terms of accuracy and round
count.

Moreover, the research investigated the integration of deep learning with XOR-rotating
cipher analysis (RX) to improve the security evaluation of pseudo-SIMON ciphers. Our
goal was to develop more efficient neural differentiators for these ciphers using deep
learning techniques. To achieve this, a new data generation method that optimizes neural
network training was developed, along with an innovative input data format designed for
RX differences, and a deep neural network model whose design aligns with the structure
of pseudo-SIMON cipher algorithms. Using these methods, we have successfully
developed the most accurate neural differentiators for the SIMON and SIMECK ciphers to
date. The approach proposed in this research extends the round count of neural
differentiators from previous results and significantly improves the accuracy of neural
differentiators for these ciphers.

The continuation of this project aims to improve previous results and expand the
functionality of neural differentiators for larger state-length functions, such as
cryptographic hash functions, which were previously given less attention in earlier
research. As a case study, we focus on the SHA-2 family of cryptographic hash functions.
Key words: Symmetric cryptography, Cryptanalysis, Deep learning.
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