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Cyber Attacks to Smart Generative Systems: Analysis and Development of Countermeasures
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Abstract:
New service delivery models now encompass the use of artificial intelligence and intelligent
systems in many sectors. The wide deployment of these intelligent systems has even paved the
way for the transition from Industry 4.0 to Industry 5.0. In the case of a standalone intelligent
system (e.g., a system based on a deep neural network), an adversary can target the model's
performance to cause undesirable behavior or compromise the privacy of the data associated with
the model (e.g., by training set membership inference). Traditional security models relying on
cryptographic methods do not necessarily apply in this new ecosystem, or are at best only part of
the security solution. This project aims to examine attack and defense strategies in intelligent
systems, particularly generative adversarial neural networks. In this regard, new models will be
developed in the offensive domain, while in the defensive domain, effective countermeasures will
be designed against such attacks. Initial promising results in both areas have already been obtained
for the evasion attack.

Keywords: Cyber Security, Privacy, Deep Neural Network, Smart Systems, Evasion Attack,
Membership Inference, Adversarial Machine Learning
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