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Design and security analysis of authentication protocols in
resource constraint environments
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Abstract:

With the emergence of resource-constrained environments such as the Internet of Things
and its widespread use in today's world, one of the challenges we face is security and
privacy. Environments with limited resources are environments that have limitations
(computing, processing and storage). In this regard, many authentication schemes have
been proposed to provide secure access to these environments.

Authentication schemes are designed to provide certain features such as: anonymity,
untraceability, confidentiality, availability and integrity. One of the goals of these security
schemes is to provide an agreed key exchange procedure between the user and the server
or a gateway, which provides security against various active and passive attacks such as
discovery of secret values, tracking, impersonation, integrity violation, password guessing,
denail of service, and etc.

In this project proposal, we have evaluated a number of recently presented authentication
security schemes, and examined their strengths and weaknesses in terms of security
features, privacy protection and storage, computation and communication costs.

On the other hand, we will identify the vulnerability of the presented protocols against
known active and passive attacks and take steps to improve security by providing solutions.
Also, their security will be proven by using various formal and informal methods as well
as automatic security analysis tools of security protocols.

Keywords: Authentication Scheme, Resource Constraint Environment, Key Agreement,
Internet of Things, Privacy Protection
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Symbol Description Symbol Description

T ith RFID tag pwr Password of ith Tag

R jth RFID reader SI The simulator

S Database cloud server Xs Secret key of §

10, The identity of ith participant arT Maximum time delay in comunication

! The security parameter a The prime finite field of order g

q Large prime ® Bitwise XOR operation

E(Fy) Elliptic curve £ over a prime finite field F, 2] Multiplicative group of order g ~ 1

G Elliptic curve group under addition £ Base point of G

hi) Cryptographic one way hash function | Concatenation operation

SKi () Session key between entities i and | i;) Whether i equals j

vcc The vehicular cloud computing sy Random sequence number for ith RFID tag
E Adversary e Approximate value

i-+= ji:[M] i sends message M to j via secure channel foun = ji M| i sends message M to j via public channel
RP Registration phase LAP Login and authentication phase
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Tag T; Cloud database server S

Inputs IDt and pwry

Generates R7 < Z;

Computes PWT =h(ID7|[pw7t||RT)

Sends Mgy ={PWT, ID7.Tg1}

---------------- = Verifies Tgz — Tr1 < AT
Generates sn; € Z;
sn; set as serial number for T;
Computes X7 = h(sn;||ID7||xs)
Computes Ay =h(PWT || Xt ||ID7)
Computes By = X7 & PWT
Stores sn; corresponding to IDt
Sends Mg2 = {B1.AT,5n;, g,x5sg.G,h(.)}

Store {Bt, A1, Ry.sn;, g.x5g,G, h(.)} in database
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TagT;

Reader R;

Cloud database server S

Logs on by (ID1, pwr, Rt), com-
putes PWT = h(Drilpwr|Rr).
Xt Br @& PWT and
Ar h(PWT X IDr). If

A7 L Ar, generates ¢ € F;, com-
putes W; = hiXfla.gliDr)
and sends My = (IDf &
0X:.8.0.8, Wy, TS a1} to R;

If TSitas — TSiaz
AT computes SKts

| 1A~

hUDr X7 lla.b.gllaXs.gllsnilIT Sas)

and verifies it by Wj L

h(ID7||SKts|)b.g(ITSpa5).

M,
7
If TSpa2 —TSpa1 < AT,
sends M; = [IDr &
C.Xs.8,0.8. W1, TSpa3)
oS
M2
-
My
o
?
If TSiag — TSias < AT
sends My = [M3.TS1a7)
T;
Mz
B i

?
if TSpa2 — TSpaz = AT, computes
ID; = ID1 @ a.X.g © 0.X;.g, retrieves
sn;, computes X = h(sn;||IDf{}xs) and

Wy = h(X}le.glIDr). f W} = W, it
generates b = F2, computes SKst =
h(ID7 || X7 ||baglixs.a.g|lsnifTSpas)  and
W2 = h(ID7|ISKst||b.glTS1as) and
sends M3 = {W5.b.g. T 5115} to Rj
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Symbol Significance

11D, 56-bit Interface identifier of user identity.

11Dy 8-bit Interface identifier of smart appliance/
device identity.

1Dy, User gateway identity.

I Dy Smart Home server identity.

I D pns Edge node server gateway identity.

Ty Time-stamp id .

Ex[M] Encryption of message using secret key k.

Token;y Short authentication token for user.

N random nonce

Usia Pseudo identity of User

SHS;ia4 Pseudo identity of SHS

Pip Pseudo identity of edge node server

SHS Smart Home server.

SK Session key

Bio; biometric identity of the user

PWi Password identity of the user

| Concatenation operation

h() Hash function




User (U)

Edge server (ENS)

STEP 1: Chosen an identity
(IDu I ID:‘IIS “IDug”Tid)

STEP 3: Compute C = h(Bi||PW;)
then computes SC = h(I1D,||11D;4||C).
Compute A = B @ h(PW;||ID,|T,4) Compute
R = h(A||I D, || T;al|SC)
Send using secret key [ Ex(R). T. N|. where
[(T2 — T}) = AT] send to Edge server

STEP 2 Verifies the timestamp [(72 — 77) < AT]
using upper bound condition. if true. it continues.
otherwise, discards the session.

Generates random number N

chose pseudo identity Prp

Computes B = h(ID,||N||T;4) and store (I D, T;4)
in key table

Assign the unique identities using smart card

SC = h(1ID,)|11Dy) and send to the user

STEP 4 It verifies timestamp [(T2 — T1) < AT if
true. continue, and otherwise discard the packet.
ENS computes the (P W; || D,y pio,) and verifies
them. Then ENS verify thatif A’ = A
and verify B" = B, and SC’ = SC, if true, it
continues: otherwise, discard the packet. Granted the
Token,-,, and stys.
Compute By = h(ID,||N||T;4. Token;qs. SKsys) and
send using secret key to user end to the user.
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User (U) Smart home server (SHS)

STEP 1: Insert the smart card

Enter I D,, PW;, Bio;

Verify if A" = A

else verify R" = R

Compute 11D = h(I1D,||I11Dy)

F=h(IID|PW;. B;)

M= N; & h(F|11D)

Compute Ay = B h(M||PW; | 1ID||T;4||SKsys||Token;y)

send to the Smart home server

STEP 2 First it verifies the timestamp of the packet

receive from user A . if true, it continues, otherwise.
discards the session.
Generates random number N
chose pseudo identity P;p
Computes B = h(ID,||N||T;4||11D,||11Dy) and store
(ID,, T;) in key table
Granted the Token;z and SK.
Compute By = h(ID, || 11D, || 1IDg4|IN||T;|SK||P;pllSHSsi4)
and send using secret key to user end to the user.

DV osr 5 lesS USsg o 09,9 4l o # JSo

User (U) Smart home server (SHS)

STEP 1: Extract session key using h(/I1Dy|| 11Dy
Compute K = h{Usig || P Wi ||SH Ssia)
Compute S = h(IID|PW;||SK||N2)
Compute V=S @ h(IID||Tiz||SK|N2)
send using secret key via open channel
STEP 2 SHS verifies the timestamp, [(T2 — 77) < AT,
if it is true, then it continues, otherwise.
discards the message.
Compute (Usig||SH Ssia)
Compute Usig = (V & h(I1D||SK||N2))
Compute N2 = (U & h(Usia|| PWi||SH Ssia))
STEP 3: User can access the service using secure channel.

[WVIokesz 5 jlesS IS5 0 solS” o5 alo e ¥ U

I$E 0y yd > o

395 % 1) 093 09,9 5oy Wlgi o Wiz e b 4K i ol aiadign il )8 [IV]logz 5 Lo US5g 5 50
ailolus 5)lg g3 53 4 pamie Sledbl 0 5 0405 L g 00,5 oKiws o)lg 1) diedigr &)l5 diedign 4> IS S
L1y 093 j5ue 30, U slss so ails 0,5 )5 5m 5l g 015 oo dusles | R(IIDy I I1Dg) jlade caisiogn &)15 050 o
10 amo_ce b bl ojle] wil PC/ = PC Jlaie 51 0iS 55, & PC = h(PW; I 11Dy, || I1Dg |l Bio;) a5
83 oo 1) 393 5908 o) i 03zl drelign AlS (S g p s WS (o0 Bgie | A )50l 2

o olfis Jaz dles s 5 5 sl colieS Gl sl gz 5 jlasS US55y 45 sl i o)Ll [VV] 5o
pladaz dlox (2bd) o y9ue o) jd bz Slio 050 Aoz g phn Sl (A alex cla (g9 03y )35 i

e



S AVISPA I3l Lawgi (530 &0 4y JSTg 5 (nl Cutal § Sl pglio olSiwd (5951 10 et 4 o> 5 1,55 ala
el 0l 00ls Lis ROR Jaw 3l oolaiwl b i o2

' a9 1wl s logS (goleiuiay SS9y ¥V

Gyan e 6,550, bl 5 g0l slo g g bl Ci il baome (6l ool ol USG5 S VA S0
o US55 5355 _ozmims bzel slo il 51 ooliiasl b cgolgiiiny USTg s ciwiol slo Sizg LIA] ;5 Cosloniiolyiings
S Sy a5l alie g Ladye Gl JSSgn by 485 )18 ot g 4325 3,50 S)90 8 5 Sr90 Djge 4 Sl
03,5 5 3918 30y (50m8 ala Zugr oz alax il )0 Cusglin wolSiws ogas m > Lis aile iz sl
(Slwle glaanjo il goleiog S5y 0, 8es oonl 2 ogdle . Covlontianalia 0 50e o Jlite clol 51> (0903
DVAT 5o eads plosil ,8hos 5 (el o g s celond 2l 525 12 ooy U5 5 (5bwe oS ey (GBS
dw hlo 0ad 55 SS9 e e lis alive G SSgn ple & s | anliz g lab S SS90 550
2o oo GLiS ] 0al (53 ISTg )0 eoliiwl 050 e 5 okl ¥ Jgux .l cllal 5l g 89,5 al> 1o plicas al> 1o

[\A]Ls“’““L""’ 5 1l ylosS STy 50 oo colaiwl slaailis g W5de Y Jgo

Notations Descriptions

ED; An embedded device

CcS The cloud server

ID; The identity of the device ED;

E An elliptic curve equation

E (a.b) An elliptic curve, where @ and b are two constant

E, An elliptic curve group over £

P Public point/generator point of the elliptic curve
group with order n such thatn-P =0

g.n Large prime numbers

Z, A finite field over a large prime number g

PW, Password of device ED;

PV, Password verifier of device ED;. where PV; = PW, - P

Xcg Server’s secret key select from[1.n — 1]

Rg Server’s random number

R,.R, Random numbers select from [1.n— 1]

H() One-way cryptographic hash function

CK Cookie information

E; Expiration time of the Cookie

SK Session key individually generated by ED; and CS
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EMBEDDED CLOUD
DEVICE SERVER

Registration Phase

- -

fioess I

Selects an ID, /1), Secleets a random number Ry

i Computes /; = H(ID);) Computes cookic ('K .

| Generates a password PW, : CK=H(Rs | Xpg 1 24 111;)
Computes password verifier i I . PV C K' —CK-P
PV, = PW, - P=(PV,.PV}) ¥ = > | T =R®HX,y)

A =H(R; ® H(X.5)®CK )

A=A-P
' Storc { £1; =1, ® Xoy . LA, = A, ® Ry
- 2z CK ELy =y @ Rg ) in its database
1 1 <
} SR} R l .................... i
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" - ) E ;

r - : :
i Generates a random number K| ; | Decrypts /; and validates /;
| Computes 1} =R+ PW; - P ; { Caleulates Ry =T; ® H(Xeg)
| - : b CK = H(R || Xes 1 B 1,
i Py=H(RPW,-CK) : : (I;” !;All’l 1A|| )
| L =1, @ Kpr-, 5 b B Crupies 1 = IR CRD
{ where, Kpy- = PV, @ PV, > Verifies Py =P, .

T- - | If not valid, discards the message.

— L = E Otherwise, generates a random nonce /2,
Caleulates 4, = H(1; ©( 'K.) PP, 7’." ; Computes 2 = R, -'b
P} =H(B || 4-B) < { L=HE N Ry 4)
5 s
. L T =T ® K-

Venifies P =P, L Ti =1, @ Kp, i
If not valid, discard the message. I - i Vi I —— .
Otherwise. Computces | Computes
SK =R «PW, P, =R Ry PW, - P o SK=Ry-B=R-Ry-PW,- P
g % r ]
V,=H(SK|| R - PW,-Fy) >! CalculatesV, = H(SK || Ry B)

e o o ( ------------------ 2
Verifies! 'r' ;I;

If not valid. discards the message.

Otherwise. ('S authenticates [:1),

T e o o o
é After mutual authentication scssion key i
i SK=R-PW, -PB=R,-F, =R R, PW,- Pisshared i
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Notation

Description

SN
IDgy,
IDy
PWy
PIDy
IDp
PW,
IDgw
S

X

X4

mi

d;

S‘KG“’S

SKps

Sensornode k., k=1,2,3....n

Identity of sensornode k .k =1,2,3....n
Identity of patient

Password of the patient U

Pseudo identity of patient U

Identity of doctor D

Password of the doctor D

Identity of Gateway GW

Commitment value computed at the server
Secret key of the server

Secret key stored at the doctor’s mobile

32 bit random track sequence number generated by
the server for communicating with the patient

32 bit random track sequence number for
communicating with the medical professional

Long term secret key shared between the gateway
GW and the server §

Shared session key between the gateway GW and
the server S

Shared session key between the doctorD and the
server §

XOR operation

0L 9 (FBSgw JSSgy 50 32,5 plices al> 5o
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Patient Medical Server Doctor/

Patient registers I Dy, PWp; with GW
Gateway device generates

C'RP;, foreach SN k=1,..,n
IDg, + R

Stores [ D‘g_.'\,rk s CRPy, }I(P VV{_,'}
P;’IJU = (-’I)_:_.;;\,TkH-’D{_,"), k= 1, viy TU

{IDy, PIDy, h(PWy), IDaw )

S = h(PIDy||IDgw||xs)
Generates m1 (Random Seq no)
Kgws = S h(PWY)
Stores I Dyr, PIDg , h(PWyr), IDgw, S, my
EKGWS ,M1)
Stores Kgpws, S, ma
gID;)._ h(PWp), IDy)

Stores I Dp, h(PWp)
Generates secret key x4
<IDL" 3 h-(.'T,'S)_. h-(def d'i?_
Stores h(xq), PIDyr, h(xs)
{(IDg, h(za))

Da]oher 5 Sgm JSSsy o phcus alope )+ JS5
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Patient  Gateway Medical Server Doctor

L1: (ID};, h(PWg))

h(PW}) = h(PWir)

/ 4 \
Eﬂ(;gr.rr. msg)

Ck)

Checks R} = Ry
PID;, = IDgn, |[IDg;
L2 : (ID%Gy,, PIDE, }
N

IDgy = IDew
If true, validates m.;
Updates the seq.no to m;41
Generates O7' P
L3 : (Exgws (SIOTPmiy1))

Decrypted 5 = StoredS

Ifta —t7 < Atis true I[ t5 — tg < Atis true

Computes session key Compules session key

SKows = h(S)|OT'FP) SKeawse = h{S||OTP)
else

regenerated OTFP

(Notification m sq;

L4 {IDp, h(PWp), PID;, d;)

Validates d;
L5 (h(z?)||diga

Computes Computes
S.’{‘r_;li_c = h[h[’r.‘) EB ﬂf‘;_l} "J'KDL, = JL“].LJ‘I“;I eadi‘l‘].)
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Systolic (mmHg) Diastolic (mmHg) Blood pressure category Response

Less than 120 and Less than 80 Normal Null

120-129 and Less than 80 Elevated Notification

130-180 or 80-120 High BP and Hypertension Alert to the doctor

Abovel80 and/or Above 120 Hypertensive crisis Immediate alert to the doctors and

or ambulatory services
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2_Constraint Application Protocol

3-User datagram protocol

4-Datagram transport layer security

S-Elliptic Curve Cryptography Based Constraint Application Protocol
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Notation Description

u User/16T device

S Server

3 A large prime finite field over p

L (a,b) An elliptic curve is defined on £,

r A generator point on £/F fa,b) with order n

1D, User's wdentity

rwy, Random password selected by the user

DID, Dynamic login identity of the user/device generated by server

K Common key used for Encryption/Decryption for both user/
1aT device and server end

Sy Dynamic session identity generated from server end

r Random number selected by the user

re Random number selected by the server

Ry, Random value produced by the user where R,=r,,Q,,

Ry Random value produced by the server where Ry=rq O

M) One way secure hash function such as SHA/

D Symmetric encryption/decryption algorithm

(g5 Qg) Private—public key pair of server where Qs=gy. P

(g Q) Private-public key pair of user/loT device where Q=g

| Concatenation

OhlSen 5 Jlogeze S35 Jolye ool oad ools (Lei VY IS5 o [V -] oSen 5 Jlogese IS0 ciliee 15
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' Pre-negotiated Elliptic curve E/F/a, b) over a finite field F and cyclic |
l User/loT Device I group generator point P l Server l

User's private key g€ Z, Server’s private key g5 € Z,,
g:cl: :ﬁ:‘l‘):ct:?sgl quP Server’s public key 0= ¢..P
User gets the public key certificate CA;;
Operations:
Selects a random password PIV;-
y — Computes K= ¢;:0s5 =q1.qs P=(Kx: Ky
Sesticn Tnitision Calcxll)lates H,_’—-qh (ID;; ‘IIP(I]V[- || qr
Records current time 7
IDy,CAp, Egy (Hy), T;
Operations:
Records current time T
|T5-T;|< AT 2 If Yes.
Retrieves /D, Qr-from C4;-
Compares retrieved /D;: = received ID;- ? If yes.
Calculates K = ¢5.0r-=¢5.G1- P=(Ky Ky) Sivei
Dicy (Bxy (Hv)) = Hy Challenge
Calculates DID;.= h (ID;:|| K| Received Hy) =
Selects 15€ T,
Calculates Rs= r; Os= rsqs P
Stores Hy:, DID;-
IDS, EKx (DID('” RS)’ T.’
“Operations:
Records current time I
T:-T5|< AT 7 If Yes.
Dg., (Exy (DID|Rs)) = DIDyA|Rs
Calculates DID;:= h (ID;:|| K| HyJ
. Compares DID, = received DID;- ? If yes,
Glisul resporses Selects rp€Z,
and Challenge Calculates Ry = rp Qr=r1.qr-P
Calculates SK = qp.ri.Rs= qu. rers.qs. P= ( SKy.SKy)
Calculates My =h(Ry||Hy||DID|T3)
Count=0 Ru, Esgy (My), T
Operations:
Count = Count +1 Records current time 7%
|Te-T:/< AT 2 If Yes.
Calculates SK = ¢srs Ry= qsFsr :qu-P
=qu.iy 15.qs.P = ( SKi.SKy)
Dsiy(Esky (My)) = My Client
Calculates M= )i ( Ry:||Srored H::||Stored DID:|T3) Authentication

Key negotiation and
server authentication

Compares M;-'= M, ? If yes.
Client is authenticated
Calculates Ms= h (Rs| | M)

Esgy (M), T,

} Server Response

Operations:

Records current time 7

|T5-To|< AT 2 If Yes,

Dsgy(Esgy (M5)) = M;

Calculates Ms' = h (Rs|| M)

Compares Ms'= M ? If yes.

Server is authenticated

Further message communication is done in EXI format using SK

[¥ 1oL Ken 5 Jogarme JS5gy p cdlol 5l s abicas al> o VY S5

4




gl 9 JU cdloljl ol zyb £-¥

28,5 leol il .aslos S a8l ) mslie Cydgame syl slalas cuslio clol 1>l S5, G VY] o ciwgl 5 I
ol [YY] jo e 5 Ul o 51 amy sl aul 5 aallS” adly Lo sloo )57 (sl Wil onds (B yme JSSg 5 45
oges JUB 0 a5 1) gl )5 Sy Cage (o) 4 ailgice w2l 1) S el (Sangl 5 SIS SS9 45 il
e )8 Sy g ar ] 093 Wl oo prles Gl 1l5 Ko Cage Sl eslanul bl ogdle b 1) 05d o0 Sl
S Casm rz Sdlox dats Sasgl 5 JI JSg 5 0nl il 05m 05t yg 0 Lrwgi 0o dSl Dloas 5l 5 S B yme
)| gob (JUE U5 5o el bLiyl 51 plaabl b g 03,5 3ol 1) (sl 5 SIS US98 [YY] o ol Sen 5 Ul o
Jaz e il 50 s 5 Ll solgiion, USSg 45 wilos,S leol ol San ¢ UL, il ogdle .ilon,S a1 1, (lazdl,
S35 sl BGIIOT (slaaslos ;o )il (6l (s e sl ails g ol (ol 5 (el e (S0 oSy )5 g0
slaslad g @l oS el [S3 e o3Y sl y5u8 oy et 9 Lol 512l 5 095 plicad alo e oz Jols (sl 5 JI
ol o ools HLAS Y Jeax jo gwgl 9 JU SS9, 50 colaiul 5 )50

[Y\] L_-,—‘-“’BT 9 JLY Jﬁjf B oalazul Syg0 wjyﬁ 9 oles Y J5A>

U; Legitimate ith user

ID; Identifier of U;

PW; Password of U;

S Server

X,y Secret key and number of the server §

Vi Unique random number for ith user assigned by §
SK Session key

SC; ith user smart card

T Current time stamp of input device

y 4 Current time stamp of server

or Expected time interval for a transmission delay
h(.) Secure one way hash function h(.) : {0,1}" — {0, 1}'**

Bitwise XOR operation

I Concatenation operation
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User

Server (x.y)

Choose ID; and PW;
Choose random number b

Compute RPW; = h(b||PW;)
1D RPW, ___

Choose unique random number y;
Compute o; = h((ID; @& x)||y)

fi = o &0 h(ID; © RPW;)

7i =i D h(o; B RPW;)

7i = h(ID;||RPWillyi||2)

Store {f;,7i,7:,h(.)} on smart card

SmartCard ____

Compute 1, = b & h(ID; & PW,)

Store {n;} on smart card

[V sl 5 JI US55 0 plicesd alojo 1Y IS

User

Smart card

Server

Input ID; and PW;

Compute b = n; & h(ID] & PW])
RPW! = h(b|PW)

o] = B; @ h(ID! @& RPW])

yi =7 ®h(o} ® RPW})

7 = h(ID!||RPW; ||y} [|o)
Verify 7% z;

Y

Compute «; = y; & h(ID; & o) & h(ID; & o; &

Ui = h(IDi{|o;||y:]| (2 @ y:)||T)
Dt

T)

(V] rosl 5 U US55 58 099 alye V¥ IS5
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Smart card Server

D0, T
Verify (T' = T)<oT
Compute ] = h((ID] & x)|y)
Yi=w; Qh(ID; Bo}) Bh(ID; ®o; B T)
0; = h(ID} 1o 157 (o5 @ ¥;)IIT)
Verify 7" 1),
Compute p; = h(ID;||y;i| (2 & yi)||T%)
L
Verify (T, — T;) <67,
Compute i = h(ID;||y;|[(; @ yi)||T)
Verify i p;
Generate session key

SK=h(lD;do;dyibTdT)

[YV] sl 5 B USsg, yo cdlol 5ol al> V0 S

User Smart card

Input ID;. PW; and PWY
Compute b = n; @ h(ID] & PW})
RPW! = h(b||PW;)
o] = B; @ h(ID] & RPWT)
i =7; & h(x] &RPW,)
1 = h(ID}||[RPW |y} |
Verify 77,
Compute RPWY = h(b||PWY)
BY = o; @ h(ID; @ RPWY)
W = y; ® h(o; & RPWY)
1 = h(IDi|RPW} |yil:)
nY = b @ h(ID; & PWYN)

Update g, 7Y, 7¥.n¥ on smart card
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Cemsis |, {IDg  Ue} s o1 Sledol b {ID g, Wi, Ve Ty} asS o 09 |, )5 o dloljlol conlss 1o olpe
RPW, = h(mg | ©)50 41, RPWg laie My Jio olgsds Jlaiie G 5 PWg jgue 50, o il b s 2055

S oo dla |y 03 polie (398 Sledbl il o b g ym
a. = h((ID.®a)|b)
B, = a.®h(ID.® RPW,)
Yy = yo®h(a.D RPW,)
Xq = h(ID:|RPWqlyqlac)
S o Jlol ples (Sl g S 0 0,053 diaiign )5 o 1, 1Xg, By, Yo, R() T ledlbl jg 0w o

Sygo aly A, Vg polie e g 035 oo gyl |y {Xg, Bg, Yo, AT polie «3g8 ledlbl <l o 5l am palos

S s 3l 25
a. = B,®h(ID.® RPW,)
Ya = Yo®h(a.® RPW,)

MQ@QL“” ‘) GLUSTSJLSJ&)S)J)JO\))‘}PAIA})‘ u’_’Loo ‘Y J&Jw‘;ﬁﬂr‘:)y VLY

A acting as U,

Server (a,b)

Computation of login request:

Wa = Ya @h(IDc@ac)@h(IDc@ac@Tl)

Yy = h([Dc”Qc”ya”(Q’c 7] ya)”Tl)
ac = h((ID. & a)||b)

{IDC,WQ,'l?a,Tl}

Verifies (T —T3) < 67,

Computes of = h(ID* & a)||b)

yr = widh(ID:dat)Bh(ID:dadTh)
Yo = MID; ||azllyzlite: B v2)lITh)
Verifies =0,

Computes ptg = h(ID.(|ya||(ac®ya)||T2)

¢ {pa,Ta}
Authentication performed by the A
Verifies (T, — Ty) < 6T
Computes Hg = h’(IDc”ya ”(ac@ya) ”TQ)
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User U. Server S

Choose 1D, and PW,
Choose an arbitrary number m
Compute RPW, = h(m||PW,)
{1De,RPW.}

>

Selects an arbitrary number y..
DID. = Enca.(ID.|ly.)

Compute a,. = h((ID, & a)||F)
B.=a.®h(ID.& RPW,)

Y. =y, ® h(a, ® RPW,)

Xe = h(ID.||RPW_||y.|| )

Stores{ 8.,7., DID,,x., h(.)} on SC,
{5C.}

Compute 1. = m & h(ID, & PW,)
Store {n.}on SC.
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User U, Server S

Input 1D}, PW}

Compute m =1, ® h(ID; & PW})

RPW} = h(m||PW})

a; = B:.®h(ID; & RPW})

Ye =Y ® h(a; & RPW;)

X = MID;||RPW lyzlos)

Verify X; = X

Compute w, = Y. ® h(ID. b a.) & h(ID, &

Qe &b Tl) _

Ue = h(IDe||acl|yel (ae ® ye) || T3) et ) ?
Verify (T —T;) < 8T,

Verify (Ty — T3) < 6T, (ID||ye) = Deca,(DID.)|

Compute iz = h(IDluel (o @ )| T) Compuicil / QD) o
Verify 12 = pi, yi:wcéB*( ,:9?QC.)',§1 *( : Dugah)
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Verify x& = Xe

Compute RPWXN = h(m| PWY)

,Bé\r =a. D h(IDc & .RPH/(‘)

YN =y, ® h(a, & RPW,)

X' = h(ID.||RPW.ycllas)

nY =ma h(ID. & PW,)

Update 8,4~ . xY, 7Y vn smart card
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