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Abstract:

With the emergence of resource-constrained environments such as the Internet of Things
and its widespread use in today's world, one of the challenges we face is security and
privacy. Environments with limited resources are environments that have limitations
(computing, processing and storage). In this regard, many authentication schemes have
been proposed to ensure secure access. These authentication schemes are designed to
provide special features such as: anonymity, untraceability, confidentiality, availability and
integrity. One of the goals of these security schemes is to provide an agreed key exchange
procedure between the user and the server or a gateway that provides security against
various active and passive attacks such as secret disclosure attacks, traceability,
impersonation, integrity violations, password guessing, denial of service, etc. In this project
proposal, we have evaluated a number of authentication security schemes, and we will
examine their strengths and weaknesses in terms of security features, privacy and
computing costs. On the other hand, we will identify the vulnerability of the provided
protocols against known active and passive attacks and we will take steps to improve
security by providing solutions, and improved security protocols will be provided, and their
security will be proved using a variety of formal and informal security analysis methods.

Keywords: Authentication Scheme, Resources Constraint Environment, Key Agreement,
Internet of Things, Privacy Protection
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Symbol Description Symbol Description

T; ith RFID tag pwr Password of ith Tag

R; jth RFID reader 5L The simulator

S Database cloud server XS Secret key of §

1D; The identity of ith participant AT Maximum time delay in comunication

I The security parameter Fq The prime finite field of order g

q Large prime 3] Bitwise XOR operation

E(Fy) Elliptic curve £ over a prime finite field F, Z; Multiplicative group of order g — 1

G Elliptic curve group under addition g Base point of G

hi-) Cryptographic one way hash function | Concatenation operation

SKij(.) Session key between entities i and j i;j Whether i equals j

VCC The vehicular cloud computing sm; Random sequence number for ith RFID tag
E Adversary S Approximate value

i--=j:{M} i sends message M to j via secure channel i — j:{M} i sends message M to j via public channel
RP Registration phase LAP Login and authentication phase
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PWT = h(IDy || PWy Il Ry)
MRl = {PWT, IDT, TR].}

et 03»:‘50 uaﬁj...a ‘bbw ‘)‘35) u)you)‘f.c)o J...S‘é,a L).,.) dslol raL» w.: J.SS) ‘ML; T ol o )Lu.a U"‘
D5 oo drloe jgpm awgi pj polie Culesyd 5 WS e g 1) ST b 4y (Solad Jlade SG 55

X = h(sn; I| IDy I Xs)

Ay = h(PWT Il X7 | ID7)

By = X7@ PWT
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Tag T; Cloud database server 5§

Inputs 1Dy and pwy

Generates RT = 25

Computes PWT =h{IDy| pwt]| Rt)

Sends MR] = {PWT., IDT.Tm]

e Verifies Tga — Tg1 = AT
Generates sn; € Z T
sn; set as serial number for T;
Computes Xt = hisn;||[IDy||x5)
Computes Ay =h(PWT || X7 ||IDT)
Computes By = X7 & PWT
Stores sn; corresponding to [Dy
Sends Mgz = {Bt,At.5n;, g,.x52. G, hi.)}

Store {By, Ay. Ry, sn;. g.x5g,G.hi{.}} in database
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TagT;

Reader R

Cloud database server 5

Logs on by (IDt, pwr. R1), com-
putes PWT = h{IDr|[pwr|Rr),
X? = Br & PWT and
Y = RPWTIXf|IDr). If
A7 z Ar, generates a € F;, COMm-
putes Wy = hiXi|e.gllDr)
and sends M, = {ID}f &
0Xs. 8. 0.8, Wy, TS5 1} to Rj

?
If TSias — TSar =
AT COMpULes SKrs =
h(ID7 || X} lla.b.glla.xs.gllsn; I T Spas)
and verifies it by Wj3 <

h(ID7 || 5K15)b.g|IT Sp.45).

My
?
If TSpa2 — TSpa1 < AT,
sends My = [IDr &
0.X:.g, 0.8, W1, TSpa3)
oS
)
My
M
7
If TSpas — TSpas = AT
sends My = [M3.TSpa7}
o T;
Ma
Ma

7
if TSpaz — TSpas < AT, computes
ID} =1D7 & 0.X%.8 & 0.X..8, Tetrieves
s, computes Xj = h(sn;||ID}[|xs) and

Wy = h(X3[a.gliDr). ¥ W} = Wy it
generates b < ]F;, computes SKst =
h(ID} || X1 ||\bag|¥s.a.g|m;||T5;as)  and
Wz = h(ID}|SKsT|Ib.gIT5145) and
sends M3 = (W2, b.g, TS5715) to Rj
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Symbol Significance

1o, 56-bit Interface identifier of user identity.

11D, 8-bit Interface identifier of smart appliance/
device identity.

1Dy, User gateway identity.

I Dy, Smart Home server identity.

I Dgys Edge node server gateway identity.

Tiq Time-stamp id .

E [M] Encryption of message using secret key k.

Token;, Short authentication token for user.

N random nonce

Usia Pseudo identity of User

SHSq Pseudo identity of SHS

Prp Pseudo identity of edge node server

SHS Smart Home server.

SK Session key

Bio; biometric identity of the user

PWi Password identity of the user

| Concatenation operation

hi) Hash function




User (L)

Edge server (ENS)

STEP 1: Chosen an identity
(T Dy [T Dy "J'Dug | Tia)

STEP 3: Compute C = h(Bi||PW;)
then computes SC = h{J 1D, |11 Dy||C).
Compute A = B & h(PW; 1D, | T;4) Compute
R = (A1 Dy, || T SC)
Send using secret key [ Ep(R), T. N|. where
[(Ta — T1) = AT] send to Edge server

STEP 2 Verifies the timestamp [(T2 — T1) < AT
using upper bound condition, if true, it continues,
otherwise, discards the session.

Generates random number N

chose pseudo identity Prp

Computes B = h(I D, |IN|T;;) and store (1D, T; ;)
in key table

Assign the unique identities using smart card

SC = h{11D,||IIDy) and send to the user

STEP 4 It verifies timestamp [(Th — T1) <= AT, if
true, continue, and otherwise discard the packet.
ENS computes the { PW;||[I Dyypis; ) and verifies
them. Then ENS verify that if A" = A
and verify B' = B, and §C' = §C, if true, it
continues; otherwise, discard the packet. Granted the
Token;; and SKgpy5.
Compute By = hil Dy |N||T;g, Token;g, SKsys) and
send using secret key to user end to the user.
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User (L) Smart home server (SHS)

STEP 1: Insert the smart card

Enter I D,, PW;, Bio;

Verify if A" = A

else verify R = R

Compute 11D = h(11D,||11Dy)

F=h(IID|PW;, B;)

M=N| & h(F|1ID)

Compute Ay = B & h(M||PW; [ TID|T:y||SKsys5||Token;y)

send to the Smart home server

STEP 2 First it verifies the timestamp of the packet

receive from user A , if true, it continues, otherwise,
discards the session.
Generates random number N
chose pseudo identity Py p
Computes B = h(ID,||N||T;z 111D, ||11Dy) and store
(I Dy, T;) in key table
Granted the Token;; and SK.
Compute By = h(I Dy ||I1ID, | ITDg|IN||T;|SK || PrpllSH Ssiq)
and send using secret key to user end to the user.
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User (L) Smart home server (SHS)

STEP 1: Extract session key using h(I1Dy| 11Dy
Compute K = h(Usig||PW;||SH Syig)
Compute S = h({ID||PW;||SK||N2)
Compute V=SGh({ID||Tiz||SK|N2)
send using secret key via open channel
STEP 2 SHS verifies the timestamp, [(T2 — T1) = AT],
if it is true, then it continues, otherwise,
discards the message.
Compute (Usig|| SH Ssia)
Compute Usig = (V & h(11D|SK| N2))
Compute N3 = (U & h(Usig || PW; || SH Ssia))
STEP 3: User can access the service using secure channel.
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Notations Descriptions

ED; An embedded device

() The cloud server

ID; The identity of the device ED);

E An elliptic curve equation

Eq(a.}::-} An elliptic curve, where a and b are two constant

E, An elliptic curve group over E

P Public point/generator point of the elliptic curve
group with order n such thatn - P =10

g.n Large prime numbers

Z, A finite field over a large prime number g

PW, Password of device ED,;

PV, Password verifier of device ED;, where PV, = PW; - P

X Server’s secret key select from [1,n — 1]

Ry Server’s random number

E.R, Random numbers select from [1.n— 1]

H() One-way cryptographic hash function

CK Cookie information

Ey Expiration time of the Cookie

SK Session key individually generated by ED; and C§
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EMBEDDED
DEVICE

CLOUD
SERVER

Registration Phase

Selects an 1D, /1),
Computes /; = H (1)

r
1
i Scleets a random number R
E

:

i Generates a password P,

i

1

i

(]

(]

]

Computcs cookic K |

CK = H(Rg | Xeg 1 4 111;)
Computes password verifier
PV, = PW, - P=(PV,, P!»'}_.]

B B e

CK =CK-P
1y = Ry @ H(Xcy)

W

- J
A =H(Ry @ H(X,)®CK )
A=A-P
Store { £7; =1, ® Xy . EA; = 4, @ Ry
Fly = FEp @ Re ) inits database
b Lo e e e e o e e
._______l ______ J l
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=

Decryvpts [, and validates /;
Caleulates Ry =T, @ H(X )
CR=H{R: N X N1 E- 1D
Computas F‘T_: =H(H-CK)

-
]

Generates a random number X i
;
1
1
1
1
1
1
|
. ;
:
i
]
]
i
i
1
]
]
]
1
1
I
]
]
1
1
1
1
1
1
1

[
:
Computes } = R+ PW;+ P i
P, =H(R-PW,-CK)
El =1, @®Kpp, i
where, Kp;- = PV, ® PV, |

PP, EI

i

L

.
Venfies f’z = JDE .
If not vahd, discards the message.

Caleulates 4 = H(I; ®CK )
P =HE 4 P)

Otherwise, generates a random nonce £,
C

B.P T, omputes 4 =14, - F
&7 L

M

Py =H(P | Ry 4))

_:l
Venfics J"_'I =1‘_’|_

1
1
1
1
1
I
1
1
1
Ll
1 p A -
1 - s
1 J'llr ‘fr K Pl
1
1
= . 1 e o e e e o e e —_— - o o o e e o o e e
If not valid, discard the message. : e 7
1
1
1
1
1
1
i
1
1
1
i

e ——

Otherwise, Computes Computes
SK=R:PW, P, =R R, PW, P SK =By - B = Ry - By - PW, - 1
V, =H(SK || R - PW,-P,)

= CEI]CLI'.‘:[[CSI-:* =H{SK || it 1)

Verifies] 'r.' ;Ij

After mutual authentication scssion key

SK =R -PW,-P,=R,-F, =R R, PW,- Pis shared

i o . e - - -

DAL ool 5 laily JlosS' U9 50 clolil ol g 05,5 al>po A IS
O350y o ale gams 3l il alos iens e Al il 50 (ks goliiny STy oS 0a Lol [VA] 5o
SIS 55 5 il eyl gy Cenial a5 Ao 1S5 ala ool L5 ales o Slas e dla> wign Juz alo>
ol il 30155 LIS 5 olSis gt py> L o blite cdlol o] olys
olySod 5 G Kigw cdloll >l & b F-Y
35 S et 3 S 458 & e S sl 5 b e | ot Sl id sl 5 5l ol
i 35,5 e abgy e Lmasiie by 4 3G/4G WIFT whgish aile e o bl slasile) b 5l o
g Cudddlone (1ol U g (cogee laes jo o] g Olasags elgl w0 Wb jlan sosls sogas v, g Cossl (>
o Sl s o o b g il §) liabl sl blite ALl sl 2o oS5 [V o iy o 5
s el 45 S o solil ojlg,0 0,5 Ky lsic 4 diadien il 5l aizman solgiing ol ol m b
Sl lp alo e S Jolds 25k Gl il g odle S (oo palp (Gl baoe S g0 (S ) Slew 2 et
[18],5 oad ploxil _iaial ko 05 co Lais Sl Loyl 5 o 51 bl po S ] o s 45" sl 5, lal
5 s ool SS9y el a5 2l b se slagsb b b anslio )0 (g0l )b a5 a0 o0 (LS
CSlaal gl (F g s9ee 50, ats (T edlol 5ol 5 ailolos 4y 399 (V cpbiced (1 sl 3 Jolpe Jols )0
a2 o i ) V] L Kes 5 SEsm JSg, 0 1) 0ads 00y IS 4 slaoles ¥ oo



[a] o en 5 SKigw JS5gp 50 oo oolitul slaailis § widle :F Jgu

Notation Description

SN Sensornode k. k=1.2.3....n

IDgy, Identity of sensornode k . k=1,2,3....n

I Dy Identity of patient

PWy Password of the patient U/

PIDy Pseudo identity of patient I/

IDp Identity of doctor D

PWp Password of the doctor D

I Dow Identity of Gateway GW

S Commitment value computed at the server

Xy Secret key of the server

X4 Secret key stored at the doctor’s mobile

m; 32 bit random track sequence number generated by
the server for communicating with the patient

i 32 bit random track sequence number for
communicating with the medical professional

Kows Long term secret key shared between the gateway
G W and the server §

SKGws Shared session key between the gateway GW and
the server §

SKps Shared session key between the doctor D and the
server §

& XOR operation
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Patient

Medical Server Doctor/

Patient registers I Dy, PWp; with GW
Gateway device generates

CRP;, foreach SN, k=1,..,n
IDSN;L. — Rk

Stores IDgpn, , CRPy, h(PWy)
P;’J{)U = (-’I)S;\rkH-’l)(_}'), k= 1, .

(IDy, PIDy, h(PWyr), IDegw)

Stores Kgws, S, m1

S = h(PIDy||IDgw||=s)

Generates m1 (Random Seq no)

Kaews = S h(PWY)

Stores IDU.. PIDU 3 h(PH’T{;): JTDGu,' 3 S, T

SKG"W.S ,mi)

gID;)..h(PI(V;)): ID;;}

Stores I Dp, h(PWp)
Generates secret key x4
<1rDL.‘ s h(.’!‘.‘s), h,(:r,d): di:)-
Stores h(xgq), PI Dy, h(xs)
(IDq, h(zq))

Da]oher 5 Sgm JSSsy o phcus alope )+ IS5
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Patient  Gateway Medical Server Doctor

L1: {ID},, h(PW))

h(PW}) = h(PWir)

{login masg)
S

{Cr}

Checks R}, = Ry,
PID;, = 1Dsy, ||IDf;
L2: {IDgy,, PIDE;, ma )

>
}JUE-’.H, = ID(';M-'
If true, validates
Updates the seq.no to m;41
venerates QTP
L3 (Exgy s (SI|OTP|Imiga))
Decrypted S = StoredS
[fta —t) < Atistrue If t5 — tp < Adis true
Computes session key Computes session key
‘qK(-:'H"-S' = fr(q| OIIJD} SI\’{;“!S = 31(5‘ |f)f!n)l

else
regenerated OTP

{ Notification msgz

L4 {IDp, h(PWp), PIDy, d;)

Validates d;
L3 (hiz?)||dig1)

—
Computes Computes
SKps = hih(zs) B dis1) SKps = h{h(zs) Pdiyr)

[Vl ol 5 (G5m JS555 50 ol 5ol 5 959 alya 1) IS
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Systolic (mmHg) Diastolic (mmHg) Blood pressure category Response

Less than 120 and Less than 80 Normal Null

120-129 and Less than 80 Elevated Notification

130-180 or 80-120 High BP and Hypertension Alert to the doctor

AbovelB80 and/or Above 120 Hypertensive crisis Immediate alert to the doctors and

or ambulatory services
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_Majumder et al.

2_Constraint Application Protocol

3-User datagram protocol

4-Datagram transport layer security

S-Elliptic Curve Cryptography Based Constraint Application Protocol
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Notation Description

U User/lol device

S Server

F, A large prime finite field over p

E,(ab) An elliptic curve is defined on F,,

P A generator point on £/F (a,b) with order n

IDy; User’s identity

PWy Random password selected by the user

DID,, Dynamic login identity of the user/device generated by server

K Common key used for Encryption/Decryption for both user/
IoT device and server end

Sk Dynamic session identity generated from server end

ry Random number selected by the user

rg Random number selected by the server

Ry Random value produced by the user where R, =r,.Q,;

Ry Random value produced by the server where Rg=r5. 05

hi.) One way secure hash function such as SHAI

E/D Symmetric encryption/decryption algorithm

(qs, Os) Private—public key pair of server where Q5=g5.P

(g Q) Private—public key pair of user/IcT device where Q,=¢,.P

Concatenation
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Session Initiation

Client response
and Challenge

Count=0

Count = Count +1

Key negotiation and
server authentication

fmi.’}e-ilegoriated Elliptic curve E/Fpfa, b) over a finite field Fpand -:}cllc“
| User/loT Device I group generator point P

| Server

gfr“-‘l& Pli]:*la_Tf-‘kke)’ gf.‘ L, » Server's private key gs € Z,
ser’s public key O = qr- e . _

Oy it konowen 0 user, Server’s public key Os= q,.P
User gets the public key certificate CA;:

Operations:

Selects a random password PW;;
Computes K= ¢::05 = qrqs P=(Ky Kyl
Calenlates Hy=h (ID;:|| PW || qr)
Records current time I

I.Di'_'r CAF. Eﬂ'x (Hl')) T;

Records current time T
|Ts-Ty|< AT 2 If Yes.
Retrieves ID;;, O from CA;;

Calculates K = ¢s5. Qv =¢s5. . P=(K3x Kyl

Dy (Egy (Hy)) = Hy

Calculates DID§-= I (IDy;|| K|| Received Hy)
Selects 15 € T

Caleulates Rs=r; 0= roqs P

Stores Hyr, DID;:

Operations:

Compares retrieved ID;-= received 1D ? If ves,

IDs, Eg, (DIDy|| Rs), T

Server
Challenge

.=

“Operations:
Records current time 7
T5-T5|< AT ? If Yes,
Dg Ky (Exy (DIDy|Rs)) = DIDy|Rs
Calculates DID;-= h (ID;:|| K| Hy:
Compares DID;-= received DID;: ? If yes,
Selects rp€ Zp'
Calculates Ry = ry Ov=rp.qu:P
Calculates SK = qt’~7'£'~RS= g I'L'.?'S.(IS.P= ( SKv.SKy)
Calculates My =h(Ry||Hy| | DIDy | T3 )

Rl', ESKX (JW('), T;

Operations:

Records current time T
|T-T3|< AT 2 If Yes.
Calculates SK = gsrs Ry= gs s ;'.qi'.P

=qure 7‘5.q5.P = ( SK:.SKy)
Dsky (Esky (Mr,(-)) =My
Calculates M;: "= ) ( Ry:||Stored Hy:||Stored DID::|T3)
Compares M;-'= M, 7 If ves.
Client is authenticated
Calculates Ms= h (Rs||Mp)

ESKx (Ms)» TJ

Client
Authentication

} Server Response

<

Operations:

Records current time T

|T5-Te|< AT 2 If Yes.

Dy (Esky (Ms)) = Ms

Calculates Msf = h (Rs|| My

Compares Ms'= M;? If yes,

Server is authenticated

Further message communication is done in EXI format using SK
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U; Legitimate ith user

1Dy Identifier of [;

PW; Password of U;

5 Server

X,y Secret key and number of the server §

Vi Unique random number for ith user assigned by §
SK Session key

SC; ith user smart card

r Current time stamp of input device

T, Current time stamp of server

ol Expected time interval for a transmission delay

h(.) Secure one way hash function A(.) : {0.1}" — {0, 1}'*
Bitwise XOR operation

| Concatenation operation
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User

Server (x,v)

Choose ID; and PW;
Choose random number b

Compute RPW; = h(b||PW;)

D, RPW,

Choose unique random number y;
Compute o; = h((ID; & x)||y)

fi = w @ h(ID; & RPW;)

v = ¥i & h{o; @& RPW;)

%i = h(IDi|[RPWi| yi||2)

Store {f;, 75, 7, h(.)} on smart card

SmartCard __

Compute i; = b @ h(ID; & PW;)

Store {1} on smart card

[V sl 5 JI US55 0 plicesd alojo 1Y IS

User

Smart card

Server

Input /D and PW;

Compute b = n; & h(ID] & PW])
RPW! = h(b|PW})

o] = f; © h(ID} & RPW)

y; =7: ®h(o] & RPW})

75 = h(ID?||RPW? ||y![|o)

Yi

Verify 7" 7

Compute @; = y; B h(ID; & o) D h(ID; ©o; & T)

0 = h(ID;||a||vi|| (2 & ¥:)||T)
Do 9T ___,

(V] rosl 5 U US55 58 099 alye V¥ IS5

s



Smart card Server

1D 0, T
Verify (T' - T) <oT
Compute o] = h((ID; & x)||y)
yvi=w! Gh(ID! @ol)Dh(ID; ol & T)
97 = h(IDj || |7 [l (o @ 7)1 T)
Verify T,}['J_ ;
Compute p; = h(ID; ||y || (2 © yi)||T5)

1o

Verify (T! — T,) < T,

Compute i = h(ID,|lyi||( & ¥,)||T.)
Verify ;" i,

Generate session key

SK=h(ID; o, by, T T,)

[v] Syl 3 JB JSSg, 50 cdlal ol al> e V0 S

User Smart card

Input ID?, PW; and PWY
Compute b = y; & h(ID] & PW})
RPW: = h(b|PW;)
% = B; @ h(ID; @ RPW)
¥ =7 @ h(a] B RPW)
% = h(ID; [RPW; 57 12)
Verify 7”1,
Compute RPW" = h(b||[PW")
BY = o @ h(ID; @& RPWY)
v =y; @ h(x; & RPWY)

2 = h{ID,|RPW |yi]1)

¥ = b@ h(ID; & PW))

Update g, 7, 7Y,y on smart card

[VV] (sl 5 U US55 59 ssaeiay i al>jo 15 IS
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sty |, {ID. , U} yudas o)1 wledbl G {IDg, W, Vp, T1} oiS oo 095 | )15 o cdloljl ol cnlgs jo ol
RPW, = h(mg | ©)50 41, RPWg laie My Jio olgsds Jlaiie G 5 PWg jgue 50, o il b s 2055
55 o el e 6l {RPWy D} pliced enlgi o s 5 555 o slons W)
S oo dla |y 03 polie (398 Sledbl il o b g ym
ac = h((ID,®a)|b)
B, = a.®h(ID.® RPW,)

Y, = yo®h(a,® RPW,)
Xq = h(D:|RPW, y,lac)

S oo Jlol plee (sl 9 0 (o0 05033 Biedise OIS 0 1, {Xa Ba, Yo, h()} <ledbl g0 o
Sygo aly A, Vg polie e g 035 oo gyl |y {Xg, Bg, Yo, AT polie «3g8 ledlbl <l o 5l am palos

S s 3l 25
a. = B,®h(ID.® RPW,)
Ya = Yo®h(a.® RPW,)

WSS a1, )l S5 Wl e wzlie 5 Qe o Vo (i b & jes s sl RPW, = h(mg I| PW) o] o &

A acting as U,

Server (a,b)

Computation of login request:

Wa = Ya @’1(IDC®GC)EB}?’(IDCEB&C$TI)

Vg = h—(erc”ac'Hy&“(ac @ ya)”Tl)
ac = h((IDc & a)||b)

{IDCrwdsﬂﬂrTl}

Verifies (T — T) < 6T,

Computes o = h(ID} & a)llb)

yr = wish(ID&al)Bh(I D dateT))
Yo = h(IDZ|oZ|lyzlita: ® ¥2)IT2)
Verifies L9,

Computes 1ty = h(I De|yal|(acBya)|| T2)

. {pa To}
Authentication performed by the A
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