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Abstract: With the increasing and widespread application of deep learning and neural
networks across various scientific domains and the notable successes achieved, deep neural
networks were employed for differential cryptanalysis in 2019. This marked the initiation
of growing interest in this research domain. While most existing works primarily focus on
enhancing and deploying neural distinguishers, limited studies have delved into the
intrinsic principles and learned characteristics of these neural distinguishers. In this study,
our focus will be on analyzing block ciphers such as Speck, Simon, and Simeck using deep
learning. We will investigate the factors and components that contribute to better
performance on security analysis of ciphers. Additionally, by extending the current studies
and attacks and comparing the results, we aim to address the question of how the neural
networks and deep learning can effectively serve as tools for block cipher.

Key words: Symmetric cryptography, Cryptanalysis, Deep learning.
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