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Security Provisioning through Creating Anonymity, Detecting and Confronting
Attackers in Cyber Physical Systems and Networks
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Abstract:
Cyber Physical Systems, and more generally computer networks, have always been
vulnerable to various attacks. To counter attackers, various methods have been proposed,
including establishing trust mechanisms, anonymization to reduce attackers' knowledge,
and ultimately, combating through attack effect compensation and isolation of attacker
from the network. This project aims to integrate these defensive strategies in security,
meaning that attackers' knowledge is minimized through data and traffic anonymization,
and in the event of an attack, it is detected and its effects are mitigated, and the attack
source is identified and virtually isolated from the network to the extent possible (for
example, by significantly reducing trust levels). To accomplish this, techniques such as
anonymization, intrusion detection and compensation, and evidence combining theories
are used to protect the network/system and to identify the primary source of the attack.

Keywords: Cyber Security, Anonymity, Privacy, Cyber Physical Systems, Node Isolation,
Secure Routing
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