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Intelligent assessment of trustworthiness in artificial intelligence systems and algorithms
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Abstract

Artificial intelligence (Al) has seen particularly impressive growth in recent years. It can bring significant
benefits to various aspects of our lives. At the same time, some concerns have also been raised;
Trustworthiness is a prerequisite for people and societies to develop, deploy and use Al-based systems.
The importance of this issue is so much that recently most of the developed countries have provided laws
for trustworthiness assessment in Al-based systems. The implementation and realization of trustworthy
Al requires seven criteria that must be properly met: Human agency and oversight, Technical robustness
and safety, Privacy and data governance, Transparency, Diversity, non-discrimination and fairness,
Societal and environmental wellbeing; and Accountability. Extensive and diverse research is being done
to evaluate each of these criteria. The aim of this research is to provide an automatic and integrated
method for measuring Al-based systems and algorithms trustworthiness by quantifying each of these
criteria and finally aggregating them intelligently. The ultimate goal is to be able to check and confirm the
reliability of Al-based systems using this smart tool and also compare methods and algorithms in this very
important aspect.
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2 Lawful
3 Ethical
4 Robust



o orizmen Wlop e ) (orex o) 5 608 (2LgSh ()l 35 5 0l slml b wls o slezel LB (egras Ssn
g S Cogli | gwbw g sloain] (goladl sl Cus )8 mjei 10 (6l g, 0By 5 Ccudle Jiuli8l 4 SeST L wiles
QO Loman g jloolaiul ¢ )l aiul dswgl 5l g8 pulay a5 Cewl (69,0 (plply wS SaS aVole dsol> SG 4 oloiss
ool 5 WBS Sty (e5tas Gisd n e SIS )0 Wl (e ded 4 S Jolo (il U oS coles JSS e

oS 2ol ez a0 wuilyin o b e 50 g el o2

Eoan soga boan] sl ly ciwyo ol Lo slizel 4 a5 wlasel LB cgian (ogn poghe Byme b oo,lo duad alie ol jo
Eras Gigh 6lo pias gl culul Goi> 5 (9B ConSlo (ol S500 (T 10 a5 (gl ety T oS SLS I ol 4 e
2 oo ol 1) dame S o glis ] 5l g anisu oo dgupe |y S5 500 Sim 8 pglie Heb 4 ole e i b

S ady il e AV gtne o) 5 (s ysl5 )] o oS
S Fa0 Jog2 S piw j0 (SN Jaol

B> 50 Ao, &S oS o Canpd |y W Jol Jloxr aiisu g |) (e g 60,8 o8, Wb eotan hgn slo e
Cale) wloiel BB loged 4 (egian (98 Slapiumn jloslitul 5 | itul dangs 5| pliaebl jslaie a4y ol a5 w)ls cwl]
3 85 Jyel (ol g

8 sl il 4y o] 21 -

P 5l (6 St Y

Y Gl ¥

Mondy oy -F

oyl ISl s ol i Lol
3 S el b gl ot (o) cu B bl il (e JB S jsbar ) bpludl Wl estae (i lagtcs
1) s iss oo ol (503 5 selairl (e (sla g skl 5 a5 s sl il el ooe
Ol QL) 6l (5)lolins Cuo B 5 WS (Som serme sl (b Jool 5Tl (pgias 19a la s 5 b Ll (e
b 5o pludl jl ol aies ot ) 61 Lo (clil Hob @y el (e (rizmen (oaran S5 Slo pla S Sl
sl loline IS ol Ll G 5 aiiS Coles IS

5 Respect for human autonomy
6 Prevention of harm

7 Fairness

8 Explicability
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9 eXplainable Artificial Intelligence(XAl)
10 Black-Box
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11 Decision tree

12 Developers

13 Deployers

14 End-users

15 Human agency and oversight
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16 Technical robustness and safety

17 Privacy and data governance

18 Transparency

19 Diversity, non-discrimination and fairness
20 Societal and environmental wellbeing

21 Accountability

22 human-in-the-loop

23 human-on-the-loop

24 human-in-command
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25 Resilience to attack and security
26 data poisoning

2" model leakage

28 adversarial attacks

29 Fallback plan and general safety
30 Accuracy
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31 Reliability and Reproducibility
32 Privacy and data protection
33 Quiality and integrity of data
34 Access to data.
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35 Transparency

36 Traceability

37 Explainability

38 Communication

3% Avoidance of unfair bias
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40 Accessibility and universal design

41 Stakeholder Participation

42 Sustainable and environmentally friendly Al
43 Social impact.
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44 Auditability

45 Minimization and reporting of negative impacts
46 Trade-offs.

47 Redress
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