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Abstract: Agents communicate via a predefined protocol, specified in an operational manner by

specifying the communication patterns among the agents involved. Many security properties

are of epistemic nature, e.g., what each agent believes after having seen a run of the protocol.

We propose a generic framework for epistemic reasoning about communicating agents. Our

reasoning framework is based on a logic of beliefs, and we allow for the operational

specification of untruthful communications. We reason what credulous rational agents can infer

about a particular run if they know the protocol beforehand. (A credulous agent is an agent that

is ready to believe what is told unless it is logically inconsistent.) We express the epistemic

properties of such specifications in a rich extension of modal μ-calculus with past and the belief

modality. We define the semantics of our operational models in the semantic domain of our

logic. To make the verification of epistemic properties on our operational models feasible, we

propose a set of operational rules governing the efficient generation of models with regard to

given properties. These operational rules automatically reduce the semantics with respect to a

class of epistemic properties and can potentially reduce an infinite state space into a finite one.

We formulate and prove criteria that guarantee belief consistency for credulous agents.
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1 Introduction

Agents communicate via a predefined protocol, specified in an operational manner by

specifying the communication patterns among the agents involved, order by causal or temporal

order. We call such specifications of protocol “operational” since they involve the operational

details of the communication patterns. Examples of common operational frameworks for

protocol specification include sequence diagrams, state diagrams, or domain-specific languages

based on message passing. Epistemic reasoning about such protocols provides a natural means

for reasoning about their properties such as anonymity and privacy [1,2,3,4,5]. Hence, providing

a vehicle to verify epistemic properties on operational specifications of protocols brings about

the advantage of using two expressive paradigms for specification and verification: the

operational paradigm for protocol specification and the epistemic paradigm for property

specification and verification. In the recent past, several such paradigms have been proposed

[1,3,5].

In this paper, we propose such a framework (based on an earlier proposal by Dechesne,

Mousavi, and Orzan [1]) and show how reasoning about protocols can be made efficiently



through an on-the-fly reduction of the state space based on the class of epistemic properties of

interest.

Two features of our framework are that it caters for: 1) the possibility of untruthful

communications (telling lies), and 2) using belief constructs in protocol specifications.

2 Research Goals

A contribution of this research is to provide an operational framework (i.e., based on actions

and their relative ordering) that enables reasoning about belief-related properties. An essential

difference between knowledge and belief is that knowledge has to be true, while belief does

not have to; an untrue belief can, for example, be held when lies are told or facts are concealed.

A lie is an intentional announcement of (believed-to-be) incorrect information in order to

deceive the audience [6,7]. A lie is an action, while (untrue) belief is a possible consequence of

that action in agents' states. The belief aspect, i.e., epistemic, of lies is often captured by

modeling the effect of lies as belief revisions or updates. Modeling lies and their epistemics

have attracted substantial attention in the recent literature concerning Dynamic Epistemic Logic

(DEL, cf. [6,7,8] for some recent examples; also see [0] for applications of DEL in security). Our

framework extends an earlier operational framework [1] based on process algebra [10] to allow

for telling lies, i.e., communicating messages in such a way that a certain audience may believe

that something else (or nothing at all) has been communicated.

To reason about epistemic properties of specifications, we maintain the history of actions in the

configurations of the operational model and define a relation among the configurations to

relate those configurations that a credulous agent cannot distinguish. (Credulous agents are

those agents that are willing to accept what is being told to them as long as it does not lead to

any logical inconsistency with the rest of their belief.) We focus on two types of logical

properties: first, what an agent consistently believes, and second, whether an agent can detect

a particular lie in the course of a protocol execution. We express properties in a rich extension

of modal μ-calculus with Dynamic Epistemic Logic constructs and define the semantics of our

operational models in the semantic domain of our logic. In addition to providing the basic

specification framework and its formal semantics, we also address the issue of efficient

verification.
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تحلیل معرفتی عامل‌های ارتباطی
Translation is too long to be saved

باعملیاتیصورتبهتعاملاینکهدارندتعاملیکدیگرباشدهتعریفپیشازپروتکلیکطریقازهاعامل:چکیده
دارند،معرفتیماهیتامنیتیهایویژگیازبسیاریمی‌گردد.توصیفدرگیرعواملبینارتباطیالگوهایکردنمشخص

معرفتیاستدلالبرایکلیچارچوبیکمادارد.اعتقادآنبهپروتکلاجرایمشاهدهازپسعاملهرآنچهمثال،عنوانبه
امکانآندرکهاست،باورهاازمنطقیاساسبرمااستدلالچارچوبکنیم.میپیشنهادارتباطیعامل‌هایمورددر

دستبهکهاستاینپژوهشایندرماهدفدارد.وجودبگویددروغعاملیاستممکنکهارتباطاتعملیاتیتوصیف
خواهدپروتکلخاصاجراییکمورددرباروهاییچهبهبدانند،راپروتکلقبلازاگرزودبارعاملیککهبیاوریم
رانباشدناسازگارمنطقیلحاظازصورتیکهدر،شودمیگفتهاوبهآنچههرکهاستعاملیزودباورعامل)یکرسید.
وگذشتهزمانیعملگرهایازاستفادهباμحسابانغنیبسطدرراهاپروتکلتوصیفمعرفتیویژگی‌هایماکند(.میباور
عملیبرایکنیم.میتعریفخودمنطقمعناییحوزهدرراخودعملیاتیهایمدلمعناشناسیسپسمی‌کنیم.بیانباور

تولیدکهمی‌کنیمپیشنهادراعملیاتیقوانینازمجموعه‌ایخود،عملیاتیمدل‌هایدرمعرفتیویژگی‌هایدرستی‌سنجیساختن
برایراحالتفضایخودکارطوربهعملیاتیقوانینایندهند.مینتیجهراشدهدادهویژگی‌هایبهتوجهبامدل‌هاکارآمد

دهند.کاهشمحدودفضاییکبهرانامتناهیحالتفضاییکمی‌توانندومی‌دهندکاهشمعرفتیویژگی‌هایازکلاسیک
ما معیارهایی را ارائه و اثبات می کنیم که ثبات باور را برای عوامل زودباور تضمین می کند.
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