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A Framework to Thwart Insider Covert Attacks in Intelligent Transportation Systems
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Abstract:

The components of smart and autonomous vehicles connect to each other via some sort of
network. This is apart from the outside network for delivery of event messages (such as road
blockade, crash, etc.). Internal network can run on different protocols, but CAN bus is the
most recognized one. Over the bus, sit different vehicle modules which occasionally connect
to user gadgets or outside world (e.g. to update their firmware). The 2015 cyber attack on a
Jeep Cherokee showed that it is possible to access the bus via these modules and take control
of the vehicle. To counter such insider attacks, cryptographic methods are useless, since the
attacker is effectively a legitimate vehicle module. In this project, after studying the attacks
in intelligent transportation systems, we design a framework to detect insider intruders. The
proposed framework is going to be compatible with car manufacturers’ current platform.
The framework will be simulated and tested for at least one attack instance.
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