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Abstract: Using automated approaches for the security analysis of symmetric ciphers, e.g.,
MILP, SAT, and CP-based approaches, has received extensive attention recently and
shown much better enhancement compared to classical cryptanalysis. Although the current
automated security analysis has improved the previous results and reduced the analysis
time, it still heavily depends on the analyst's experience to model the cipher. The main
target of this research project, besides analyzing the symmetric ciphers using conventional
approaches, is to develop automated security analysis tools to facilitate designing and
analyzing symmetric ciphers. If we complete this project successfully, besides developing
research in international standards, we expect to initiate the required foundation to develop
the necessary tools for the specific organization that, for any reason, cannot outsource the
security analysis of their products. To choose concrete primitives for analysis, the NIST's
new standard for lightweight ciphers, ASCON, is given top priority.

Key words: symmetric cryptography, cryptanalysis, NIST competition for lightweight
cryptography automated analysis, tools, ASCON.
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