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Design and security analysis of ECC based authentication
protocols used in TMIS
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Abstract:

The integration of the Internet of Things and advances in the field of medicine has created a new field
called Telecare Medical Information Systems (TMIS). The wireless body area network is also a technology
for using remote care medical information systems and monitoring patients' biological characteristics. The
development of wireless body area networks and wearable medical care systems plays a key role in health
monitoring. The wireless body area network is a network that includes medical sensors that can be
embedded on the patient's body and measure vital and biological signs of the patient, such as blood pressure.
These sensors collect these data and send them to the medical servers through the wireless channel.
Therefore, sensitive information sent by patients over the wireless channel can be vulnerable to various
attacks. In fact, in addition to its significant benefits, smart medicine brings many privacy and security
problems. Therefore, protecting people's privacy from various attacks on public networks is the biggest
challenge in implementing this system. Therefore, the design of lightweight authentication security
protocols for these systems with the lowest computational and communication costs has become a major
challenge. Since elliptic curve cryptography is a public key encryption algorithm that uses a smaller key
than RSA-based encryption, in this proposal we focus on the security analysis of authentication protocols
based on elliptic curve cryptography that have recently been presented and claim to be secure. Then we will
use the existing security analysis tools to improve their security and present new schemes.

Keywords: loT, Elliptic Curve Cryptography, Random Oracle Model, Scyther, Proverif, AVISPA
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