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As chip fabrication costs rise, designers have shifted to a fabless and outsourced development model which opens up the
possibility for IP piracy. To address these challenges, logic locking methods modify designs to limit functionality to authorized
users that present a valid secret key. However, existing techniques often face limitations in resilience against advanced attacks
and do not provide solutions to achieve user-defined constraints and goals. In this paper, we propose SRLL, a user-defined
constraint-aware logic locking technique that aims to improve the security and reliability of hardware designs. SRLL bridges
the gap between exact and approximate attacks and allows the user to balance the resiliency against satisfiability-based,
machine-learning-based, and constant propagation attacks while securing design constraints provided by the user. To enable
this, we limit the locking functions to the non-critical path components and insert key gates at specific nodes, introducing a
new set of critical parameters specifically designed to prevent target attacks. Finally, we obfuscate the netlist to hide inserted
key gates and locking functions. Results show that SRLL maintains strong resiliency by exponentially increasing the required
number of distinguishing input patterns, the complexity of finding these patterns, and adding sufficient structural complexity
to the design. We evaluate SRLL using ISCAS’85, MCNC’91, and ITC’99 benchmarks, demonstrating resiliency with low
overhead against modern attacks, including SAT, AppSAT, OMLA, SAIL, and SCOPE.
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1 INTRODUCTION

The traditional end-to-end design process for building ASICs is complex and time-consuming. Despite the
availability of commercial as well as open-source tools to streamline the generation and validation process, many
designers rely on outsourcing to reduce the time to market of their products. However, due to the lack of control
in this process, relying on external design services or third-party components introduces a host of security,
quality, and reliability concerns. In some cases, electronic circuit design companies may try to steal or replicate
commercial designs in order to reduce the time it takes to create a competing product. This is often achieved
through reverse engineering, a process where the original design is analyzed and reconstructed to replicate its
functionality or extract proprietary information. The result is a compromised hardware design that would lead
to device cloning, overproduction, or unauthorized integration into new products. One promising approach to
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prevent the use of unauthorized or duplicate copies of integrated circuits (ICs) is the use of custom hardware that
restricts system access. This method, known as logic locking, enables functionality only when a valid private key
is provided. Logic locking mechanisms are implemented by inserting key-controlled modules into the netlist.
Only when the correct key is interested at runtime will the original circuit behavior be preserved, while incorrect
keys will lead to erroneous outputs [54].

Logic locking can be divided into two closely related concepts: logic encryption and obfuscation. Logic encryp-
tion, known as functional locking, is a technique that requires the correct key for the circuit to function properly
and makes it difficult for unauthorized users to determine the key by analyzing the design alone. Obfuscation,
or structural locking, involves both hiding the design’s structure to prevent its extraction through structural
analysis and ensuring that only the correct key can unlock the design’s functionality. As suchylogic locking is
used primarily to protect intellectual property against reverse engineering, IP piracy and theft, overproduction,
and unauthorized activation.

While logic locking has been previously demonstrated to be an effective solution to protect against these
concerns [54], there is a constant struggle between the logic locking methods to prevent disclosure of the
hardware, and the attacks that are used to reverse engineer the hardware even when the adversary does not have
the private key. Modern attacks have been shown to successfully determine the correct encryption keys, even
when the function of the hardware is unknown. Among these, the SAT attack [44] and its variations [10, 60, 65]
are particularly effective at extracting the correct key from locked designs. The ongoing introduction of advanced
countermeasures is often followed by the development of newer and more sophisticated attacks against them,
illustrating the nature of this cat-and-mouse game since the introduction of logiclocking. Hence, an investigation
of known attacks (introduced in Section 2) and the limitations of existing locking methods reveals the need for
a user-defined, constraint-aware locking technique that offers a balanced approach to security and reliability
against these attacks.

To the best of our knowledge, this work presents the first defense to simultaneously counter a wide range of
attacks, including SAT, machine learning-based (ML), and constant-propagation attacks. Our proposed method,
Secure and Reliable Logic Locking (SRLL); is a user-driven, constraint-aware solution to improve the security
and performance trade-off and enhance the ability to withstand state-of-the-art attacks. In this regard, SRLL is
composed of five steps that analyze and integrate countermeasures into the target circuit. First, SRLL extracts
a sub-circuit of the netlist by identifying specific gate-level parameters that can cause important effects on its
functionality upon applying incorrect keys (a modified mechanism form [20, 48, 51]). Then, it applies a locking
mechanism to increase the complexity and duration of each iteration of SAT-based attacks (a modified mechanism
form (3, 4, 51, 79, 83]). Subsequently, it employs an obfuscation technique aiming to further increase the duration
of each iteration of SAT and hide inserted key gates to overcome structural and ML attacks (a modified mechanism
form [18, 51]). To concatenate the locked sub-circuit in the main design, SRLL uses methods [34] to conceal both
the functionality and implementation details of the locked block. As the final step, an alternative block circuit [85]
is employed, which plays a significant role in exponentially increasing the number of iterations required to
mount SAT-based attacks. This block is designed to be resilient against detection by constant propagation [3] and
removal attacks [77]. More specifically, SRLL makes the following contributions:

(1) To the best of our knowledge, it is the first scheme that can mitigate a wide range of ML (SAIL, OMLA),
functional (SAT), constant-propagation (SCOPE), and approximate (AppSAT) attacks. The goal of this
work is to provide a robust method that can prevent attacks from a wide range of methods;

(2) This work addresses a critical gap in the field by proposing a locking mechanism that is robust against
both exact and approximate SAT attacks. This dual resilience represents a significant advancement over
existing methods, which often fail to defend effectively against exact and approximate attacks;

(3) It introduces a user-defined constraint-aware solution. This process can be controlled by the user using
two different specifications: security and reliability. The primary focus of security is to protect systems
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provides configurable resistance against AppSAT with no negative effect on resiliency against SAT and learning-
based attacks while having low overhead on large designs. The results that are evaluated on ISCAS’85, MCNC’91,
and ITC’99 benchmarks, demonstrate that all targeted attacks were unsuccessful in decrypting SRLL-locked
designs (apart from 6 small circuits) while reporting 2.8% performance overhead, 21.9% power overhead, and
29.9% area overhead on average in case of defining performance as the main constraint. Finally, our experimental
evaluation demonstrates extremely low overheads in performance, power, and area for large netlists (ITC’99).
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