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Enhancing the Resilience of Cyber-Physical
Systems to DoS Attacks by Adopting
Latency-Reducing TCP Variants

Soheila Barchinezhad, Mohammad Sayad Haghighi, Senior Member, IEEE,
Faezeh Farivar, Senior Member, IEEE, Ahmad Khonsari.

Abstract—In this paper, we investigate the resilient control
of cyber-physical systems (CPSs) under denial of service (DoS)
attacks, with a focus on communication network properties.
We propose innovative Transmission Control Protocol (TCP)
strategies to boost CPS resilience against DoS attacks by en-
hancing packet delivery rates and minimizing communication
latency. Our approach includes the introduction of Modified
TCP (MCP) and backoff mitigating MCP (bMCP) strategies,
tailored to adapt to network and attack situations. We also
present latency-reducing extensions for both strategies to further
enhance CPS resilience. Additionally, we derive a sufficient
stability condition based on the outcomes of these approaches.
Through theoretical analysis and simulation experiments, we
demonstrate the effectiveness of these strategies in reducing
latency, improving packet delivery rates, and enhancing system
resilience. Furthermore, we evaluate the maximum tolerable DoS
attack rates under various TCP strategies, providing empirical
evidence for their effectiveness in strengthening CPS performance
against adversarial attacks and network-related challenges.

Index Terms—Cyber Physical Systems, Transmission Control
Protocol, Denial of Service, System Stability, Security.

I. INTRODUCTION
A. Motivation

YBER-physical systems (CPSs) integrate control, phys-

ical processes and communication networks [1]. Com-
munication networks interconnect both controller and physical
plant through a forward and a feedback stream. This integra-
tion aims to enhance operational and management capabilities
in CPSs. However, it also introduces various challenges,
including cyber attacks, resource bottlenecks, packet drop,
disordering, and delay. These challenges far surpass those
encountered in standard control systems, demanding a focused
effort on security aspects such as intrusion detection [2], com-
pensation [3], stability analysis [4], stabilization and controller
design [5], with an emphasis on the cyber aspects.

Among the most pressing security concerns for CPSs is
the vulnerability of communication links to compromise by
malicious entities, leading to cyberattacks [6]-[9]. These at-
tacks, including deception attacks that manipulate sensor or
controller data trustworthiness, and Denial of Service (DoS)
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attacks that aim to disrupt CPS network resources, pose
significant threats [10]-[14]. DoS attacks, seek to degrade the
efficiency of physical systems or destabilize them by inducing
extensive packet drops and delays. Effectively mitigating these
threats require the development of new transmission mecha-
nisms tailored to the time-sensitive nature of CPSs, involving
the intricate modeling and integration of network entities from
real communication networks with the control system.

B. Related work

In the literature, there are two general approaches for
analysis and enhancing CPSs resilience in the presence of DoS
attacks and delay. The first approach considers any network
delay and packet drops in general form without dealing with
network specifications. This approach can be seen in [15] and
[16] which focus on the controller design of networked control
systems considering both the network-induced delay and the
data packet dropout. In these studies, the feedback control
gain, the maximum allowable delay value and the maximum
allowable transfer interval (MATI) can be derived by solving
a set of Linear Matrix Inequalities (LMI). In both references,
the considered system consists of a clock-driven sensor and
event-driven controller and actuator which always discard the
old data and use the new received samples. Similarly, in [17],
some stabilization conditions for a continuous-time process are
found, where the process is considered as a system with input
delays and the Zero-Order Hold (ZOH), to choose the newest
control input packet.

The second approach to enhancing CPS resilience involves
considering network parameters alongside control systems,
primarily focusing on optimizing network transmission control
strategies to improve CPS resilience under DoS attacks. Recent
advancements in modeling network protocols, particularly
Transmission Control Protocol (TCP), have been instrumental
in this area. Studies such as [18], [19] have delved into the
dynamics of networks with TCP-supported routers, empha-
sizing congestion control through active queue management
(AQM) policies like random early detection (RED). Using this
kind of modelings, some works have explored CPS resilience
by treating the network as a feedback control problem and
designing stabilizing controllers as AQM for internet routers
supporting TCP [20]-[23]. For example, [24] presents an
augmented model for a control system and corresponding TCP
communication, transformed into a state-dependent differential
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equation, with stability conditions expressed in LMIs. Simi-
larly, [25] introduces an augmented control system under TCP
in communication networks as a multiple-delay system, incor-
porating different delays for plant-to-controller and controller-
to-plant, with stability and stabilization conditions derived in
terms of LMIs. The first limitation of the discussed research is
that, contrary to their assumptions, it is not feasible to control
intermediate routers along with the sender. The sender window
size is the only thing that can be controlled. The second
constraint lies in the simplistic representation of TCP in these
studies, lacking the incorporation of slow-start in the model.
Thirdly, these works assume that network-induced delay is
only propagation delay and queueing delay, which may not
hold true in practice. In CPS design, it is crucial to address
both network delay and packet drop simultaneously, as they are
critical factors that impact system performance and resilience.

C. Contributions

In response to the intricate challenges posed by network
disruptions and DoS attacks in the domain of CPS, this paper
presents a novel and comprehensive set of contributions aimed
at enhancing the resilience and stability of CPSs. Stability im-
plies that the system does not experience excessive oscillations
or diverge infinitely under inputs or disturbances. Our work
significantly advances the field by introducing tailored TCP
strategies that minimize communication latency and improve
packet delivery rates. These strategies are designed to adapt
to varying network conditions and attack scenarios. The main
contributions of this paper are the following:

o In CPSs, reliable transmission protocols are essential.
Our model for control system design incorporates TCP
flow dynamics, addressing packet loss detection via triple
duplicate acknowledgements (TD) and timeouts (TO).
Our approach includes both TO and TD dropouts in the
TCP model, yielding results that closely align with NS2
(Network Simulator Ver.2) outputs, surpassing simpler
TD-only models found in the literature.

e A new delay model for CPSs in the presence of DoS
attacks by considering TCP as data transmission proto-
col is proposed. This model incorporates both network
delay and packet dropout/retransmission delay, providing
a comprehensive understanding of the communication
delays that impact CPS performance.

o Acknowledging the unique requirements of CPS, we
introduce two innovative TCP strategies: the Packet
Replicating Strategy within the Modified TCP (MCP)
protocol and the Backoff mitigating strategy (bMCP).
These strategies are meticulously designed to address
specific challenges of TCP transmission reliability and
retransmission delay. By tailoring the strategies to CPS
characteristics, we establish a robust foundation for CPS
communication networks that can withstand DoS attacks.

o We further elevate the efficacy of the proposed strategies
by introducing two enhancements. These refinements are
carefully crafted to counteract the negative effects of DoS
attacks by controlling the sending window size. By fine-
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Fig. 1. A simple form of closed loop CPS.

tuning the strategies, we fortify the stability and reliability
of CPS under adverse network conditions.

o Additionally, we derive a sufficient stability condition
based on the results of the proposed TCP strategies. This
condition serves as a guideline for ensuring the stability
of CPS under DoS attacks, providing a theoretical foun-
dation for the effectiveness of the proposed approaches.

e To show the practical implications of our work, we
conduct extensive simulations in Matlab and NS2. The
results demonstrate the tangible benefits of employing the
proposed methods in terms of packet delivery rate, latency
reduction, and system stability in DoS attack scenarios.

II. MODEILNG
A. Delay dependent control oriented model

A simple form of closed loop of a CPS is shown in
Fig.1. The sensor measurement and control signal data packets
are transmitted through communication network. All of these
packets has a delay before arrival at the destination.

In this paper, the following assumptions are considered for
the closed-loop system.

Assumption 1: Control and output data are transmitted
using a reliable transmission protocol (i.e., TCP), and data
are transmitted in a single packet.

Assumption 2: The path that include the congested router
is the one that leads from the controller to the actuator of
plant (7.,), whereas the feedback path is subject only to a
fixed propagation and queuing delay (7s.).

Assumption 3: The states of the plant are either directly
available or can be estimated accurately.

Consider a linear continuous system as the plant. Account-
ing for the assumptions mentioned earlier along with the
effects of network delay and packet dropout, the plant and
the controller are modeled as follows:

p(t) = Apzyp(t) + Bpuy(t),
Up(t) = —Kpzp(t — 7p(1)), (D
zp(8) = pp(s), s € [—hy, 0]

where A, and B, are known system matrices, () represents
the system state, and %,(¢) is the delayed control input.
The state feedback gain matrix is denoted by K,. ¢p(.)
represents the functional initial condition, and 7,(¢) denotes
the total delay in time ¢, encompassing both forward and
backward delays (7. + 7¢o). This delay includes factors such
as packet dropout, retransmissions, propagation, and queuing.
A comprehensive modeling of this delay will be expounded
upon in the subsequent subsection. The subscript p is used to
specify the matrices and signals related to the plant.

Page 2 of 12
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B. Network modeling

The TCP behavior was modeled by means of numerically
solvable differential equations in [18]. These equations model
the complete system connecting packet drops and the TCP
sending window. The TCP model under consideration is Reno,
a widely used scheme in congestion control applications and
research. The behavior of most of other TCP variants are
similar to it [26].

Let consider a classic topology where TCP flows passed
through a bottleneck router as illustrated in Fig. 2. The buffer
of this bottleneck router is distributed among the various flows.
This setup gives rise to the subsequent equation, capturing the
relationship between the window size and the queue size of
the bottleneck router [18]:

it) = =5 — (1 Q(w(t))) (4LB=mlDy, (¢ — 7, (1))
+<<mm w(t)) (= p, (¢ — 7 (1)
2
The equation includes the following variables: N, which
represents the network load factor or the number of TCP
sessions; w(t), the TCP window size in the range [1  w.y,]
where w,,, is the maximum window size; p,(t) representing
the data packet loss probability within the interval [0 1]; ¢(¢),
the queue length in the range [0 ¢y,] with ¢, being the size
of the router buffer; and 7,(t), depicting the network delay
given by T}, + %. Here, C' denotes the output capacity of
the bottleneck router in packets per second, and T}, signifies
the round trip propagation delay of the channel. The term q( )
effectively models the queueing delay.

In TCP, the receiver sends an acknowledgement (ACK)
immediately after receiving a packet. This protocol guar-
anties reliability by waiting for ACKs of packets sent, and
retransmitting them if they not acknowledged. The data packet
loss can be realized in two ways: triple duplicate ACKs and
retransmission time out [27]. In the first case, if the sender
receives three duplicate ACKs, congestion window is halved
and fast retransmission is done. In addition to this, the sender
uses a retransmission timer to ensure packet delivery in the
absence of any feedback from the receiver. In this case that
TO happens, the window size is reduced to one and packets
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are retransmitted after a period of a specified retransmission
time out (RTO).

In [28], Padhye et al. report that, in many cases, the
majority of window decreases are due to timeouts rather than
triple duplicate ACKs. Consequently, an effective TCP model
should incorporate timeout-induced packet loss. In equation
(2), Q(w(t)) represents the probability of packet loss due
to timeout. This probability is calculated as Q(w(t)) =
min(1,3/w(t)) in [28], where w(t) is the window size at the
time of loss.

Remark 1: The expected latency of duplicate ACK detec-
tion and fast retransmission is derived in [29]:

E(Lyp)

where Lrp denotes the latency of a triple duplicate ACK drop
and RT'T is average round trip time between two hosts.

Remark 2: During the retransmission process of con-
secutively lost packets, a waiting time is introduced before
reattempting the retransmission. This delay is often controlled
using an exponential backoff algorithm. In this scheme, the
sender increases the waiting time with each unsuccessful
retransmission, starting with a brief period after the initial
failure. The interval between retransmission attempts is incre-
mentally extended, doubling from the previous duration for up
to six iterations. Beyond this point, the waiting time remains
constant. As detailed in [29] and [28], this strategy leads to
specific probabilities and durations associated with encounter-
ing k consecutive packet losses within a single timeout (TO).
The probabilities and lengths of such consecutive drop events
are outlined as follows:

= RTT 3)

prob(Ng = k) = p*~'(1 - p) ©))
and,
I ECAE if k<6 5
| (63 +64(k — 6))Ty ifk>6

when N, represents the count of consecutive drops, p denotes
the drop probability, and 7 stands for the duration of the
initial retransmission timeout (RTO). The expected latency
associated with a timeout is then computed as follows:

E(L70) Z prob(Ng = k) Ly, (6)

where L1o denotes the latency of a timeout drop. Subse-
quently,

(14 p+ 2p% + 4p> + 8p* + 16p° + 32p%) Ty
L—p
(N
According to [30], TCP achieves near-maximal throughput

when Ty is 1 second. Thus, the latency of a timeout event
for the system of equation (2) at time ¢ can be given as:

G(pr(t)) _ >
T—p(t) G(pr(t)) = 1+p.(t) +2p.(1)

+dpe(1)® + 8pr ()" + 16p,(1)° + 32, ()°

E(Lro) =

E(Lto(t)) =

®)
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It can be rewritten as follows:

1 —64p, (t)G) 1
(1=2p(t)) " (1 —pr(t))
_ 1=p(t) = 64pe (1)

1 —3p,-(t) + 2p,(t)?
Therefore, formulation of delay, considering packet drops, can
be expressed as follows:

7'(t) = (1=pr (). 70 (t)+pr(t).[Tn () +(1-Q(w(t))).RTT

E(Lro(t)) = (1 4 pr(t).

©))

Q) T ) (0
Alternatively, it can be written as:
T'(t) = () + pr(8).[(1 — Q(w(¢))).RTT
L QUu(t)) L) = 64pr(t)7] (11

.1 - 3]77- (t) + 2]77- (t)Q
Now, by incorporating the TCP protocol and the control
system (1), we can derive:

{:'cp(w = Apr(t) — ByKya(t — (1))
zp(s) = @p(s), s € [—hy, 0]

where 7,(t) = 7'(t) + T, with T}, as the sensor to controller
channel delay (75.).

The network model described in (2) includes a solitary
bottleneck router; it is improbable to encounter multiple con-
gestion points along a single path [26]. In our modeling, the
AQM policy adopted in routers adheres to the RED policy. In
the following we will model the probability of packet drop for
CPS under burst DoS attack.

(12)

C. Assessing the feasibility of DoS attacks and introducing a
new delay model

In the communication path between the plant and the con-
troller, the routers’ queue buffers might become overwhelmed
by an attacker. The attack’s sudden influx of data saturates the
queue, resulting in dropped packets. Consequently, the affected
flows enter a timeout and slow start phase [31]. Notably, in the
context of CPS, this type of DoS attack leads to extended delay
jitter for both control and output packet flows. Let’s consider
a classic network topology, depicted in Fig. 2, accommodating
N eligible sessions. Also assume that a malicious third-party
node intends to induce packet drops in the network bottleneck
by initiating a burst flow (in a Distributed Denial of Service
- DDoS - attack, all malicious nodes can be considered as an
aggregate node). Under this scenario, the average queue length
can be expressed as:

Nw(t)
T (t = 7'(1))
where Rp,s (packets/s) represents the aggregated rate of the
attacker’s flow.

TCP regulates packet flow by waiting for an acknowledg-
ment before feeding more packets to the channel. This mech-

anism is valid for legitimate senders, but the attackers might
send data to the router without waiting for acknowledgment.

q(t) = —C+ + Rpos (13)

4

Consequently, the bottleneck router becomes the recipient
of data packets from three sender groups: the attacker, the
controller, and N — 1 other legitimate senders. The aggregated
attacker aims to flood the queue’s buffer, thereby diminishing
the chances of successful packet delivery for the legitimate
senders. On the other hand, the service rate of the queue
is C' packets/s. Once a packet leaves the queue, all three
sender groups contend to occupy the available space. Con-
sequently, the likelihood of packet’s success for any packet
competing for the bottleneck router’s queue, is determined
by —xmm————"- Thus, the probability of a packet being

m+RDoS
dropped during a DoS attack on the network can be expressed
as follows:

C

Nw(t)
@) T Fpos

pe(t) =1~ (14)

Incorporating the drop probability introduced in (14) re-
duces the likelihood that the plant will receive the packet
dispatched by the controller. This reduction in probability,
coupled with the delay arising from sequential packet drops
and subsequent retransmissions, exerts a pronounced negative
impact on system performance and stability. Given these
circumstances, it becomes imperative to adopt different trans-
mission control protocols tailored to real-time applications.

In response to this challenge, we propose some modifi-
cations on TCP for delay-sensitive systems. The aim is to
enhance the CPS’s probability of achieving successful packet
transmission and reception under DoS attacks.

III. LATENCY-REDUCING TCP MODIFICATIONS FOR CPSs
UNDER DOS ATTACKS

In this section, we will investigate three TCP modifications.
Each of these modifications has been successfully imple-
mented and extensively tested within the network simulator-
NS2.

A. Enhancing transmission reliability: Replicating packets

In this model, the controller employs a modified TCP
variant referred to as MCP. This novel TCP variant includes
an additional component that duplicates each ready-to-send
packet, generating n identical copies that are subsequently
transmitted over the channel. The receiver eliminates duplicate
packets. This TCP variant is employed in real-time CPSs.
The other NV — 1 sessions using the shared router adhere to
the traditional TCP protocol, while the attacker maintains a
constant packet rate to maximize its resource utilization.

This approach augments the probability of successful packet
delivery to the controller, thus reducing the average delay
in closed-loop systems. Nevertheless, the potential for packet
drops still persists. Moreover, this approach introduces a novel
delay for the other N — 1 nodes.

The probability of encountering packet drops at the bot-
tleneck, when the controller adopts MCP, is governed by the
following formula:

punlt) =1 =

(N—1)w; (t) nws (t) (15)

Tt i) T BBD0S T oy
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where w; represents the window size of TCP sessions, and
wy is the window size of the MCP session. It’s important
to note that due to the differing probabilities of packet drop
for the controller and the other N — 1 nodes, the couple
(w1 (t), Tn(t—Teep(t))) and (wa(£), 7 (t—Tmep(t))) has differ-
ent values. Specifically, wy (t) and 7, (t — ¢, (t)) adhere to the
formulation of (2) with a drop probability of p,,(¢). Similarly,
wa(t) and 7, (t — Tynep(t))) adhere to the same equation, but
with a drop probability of (p,,(¢))™. This adjustment is due
to the fact that the node implementing MCP will experience
packet loss when all n duplicas of a packet are lost within
the bottleneck queue buffer. In (15), delay for TCP and MCP
sessions are as follows:

Teep(t) = Tn(t) + pm(1).[(1 = Q(w(t))).RTT

+ Q) 4Ll = Brmll)

1- 3pm(t) + 2pm (t)2] (16)

and,
Tmep(t) = Tn(t) + pe(t).[(1 — Q(w(?))).RTT

o o 7
+QUuit)- HE S pe(0) = 0)”
)

It should be noted that with the incorporation of MCP into
the controller, the formulation for the delay in the control
system can be redefined as follows:

Tp(t) = Tmep(t) + T, (18)

Furthermore, in this new TCP version, we can establish the
following formulation for the queue buffer.

(N = Dwy (1)
Tn(t = Teep(t))

nws(t)
Ta(t — Tmep(t))

q(t) = -C+ +Rpos (19)

B. Enhancing stability: Latency-reducing strategy in MCP

As discussed in the introduction, the emergence of DoS
attacks in CPS introduces new challenges in terms of stability
analysis. The aim of this section is to establish some conditions
for enhancing the stability of the time delay system (12)
in the presence of burst DoS attack by considering MCP
as the transmission control protocol. In equation (12), we
are dealing with two distinct yet interconnected systems: the
control system and the dynamic communication network. The
impact of communication network, characterized by delays,
directly influences the behavior of the control system. To
maintain stability within the control system, it is imperative
to minimize the delay. To address this concern, we introduce
the subsequent proposition.

Proposition 1: Consider the time-delayed system (12). Let’s
assume that the transmission control protocol employed in this
system is MCP with parameter n. Additionally, consider N —1
TCP sessions that share the same bottleneck with this system.
Let p.(t) denote the probability of packet drop for controller-
to-plant packets, w(t) represent the window size of MCP
sessions, and w (¢) indicate the window size of TCP sessions.
Under this situation, a set of conditions on TCP/MCP can
be established to keep the system from transitioning into an

Transactions on Dependable and Secure Computing

unstable mode due to prolonged delays arising from severe
DoS attacks (the situation in which wi(t) = 1, ¢(t) is in
steady state).

a) When wy(t) > 3, consider increasing wo(t) if Ay < 0,
and conversely, decrease ws(t) if A > 0.

n—1 nC
A, = "Pm 7 Tmep ()
(N—l) nwa(t
(rotimrenmy + Bpos + w gy
3 31— pe(t) — 64pc(t)”
1—- —)RTT +
( wg(t)) wa(t) 1 — 3p.(t) + 2pc(t)2)
3RTT 3 1—p.(t) — 64p.(t)7
+ pe(t)( 2 21 _ 2
wo(t) wo ()2 1 — 3p.(t) + 2p.(¥)
n— nC
3 np”"‘ ! Tn(t_anp(t))

) O]
w2(t) (m + Rpos + m)Q

2(1 — pe(t)? — 224p.(t)® + 578p. (1) — 576p.(t)® — 2p.(t))
(1 —3pc(t) + 2p.(t)?)?

)
(20)

b) If wo(t) < 3, consider increasing ws(t) if Ay < 0, and
conversely, decrease ws(t) if Ay > 0.

n—1 nC
R G )

Ay =

) A GRERY
(Frti—memy + B0os + a7 y)
1

(1 — 3pe(t) + 2pe(t)2)2 (1= 2pe(t) + pe(t)? — 4pe(t)®
— 512p.(t)7 + 1348p.(t)® — 1300p.()°) (21)

Proof. The objective is to ensure stability while minimizing
delay. To achieve this, the aim is to have 7,(¢) < 0. Referring
to equation (18), it can be observed that 7,(t) = Tinep(t).

a) For the case where wy(t) > 3, with Q(w(t)) = ﬁ, the
control signals delay can be described as follows:

Tmep(t) = T (t) + pe(t) (1 — %)RTT
wo

3 1- pc(t) — 64pc(t)7
wa(t) 1 — 3pe(t) + 2pe(t)?

Then, considering this delay, the expression for the derivative
of Tynep(t) is:

) (22)

Tmep(t) = Tn(t)

. 3 31— pe(t) = 64pe(t)”
PO = BT T 3pet) T 20. (07
() RTT  3uig(t) 1 — pe(t) — 64p.(t)T  6pe(t)
e T T )2 1= 3pe(D) + 2002 T wn (D)
1 — pe(t)? — 224p.(£)6 + 578p.(t)" — 576p.(1)® — QpC(t))

(1 = 3pe(t) + 2pc(t)2)?

(23)
where,
pc(t) = nprrtfl(t)l.)m(t)a
. _ dpm . dpm . dpm .
Pm(t) = g wa(t) + dw, wn (t) + dq q(t) 24

Considering the burst DoS attack scenario, where the queue
buffer size reaches a steady state (¢(¢) = 0), and all N — 1
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nodes using classic TCP have reduced their window size to
w1 (t) = 1, we can establish the following equations:

c
Pm(t) =1 - N-1) 7ws (D) (25)
e @)) T BDos T m— )
and,
nC .
dpm . Tn(t—Tme (t))wQ(t)
pm(t) w2(t) - N—_1 £ t
— nws (t)
dw (i@ T Rpos + oy )2
(26)

Our main objective in ensuring the stability of the control
system under DoS attacks is to minimize delays within the
communication network. This leads us to aim for 7,(¢) < 0,
indicating a decrease in communication network delay. Thus,
we derive the following inequality:

. . 3 3 1-— pc(t) — 64pc(t)7
() 4P (1= e R T+ s T s 0+ 2e (D))
3o () RTT  3uig(t) 1 — pe(t) — 64p.(t)"  6pe(t)
P (e 1= 30e(0) + 20e(0  walt)
1—pc (t)Z _ 224pc(t)6 + 578p. (t)7 _ 576pc(t)8 —2p.(t) ) <0

(1— 3pe(t) + 2p(1)2)? -
27)

Simplifying further, this leads to:

'L[]Q(t)A] <0 (28)

This inequality highlights the correlation between the change
in the MCP session’s window size w9 (t) and the factor Aj.
This relationship signifies the direction that needs to be upheld
in order to diminish communication network delay. This
inequality signifies that when the probability of packet loss
(pc(t)) is increased, a reduction in delay can be accomplished
by ensuring that wy(t) > 0. In the context of MCP, this
suggests that under conditions of high packet loss probability,
increasing the window size of MCP session can effectively
contribute to a reduction in delay.

b) In cases where ws(t) < 3, the queue size function is
Q(w(t)) = 1. Consequently, the delay in control signals can
be expressed as:

1- pc(t) B 64pc(t)7
1 —3p.(t) + 2pc(t)?
Additionally, we have the following equation:

. . ) 1
Tinep(t) = Tn(t) + Pe(t) (1= 3po(t) + 2p.(1)2)2
(1 — 2pe(t) + pe(t)? — 4pe(t)® — 512p.(t)7
+ 1348p..(t)® — 1300p.(1)®) (30)

Ta(t) + pe(t)( ) (29)

Tmep(t) =

In a manner analogous to case (a), we apply the principles
discussed earlier to this scenario. Our focus is on reducing the
derivative of equation (29). Therefore, 7,¢,(t) < O signifies a
decrease in communication network delay over time. Taking
these factors into account, we reach a conclusion similar to
that of case (a), resulting in the following inequality:

s (t) Ay < 0 31)

6

This inequality highlights that when the factor A, is negative,
an increase in the MCP session’s window size (w2(t)) leads us
in the direction that ensures a reduction in communication net-
work delay, thus results in upholding control system stability
in the face of DoS attacks. O]

An important observation arises when the MCP session’s
window size (ws(t)), reaches its maximum limit and becomes
unalterable. In such cases, ws(t) converges to zero. This
indicates the control of the window size becomes insufficient
for reducing delay of CPS packets. Then controller must be
adept at mitigating the repercussions of substantial delays and
formulating an appropriate strategy to effectively counteract
the disruptive impact of DoS attacks.

Building upon the aforementioned challenges and obser-
vations, we further addressed network delay by introducing
significant modifications to the transmission protocol. These
adaptations yielded a substantial reduction in overall delay;
however, it is noteworthy that residual time-varying delay
fluctuations persist within a certain range and satisfy 0 <
hi1 < 7,(t) < hg and 7,(¢) < p where p = sup{7,(t)}. To
achieve a more stable and predictable network performance,
it becomes imperative to establish conditions under which the
system maintains stability.

Theorem 1: From the system (1), let A = A, and A; =
—B,K,,. For given 0 < h; < ho and p, if there exist positive
definite matrices P, Q1,Q2, Z1, Zo, such that the following
LMI holds

y=E—[0 =1 I 02,0 —I I 0/<0 (32

and
Z=Z-[0 I 0 —I1]"2[0 I 0 —I]<0 (33)
1 Eio Z1 0
- _ * EQQ ZZ ZQ
where, = = N ) — 7 0
* * * —Q2 — Zs
with

S, =PA+ATP+ ZQZ Zy+ AT (R2Z, + h3,Z5) A
=1
B = PAL + AT (W22, + h3,75) Ay

Eg0 = —(1— p)Qs + Al (W Z1 + b3, Z2) Ay — 225

and hio = ho — hq, then the delay-dependent system (1) is
asymptotically stable.

Proof. The result is obtained by the following Lyapunov-
Krasovskii functional and Jensen’s inequality. The choice of V'
is inspired from [32]-[35] and adopted to the current problem.

V(z(t)) = z(t)T Px(t) + /ti o z(0)TQ3x(0)db
+/t z(0)TQ1x(h )d9+/tfh 2(0)T Qoz:(0)db

+hy / /
hi Jt+6

VE Zy(n)dndb
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+h12/ / sz )dndﬁ (34)
- t+6
This Lyapunov function is positive definite. Its derivative is,
V(z(t)) = &(t)T Px(t) + z(t)T Pi(t)
+a ()T Qax(t) — (1 — 7p(t))a(t — 7p(1))" Qax(t — 7(1))

+$(t)TQ1$(t> — .Z‘(t — h1>TQ1.Z‘(t — hl))
+I(t)TQQZL'(t) — I(t — hg)TQQI(t — hg))

o (i (8)T Zui(8) — Iy /t_h i(n)" 21 ()i
t—h1

s (hisd () Zai(8) — hua / ()T Zoi (n)d)  (35)
t—ho

By usmg the Leibniz-Newton model transformation,
I () £(0)d0 = x(t) — x(t — 7(t)), the following holds.

t
—hl/ i(n)" Zyi(n)dn <
t—hq

—[x(t) — 2(t — h)]" Z1[2(t) — x(t — hy)] (36)
Moreover, borrowing from the proof of theorem 1 in [32], and

by defining o = (7,,(¢) — h1)/h12, we have:

t—h1
i / ()T Zaie(n)dn <
t

—ha
—[a(t = 7p(t)) — @t — ho)]" Zofa(t — 7,(t)) — @(t — ha)]
—[z(t = h1) = a(t = 7O Za[x(t — h1) — x(t = 7(t))]
—ala(t = 7p(t) = 2t = ha)]" Zofa(t — (1) — a(t — ha)]
—(1=a)[z(t—ha) —a(t—7p(0)]" Ze[w(t — 1) —a(t =7 (t))]

(37
Therefore, )
Vi(z(t)) <

z(t)'[PA+ATP+ 23: Qi — Z1+ AT (W2 Z, + h3,Z5) Alx(t)
=1
+a(t)T[PA, + AT(h3Zy + h3,Z5) Ayx(t — Tp(t))
+2()T Zyx(t — hy) + 2(t — 7, ()"

[~ (1 — w)Qs + AT (h2Zy + h2,Z2) Ay — 2Z5)a(t — 7, (t))
+a(t — ()T Zow(t — hy) + 2(t — (1)) " Zaz(t — ho)
ta(t — b)) [-Q1 — Z1 — ZoJa(t — hy)

Fa(t — ha)T[~Qo — Zo)x(t — hy)

—afz(t = 1p(t) — 2(t — ho)]" Za[z(t — 7(1)) — 2(t — ha)]
—(1=a)[z(t—h1) —a(t—7,(t)]" Zolw(t— 1) —x(t —=7,(t))]
= X(1)"=X(1)

—az(t — 7y (t)) — @(t — ha)]" Zola(t — 7,(1)) — x(t — ha)]

—(1=a)fa(t—h1) =2 (t—7,(1)]" Zofa(t—h1) —a(t—7,(1))]
(38)
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where X () = [z(t)T,z(t — 7, ()T, 2(t — h1) T, 2(t — ha)7]
Hir Eio A 0
- _ * EQQ ZQ ZQ .
and = = y . —Q1— 71— 7 0 with
* * * —Q2 — Zy

S, =PA+ATP+ ZQZ Zy+ AT (h2Z, + h3,Z5) A
=1
Eio = PA + AT (B3 7, + h3,75) Ay
Bos = —(1 = p)Q3 + A} (Wi Z1 + hiyZa) Ay — 275
By setting 5, = 2~ [0 —I I 0]"Z,[0 —I I 0
and 5, = Z—[0 I 0 —1]"Z[0 I 0 —I], we
obtain the following quadratic inequality:

V() < XO)T((1-a)Z1 +aB2)X(t)  (39)

Since 0 < o < 1, V(x(t) is negative if =; and =, are. This
completes the proof. O

Continuing our efforts from the first upgrade on TCP
(Section III-A), we try tackling the challenges of network
delay by another enhancement to our transmission protocol.
These modifications further improve our proposed approach.

C. Mitigating Exponential Backoff Factor

A significant challenge in the presence of DoS attacks
lies in the exponential backoff mechanism, which can lead
to increased latency and reduced packet delivery rates. In
scenarios where a severe DoS attack is present, the likelihood
of packet drops significantly increases. In (17), the term
% constitutes the predominant factor contribut-
ing to delays, which consequently leads to significant latency.
As a result, another effective approach to reduce latency in
control systems can be optimizing the exponential backoff
within the retransmission process and minimizing this term.
We delve into a strategy that aims to mitigate the impact of
exponential backoff within the MCP protocol, hereby referred
to as the Backoff mitigating strategy (bMCP). A reduction in
the exponential backoff factor yields a noteworthy reduction in
latency. Noteworthy outcomes are observed when the backoff
factor is set to 1. This adjustment is well-suited for time-
sensitive systems. Consequently, in scenarios characterized by
consecutive packet drops, the waiting time for retransmission
remains constant, and equation (5) simplifies to:

Ly =kTy, k=1,2,3,4,.. (40)

Subsequently, the expected latency of a timeout (TO) can be
expressed as follows,

To
E(Lro) = Zprob =1 o 41
The delay by considering the optimized backoff factor and
packet replication strategy can be modeled as:

Tp(t) = 10 (t) +pe(t).[(1— Q(w(t))).RTT + M] (42)

- pc(t)
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Building upon the foundation laid out in the previous part,
we continue to assume the adoption of the MCP with a
parameter n as the transmission control protocol which uses
backoff factor 1.

D. Enhancing stability: Latency-reducing strategy in bMCP
modifications

As mentioned, maintaining stability within the control sys-
tem is contingent upon the minimization of delays. In light of
this, we present a proposition to address the issue.

Proposition 2: Assume the bMCP with a parameter n as
the transmission control protocol for CPS (12). Additionally,
consider NV — 1 TCP sessions that share a common bottleneck
with our CPS. Let p.(t) denote the probability of packet drop
for controller-to-plant packets, ws(t) symbolize the window
size of MCP session, and w;(t) represent the window size
of TCP sessions. These parameters include a new condition
that serve to avert the potential destabilization of the system
under the prolonged delays induced by severe DoS attacks. It is
noteworthy that within this proposition, we assume wy (¢) = 1,
and the queue ¢(t) has reached a steady state.

a) When wy(t) > 3, consider increasing wo(t) if Az < 0,
and conversely, decrease wo(t) if Az > 0.

n—1 nC
Ay = N GEN0))
_ =1 _nwa(t) 2
(‘rn(tfﬂcp(t)) + Rpos + rn(t—z-rb(t)))
3 3 3pe(t)
1- RTT + + RTT
O w® ™ T nmw® T wee
nC
1 Tn(E=Tmep () 3pe(t)wa(t
(N—-1) nws (t) _ 2 2
(oot + Boos + it )2 (1= pe(t))?wa(t)

)
3(1 - c( )) c(t)
(1= pe(t)Pwa(1)?

3, to decrease delay, wa(t)

) (43)

b) Conversely, when ws(t) <
should decrease.

Proof. As previoues section, we need to have 7,(t) < 0. By
the fact 7,(t) = 7(t),
a) For the situations where w > 3,
3 3 1

7(0) = 7l + 1) (1= ) BIT + s ]
(44)
and,
#olt) = Fult) 4P (0)(1- —— ) RTT 4 )
b wo(t) (1 = pe(t))w2(?)
31 (t) _3(=Pe(H)wa(t) 4+ (1 — pe(t))(t))
e T G- p@Pwl?
45)
To achieve 7,(¢) < 0, we should have
b) On the other hand, if w < 3,
1
(1) = T (%) erc(t).m (47)

8

Pe(t) Pe(t)
)(7n(t) +
(1= pe(t)? 1—pe(t)
to achieve a reduction in delay, it is necessary to ensure that

—1 nC
”pnm T (t—15(2)) 1

BRI

p(t) = (Tn(t) + +T,) (48)

<0

wa(t)
N
(T(t Teer (t)) + Rpos +

nws (t)
L(thb(t))
(49)

In this inequality, all terms except ws(t) are positive. There-
fore, in order to make the entire expression negative, the value
of wo(t) should be decreased. O

Despite the above advancements, it remains evident that
residual time-varying delay fluctuations persist within a spec-
ified range, adhering to the conditions

p(t) < (50)

where (11 = sup 7,(¢) in backoff mitigation advancement.

To achieve a more robust and predictable network perfor-
mance, we establish conditions to ensure system stability.

Considering the recent enhancements made to our protocol,
the previously stated Theorem 1 results in the following
proposed corollary:

Corollary 1: System (1) subject to (50) is asymptotically
stable for given 0 < hs < hy, (hgy = hg — h3), and p; if
there exist positive definite matrices P, 1, Q2, Z1, Z2, such
that the following LMI holds

0 < hs < 7p(t) < ha,

(1]
(1]

—[0 -1 1 0"Z[0 -1 I 0]<0 (1)

1=

and
S =2-[0 I 0 —1]"Z[0 I 0 —I]<0 (52
=i Ei2 A 0
- _ * Zog ZQ ZQ
where, = = N B — 7 0
* * * —Q2 — Zs
with

3
En =PA+ATP+> Q;— Z1 + AT(hiZ) + hi,Z2) A
=1
B = PAy + AT(R3Z, + h2,75) Ay
7(1 - Ml)QZ’, + AlT(thl + h§4Z2)A1 — 222

=22 =

IV. EXPERIMENTAL VERIFICATION
A. Simulation results for TCP modelings

To verify the performance and effectiveness of the complete
form of Reno TCP protocol in modeling, we consider the
network topology in Fig. 1, and simulate it using N .52 with
network parameteres given in [24]. The maximum window size
is 20 (default value in N .S2 ), the queue buffer capacity is set
to 300 packets, the nominal propagation delay is considered
0.2s and capacity of single bottleneck is 4400packet/s. Also
we assume 100 legitimate and zero malicious sessions. On
senders, the size of one packet is 500Bytes. The application
command of sessions on this simulation is C BR and TCP is

Page 8 of 12
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used as the protocol. In previous works [24], [25], [36], the
desired queue length for 100 sessions was specified as 100.
Therefore, the network parameters were selected to maintain
the queue length close to 100 in non-attack scenarios.

The outcomes from the NS2 network simulator and the
application of both the simplified and complete TCP models
are as follows: In all three scenarios, is over the desired queue
length of 100 and exhibits oscillatory behavior. However, the
mean queue length and the amplitude of oscillation in the
simplified form of TCP, as used in [24], [36], are larger than
those of the complete form. The mean and standard deviation
(SD) of the queue length are as follows:

Simplified TCP: Mean = 106.16, SD = 4.35

Complete TCP: Mean = 104.98, SD = 4.12

NS2: Mean = 102.04, SD = 3.06

Following these results, it can be inferred that adopting
the complete TCP model is more realistic and practical. In
the subsequent sections, we will demonstrate the performance
of proposed TCP modification strategies and the resilience of
CPS against DoS attacks when utilizing these strategies.

B. Performance of TCP modification strategies

In this section, we evaluate the effectiveness of the novel
TCP strategies introduced in this paper, focusing specifically
on their ability to reduce latency in control system communi-
cation during DoS attacks. Additionally, we investigate their
impact on packet delivery rates for controller-to-plant packets.
The network parameters align closely with the specifications
outlined in Section IV-A. Throughout our simulation exper-
iments, we systematically assess the system under varying
levels of DoS attack rates. The attackers consist of multiple
nodes utilizing UDP sessions that continuely transmit data
through the bottleneck router. The time interval for sending
in all TCP and UDP sessions is set to 0.01 seconds.

1) Packet replicating strategy (MCP): In this subsection,
we thoroughly explore the core of our proposed enhancement,
the packet replicating strategy within the modified TCP (MCP)
protocol. A key feature of MCP is its innovative packet repli-
cation strategy. To demonstrate its effectiveness, we conduct
a comparative analysis of the packet delivery rate and latency
experienced by control packets within the classic TCP setup
(n = 1) and the MCP-enhanced protocol. The tangible impact
of this enhancement is visualized in Fig. 3, which clearly
illustrates the improvement in packet delivery rate achieved
through MCP’s packet replication strategy.

MCP’s packet replication substantially elevates the rate of
successful packet delivery, leading to an overall enhancement
in the control system’s performance. It is crucial to choose
an appropriate replication factor (n) since an excessively
high factor can negatively impact both network and CPS
performance. Our experiments demonstrate that, for the given
network parameters, a replication factor of n = 3 strikes an
optimal balance. As depicted in Fig. 3, as the attack rate rises,
the packet delivery rate of all TCP sessions decreases due to
a reduction in their sending window size. Consequently, the
packet delivery rate of MCP shows a slight increase because
the decreased window size of TCP sessions enhances the
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Fig. 3. Packet delivery rate of MCP with different values for n.

probability of success for MCP packets. However, when the
attack rate exceeds a certain threshold (greater than 5000 in
Fig. 3), the success rate of MCP packets also decreases.

The effectiveness of the packet replication strategy is further
confirmed by analyzing the sending window size and packet
latency of the CPS when employing either TCP or MCP (with
n = 3) under various DoS attack rates. Fig. 4, 5, and 6
illustrate MCP’s clear role in enhancing system robustness
and reducing latency. When MCP is employed, the system
demonstrates better sending window size and packet latency
compared to classic TCP during DoS attacks. Under exces-
sively high attack rates, such as Rp,s = 10000 p/s, the
performance of MCP may diminish; however, in general, the
adoption of MCP enhances CPS resilience against DoS attacks.

2) Backoff mitigating strategy (bMCP): Here, we explore
the strategy designed to mitigate the impact of exponential
backoff within the MCP protocol (bMCP). We aim to elucidate
how this strategy enhances the packet delivery rate, thereby
strengthening the performance and resilience of control sys-
tems operating under severe DoS attacks.

To assess the effectiveness of the bMCP strategy, we con-
ducted a series of simulations comparing the performance of
TCP, MCP (with and without enhancement in Proposition 1),
and bMCP (with and without enhancement in Proposition 2).
These simulations covered varying levels of DoS attack rates,
enabling a comprehensive evaluation of the strategy’s impact
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Fig. 4. Comparison of a-1) Sending window size in TCP and a-2) Sending
window size in MCP (with n = 3), and b-1) Network latency in TCP and
b-2) Network latency in MCP (with n = 3), for Rp,s = 1000 (packet/s).
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Fig. 5. Comparison of a-1) Sending window size in TCP and a-2) Sending
window size in MCP (with n = 3), and b-1) Network latency in TCP and
b-2) Network latency in MCP (with n = 3), for Rp,s = 5000 (packet/s).
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Fig. 6. Comparison of a-1) Sending window size in TCP and a-2) Sending
window size in MCP (with n = 3), and b-1) Network latency in TCP and
b-2) Network latency in MCP (with n = 3), for Rp,s = 10000 (packet/s).

across network conditions. The results are depicted in Fig. 7,
which illustrates the packet delivery rate for classic TCP and
the proposed modified strategies under various DoS attack
rates. Remarkably, the results demonstrate an improvement in
packet delivery rate when employing the proposed strategies.

C. Resilience of CPSs with the proposed TCP to DoS attacks

The observed conformity of the results serves as a com-
pelling validation of the effectiveness of the new strategies in
fortifying the resilience of control systems against adversarial
network conditions. In this section, we examine the proposed
TCP strategies, focusing on their role in enhancing the re-
silience of CPS against DoS attacks and network conditions.
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Fig. 7. Packet delivery rate for modified TCP strategies under different DoS
attack rates.
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Our aim is to investigate how these strategies contribute to
maintaining system stability and overall performance under
varying levels of network disruptions. We conduct simulations
of DoS attacks spanning a range of attack rates and intensities.
For each simulated attack scenario, we evaluate the impact of
the proposed TCP strategies on system resilience.

As an example, we consider an Unmanned Ground Vehicle
(UGV) system under DoS attacks. Through extensive analysis,
we assess the stability of the closed-loop system leveraging the
proposed TCP strategies. Our goal is to ascertain the tolerable
DoS attack rates that ensure the system’s stability.

Example: Considering the UGV under DoS attack, which is
used in [24], [37]-[40],

R Y L

where z,v and F' denote the position, velocity, and input force
of the system, respectively. It has wu,(t) = —K,z(t) with gain
matrix K, = [3.75 11.5] and initial values zo = [1 1]7.
A comprehensive evaluation was conducted using both the
classic TCP and the proposed TCP variants in the communica-
tion network for the UGV system, employing the parameters
specified in Section IV-A. The goal was to determine the
maximum tolerable DoS attack rates that would keep the
system stable, while also considering network constraints. To
achieve this, simulations were done for the classic TCP and
the proposed approaches in NS2. For each scenario and under
varying DoS attack rates, the range of delay was calculated.
The minimum delay values (h; and hs) for each approach
under each DoS attack rate were found to be 0.202064, while
the maximum values (ho and hy) are summarized in Table 1.
These delay values offer valuable insights into the resilience
of the system under different TCP strategies. Notably, the
proposed approaches show an improvement in the maximum
delay compared to the classic TCP, as shown in Table 1. The
results were used alongside Theorem 1 and Corollary 1 to
identify the DoS attack rates under which system stability
is guaranteed. This determination is shown in Table II. The
results demonstrate substantial improvements achieved by the
proposed strategies in their resilience to disruptive attacks.
As shown in the table, the maximum DoS attack rate under
which system stability can be guaranteed is 900 when using the
classic TCP. However, this threshold increases significantly to
5900 for MCP and bMCP, and even further to 7500 and 7600
for their enhanced versions presented in Proposition 1 and 2.

The notable increase in the maximum tolerable DoS attack
rates (see Table II), underscores the effectiveness of our pro-
posed approaches in enhancing the stability and performance
of the UGV system, especially under demanding network
conditions. The energy stored in the system (53), as per the
Simulink results, is depicted in Fig. 8 when employing the
modified TCP strategies under various attack rates. Restating
the results, it is obvious that the system’s energy remains
relatively stable, even amidst escalating DoS attack rates,
showcasing the effectiveness of the proposed TCP enhance-
ments in maintaining system functionality and efficiency.
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S

MAXIMUM RANGE OF DELAY FOR CLASSIC TCP AND 1 T ‘ TCP
PROPOSED TCP APPROACHES IN THE PRESENCE OF DOS Z | I
ATTACK WITH DIFFERENT RATE. s |1}
20

Rpos(packets/s) TCP MCP bMCP | Prop. 1 Prop. 2

1000 1.702 | 0.479 | 0.479 | 0.481 | 0.481 50

2000 2.055 | 0.477 | 0477 | 0.478 | 0.478 Zs

3000 2.171 | 0.476 | 0.476 | 0.476 | 0.476

4000 2.196 | 0.471 | 0.471 | 0.460 | 0.469 70

5000 2.182 | 0.471 | 0.471 | 0.470 | 0.470 0

6000 2.251 | 1.729 | 1.720 | 0.472 | 0.472 o

7000 2.845 | 2.514 | 2.5614 | 0.982 | 0.982 55

8000 3.155 | 2.62 | 2.531 | 1.274 1.18 g

9000 3.701 | 3.282 | 2.953 | 1.472 | 1.317 0

TABLE 11
MAXIMUM TOLERABLE DOS ATTACK RATE FOR CLASSIC TCP
AND PROPOSED TCP APPROACHES ACCORDING TO
THEOREM 1 AND COROLLARY 1.

Transmission strategy | TCP | MCP | bMCP | Prop. 1 | Prop. 2
Rpos(packets/s) 900 | 5900 | 5900 7500 7600

D. Results & Discussion

The results of our investigations into the proposed TCP
strategies are summarized here, shedding light on their impact
on the resilience of CPSs. Our evaluations reveal several
notable improvements achieved by the proposed TCP variants.

Improved packet delivery: Comparative analysis shows
that the packet delivery rate is significantly enhanced when
employing the proposed TCP strategies compared to the
baseline. This enhancement ensures the reliable and timely
delivery of crucial control information, vital for the effective
functioning of CPS.

Latency reduction: One of the most significant achieve-
ments of the proposed strategies is the substantial reduction
in communication latency. This latency reduction enhances the
system’s overall responsiveness and robustness, making it bet-
ter equipped to handle abrupt changes in network conditions.

Stability enhancement: Our stability analysis underscores
the effectiveness of the proposed TCP strategies in bolstering
the stability of CPS. Even under the influence of severe
DoS attacks, the strategies exhibit robustness, counteracting
the potential destabilizing effects caused by disruptions in
communication networks.

The results of our evaluation offer valuable insights into
the resilience and stability enhancement achieved through
the proposed TCP strategies. By improving packet delivery
rates, reducing latency, and enhancing stability, our approaches
address critical challenges faced by CPS operating in dynamic
and potentially hostile network environments. The combina-
tion of these benefits strengthen the overall performance and
reliability of CPS, ensuring their effectiveness even in the
presence of challenging network conditions.

V. CONCLUSION

We introduced novel TCP variants aimed at enhancing
the resilience and stability of Cyber-Physical Systems in
challenging network conditions and against Denial of Service

nergy.
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Fig. 8. Energy srored in the system (53) when utilize modified TCP strategies
under different DoS attack rates.

(DoS) attacks. Our study addresses the critical need to ensure
the reliability and robustness of CPS, which often operate in
dynamic and unpredictable network environments. By miti-
gating communication delays, packet drops, and disruptions,
our proposed strategies offer significant improvements to CPS
performance and reliability.

We have introduced four improved TCP approaches for
CPS. The first approach involves a modified TCP variant
known as MCP, which duplicates each ready-to-send packet
to increase the likelihood of successful packet delivery to the
controller. The second approach focuses on enhancing MCP to
minimize delay in the presence of burst DoS attacks, crucial
for maintaining stability within the control system. The third
approach tackles the impact of TCP’s exponential backoff
mechanism on latency and packet delivery rates, proposing the
Backoff Mitigating Strategy (bMCP) to reduce latency. Finally,
the fourth approach emphasizes minimizing delays to sustain
stability within the control system through Latency-Reducing
Strategy in bMCP Modifications.

Our findings contribute valuable solutions to the challenges
posed by network constraints and DoS attacks in CPSs. These
strategies not only improve CPS operational efficiency, but also
enhance its resilience in unpredictable network environments.
Future research could further enhance these strategies and
evaluate their performance in real-world CPS implementations.
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