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One promising approach to verify large arithmetic circuits is making use of Symbolic Computer Algebra
(SCA), where the circuit and the specification are translated to a set of polynomials, and the verification is
performed by the ideal membership testing. Here, the main problem is the monomial explosion for buggy
arithmetic circuits, which makes obtaining the word-level remainder become unfeasible. So, automatic cor-
rection of such circuits remains a significant challenge. Our proposed correction method partitions the circuit
based on primary output bits and modifies the related Groebner basis based on the given suspicious gates,
which makes it independent of the word-level remainder. We have applied our method to various signed and
unsigned multipliers, with various sizes and numbers of suspicious and buggy gates. The results show that
the proposed method corrects the bugs without area overhead. Moreover, it is able to correct the buggy cir-
cuit on average 51.9x and 45.72X faster in comparison with the state-of-the-art correction techniques, having
single and multiple bugs, respectively.
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1 Introduction

The findings from the study in [1, 2] indicate that, in 2020, design engineers spent a significant
amount of their time in verification (51% of FPGA-based design project time and 56% of IC/ASIC
design project time). There are many flaws, causing bugs escape in IC/ASIC and FPGA designs, like
crosstalk, clocking, power consumption, and so on. The main reason is logic or functional flaws,
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which have an almost share of 52% and 49% among various categories of design flaws of FPGA and
ASIC designs, respectively, in 2020. The main root of the functional flaws is a design error, which
happened in almost 75% and 81% of IC/ASIC and FPGA designs, in 2020, respectively. As mentioned
in this research, the design error issue is getting worsening, over time. The other common roots are
changing in the specification and incomplete or incorrect specification. Moreover, almost 46% and
47% of the verification time in FPGA and ASIC designs, respectively, are spent on the debugging
process to localize and therefore rectify potential bugs.

On the other hand, the extensive usage of arithmetic circuits in computation-intensive tasks
such as cryptography, signal processing, and machine learning makes designers propose a large
variety of different arithmetic circuit architectures to meet the power, speed, and area constraints.
These architectures are very complex and therefore prone to design errors. So, designers are seek-
ing for efficient and automated formal verification and rectification approaches.

Automatic formal verification and debugging approaches are categorized into four groups: (1)
Decision Diagrams (DDs) such as Binary Decision Diagrams (BDDs) and Binary Moment
Diagrams (BMDs) [3], (2) Boolean Satisfiability (SAT) and Satisfiability Modulo Theories
(SMT), (3) reverse engineering and (4) Symbolic Computer Algebra (SCA). Verifying complex
arithmetic circuits based on DDs needs exponential space complexity. Some improved methods,
like [4], verify multipliers up to 64 bits. Although word-level decision diagrams, like Taylor Ex-
pansion Diagrams (TEDs) [5] and Modular Horner Expansion Diagrams (M-HED) [6] which
also support modular computations, are proposed, they are not efficient for applying to bit-level
arithmetic circuits. SAT-based methods model the arithmetic circuit as propositional logic [7-9]
and verify it by making use of SAT or SMT solvers [10]. Note that SAT-based verification methods
have not scaled well for arithmetic circuit verification, due to the time complexity. In addition,
reverse engineering-based methods verify combinational arithmetic circuits by extracting pre-
defined subcircuits like half/full adders [11]. Such methods suffer from memory explosion issues.

Among all formal verification methods, SCA-based methods have shown good results for veri-
fying integer arithmetic circuits [12-15], especially multipliers [16-19], and also Galois field arith-
metic circuits [20-24]. They benefit from the polynomial model to verify a given circuit. First of
all, the circuit and its specification are represented by a set of polynomials Fcrg and Ps. All linear
combination of polynomials in Fcyg is called the circuit ideal Icrg. The circuit is verified if Pg is
a member of Icjr and tested by the remainder of the serial division of Ps over Fcjgr. Note that
the uniqueness of the remainder is a challenge in SCA-based approaches, which is guaranteed by
using the Groebner basis algorithm as will be discussed in Section II. Note that using special data
structures like Zero-Suppressed Decision Diagrams (ZDD) [25] and BMD [26] improves the
memory requirement of SCA-based methods. Although SCA-based methods performed very well
in the verification, automatic correction of large arithmetic circuits still faces major challenges.

When the functionality of the design is not correct, the designer needs to find the exact loca-
tion of the bugs and then correct them. Although some research works have proposed SCA-based
debugging methods to localize buggy gates [27, 28] and some other methods try to minimize the
suspicious gates [29, 30], automatic correction of arithmetic circuits has not been satisfactorily
addressed. Note that some works have addressed the rectification of random-logic circuits by re-
placing each suspicious gate with a corrected one which is chosen by a SAT-based method [31, 32].

The correction method proposed in [33] uses the non-zero remainder and proves whether the
circuit can be corrected by modifying the given single buggy gate or not. Correction of circuits with
multiple bugs is a more challenging situation. The method in [34] uses the non-zero remainder and
automatically tries to correct the circuits by adding a corrector sub-circuit. This method may have
excessive area overhead and increases the critical path delay. Other methods [35, 36] resynthesize
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buggy gates based on computed rectification function. In these methods, it is assumed that all of
buggy gates are fan-in-independent.

All the above-mentioned methods are based on the word-level remainder while obtaining this
remainder for large arithmetic circuits is not feasible due to the monomial explosion. So, propos-
ing a word-level remainder-independent correction method would be promising. Hence, the main
contributions of this work are as follows:

—Formulating the problem of arithmetic circuit correction by modifying the Groebner basis
of Icrg. To the best of our knowledge, such a formulation is presented for the first time.
—Partitioning the arithmetic circuit based on primary output bits, making the correction

become remainder-independent.

—Translating the specification polynomial to a set of binary polynomials, according to each
output bit, helps utilize binary polynomials for all logic gates and reduces the required
memory and time during the verification process.

—Demonstrating its application by performing correction of multi-bug large arithmetic cir-
cuits without area overhead.

Note that in this article, the remainder means the word-level remainder, which is obtained by
SCA-based verification methods. The rest of the article is organized as follows. Section 2 represents
the concept of the ideal and the Groebner basis reduction. In Section 3, the SCA-based verification
method is explained. Section 4 presents the proposed correction method. In Section 5, we report
the experimental results, and Section 6 concludes the article.

2 Preliminaries

A polynomial is a linear combination of monomials over ring k[xi, x2,..., x|, where
X1, Xo,...,X, are variables. It means that the linear combination coefficients are members of k,
where k can be the collection of real numbers R, the collection of integer numbers Z, and so
on. [37]. Also, a monomial is in the form of x{". x;*..... xn", where the n-tuple of exponents
a=(ay, az,...,an) € Z;O (all powers are non-negative integer numbers.). Also, a monomial can
be written as x*. To have an ordered polynomial with pre-defined variable ordering in monomi-
als, we need to define monomial ordering in polynomials. Any ordering > on the ZZ, used for
exponents of the monomial, gives a special monomial ordering. In other words, it is written that
x% > x# when a > f according to this ordering. For example, a well-known lexicographic order
says a>., f if the leftmost non-zero entry in the difference vector @ — € Z" is positive. For ex-
ample, xy?z*>}.,xz° with variable ordering x > y > z, where the leftmost non-zero entry of the
difference vector (1, 2, 4) - (1, 0, 5) = (0, 2, —1) is positive. The first monomial in the ordered poly-
nomial is the leading monomial (LM), and its coefficient is the leading coefficient (LC). The leading
term is defined as LT = LCXLM.

An ideal, I, is a subset of k[x1, x2,...,x,], satisfying three conditions: (i) 0 € I, (ii) f,ge I =
f+gel (i) fel, heklx, xz,...,x,] = hf € I. Suppose polynomial set F = {f1, f2,..., fs}
is given. All linear combinations of F, denoted by (fi, ..., fs) in Equation (1), satisfies three ideal
conditions. So, (fi, ..., fs) is an ideal and the polynomials fi, f2,..., fs are called the ideal gen-
erators.

(fivo s i) = {Zhiﬁ: hi,....hs € k[x, xg,...,xn]}. (1)

One of the basic questions in algebraic geometry is the ideal membership testing, asking if
the given polynomial p is a member of the given ideal I = (fi, ..., fs). If so, p can be rewritten
as a linear combination of ideal generators; otherwise, it is in the form of p = }}}_; h; fi + REM,
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2 Bit
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4 Bit
H
Fig. 1. A 2-bit MAC block diagram for Z = (F x G) + H.
Table 1. Polynomials Related to Logical Gates [12, 21]
Gate Types| Boolean function | Related Polynomial Related Binary Polynomial
AND y=ing Ainy fana : Yy —inging fand b Y+ inging
NAND y = injAiny frnana : Yy + injing — 1 frand b: Yy + inging+ 1
OR y=in Ving for: y —ing —ing+injing for b Yy+ing+ing+inying
NOR Yy =inViny frnor: Yy +ing+ing—inging— 1 |fuor p: Yy +ing +ing +inging + 1
XOR y=in ®iny fxor: Yy — ing —ing + 2inying fxor b: Y+ ing+iny
XNOR Yy =in ®in, Sfxnort Y+ ing +ing — 2inying — 1| fyxnor p: Y+ ing +iny +1

where there is no term in non-zero remainder REM, divisible by any LT(f;). A simple way to ob-

F
tain the remainder REM is to perform serial division of p over generators denoted as p — REM

(p ﬁ, g1 £> g2 £> e £> REM). Note that changing the order of generators with a fixed monomial

ordering may result in different remainders (for example p ﬁ) g; ﬂ 9, £> e £> REM’). A special set

of ideal generators, called Groebner basis, should be constructed to obtain a unique remainder. The
Groebner basis is a finite subset GB = {gby, ..., gb:} of I if < LT(gb;),...,LT(gby)> = < LT(I)>,
where < LT(I)> is another ideal generated by all leading terms of I [37]. When the leading mono-
mials of each ideal generator pair are relatively prime, the given generator set is a Groebner basis of
the ideal [37]. The meaning of leading monomials of f and g being prime to each other is the least
common multiple (LCM) of leading monomials is LCM(LM(f), LM(g)) = LM(f) x LM(g).

3 SCA-based Formal Verification of Arithmetic Circuits

The SCA-based verification methods convert the given circuit ( CIR ) and the specification
(Spec) to polynomial sets Fergr and Ps, respectively, and then check whether Ps is a member of the
ideal Icjg = (FcyRr) or not. A zero-remainder means Pg is a member of I g and the given arith-
metic circuit is correct. Otherwise, the given circuit is buggy. So, utilizing the Groebner basis to
obtain a unique remainder is required. Choosing the Reverse Topological Term Order (RTTO)
as variable ordering and the lexicographical monomial ordering makes the obtained Fcjr become
the Groebner basis of I-rg.

As a simple example, let us consider a 2-bit multiply and accumulate (MAC) block diagram
implementing Z = F X G + H, shown in Figure 1. The specification polynomial of the unsigned
MAC circuit would be Ps :16Z4+ 823+ 42y + 2721+ Zy = (2F1 + F()) X (2G1 + Go) + 8H;3 + 4H, +
2H, + Hy) which is rewritten as Ps: 16Z4 + 8Z3 + 4Z, + 271 + Zo — ((2F; + Fo) X (2G; + Gp) +
(8Hs + 4H, + 2H; + Hp)) = 0. Figure 2 shows the gate-level circuit of unsigned MAC, with a
buggy gate (g4), and related polynomials of each gate, based on Table 1, constructing Fergr =
{p1,p2s- -, p2s}. The RTTO variable ordering is represented in Figure 2, where the variable
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Variable ordering:
{ZA>Z3>Z2>Z1>203>{(W19}>{W18>W17}>{W16>W15}>{W14>W13}>{W12>W11 }>{W10>W9}>{W8>W7}>{W6>W5>W4}>{W3>W2>W1>W0}>{F1>F0>G1>G0>H3>H2>H1>H0}
PPG PPS
R PL VOGO | | ps: 74w 0r0-w0.10-0
—LEw _) & ) (—
0 I:>—J

P6: W4-WOH0=0 P11: ZI+2WTW4-W7-W4=0
Jz O — :.

| \v4 gl > > 71
[P2: WI-F1G0=0 | |P7: W5+2WIW2-W1-W2=0
_ PO WT2WSHI-Vj-HI=0
P12: W9-WTW4=0

21 12 )
Ip3: W2.FOG!

= 3 )= 5] P14: WI1:2WI10WO.W10.W9=0
o W :) [, Fis VWLV
1-u - e i PIS: Z24W 3D W13.200
PS: W6.WIW2=0 F)—4 ))eis ——

- W3+2F1G1-F1-GIH)

o)

P13: W10+W8W6-W8-W6 P19: W15-WI13H2=0

=
: P21: W17+2W16W15-W16-W15=0
0n P23: Z3+2W17H3-W17-H30
Jeo >
P24: W19-W17H3=0
B>
—

P25: Z4+W19W18-W19-W18=0

Fig. 2. A buggy gate-level circuit of 2-bit MAC, with one buggy gate (g4), and three suspicious gates (g4, g16,
and g17).

Divisor Quotient

Y

| ps:[1628}873+472+271+70 <= Divided
P25{ZF WI9W18-W15-W18=0 ZAF1G1-2F1G0-2F0G1-FOGO-8H3-4H2-2H1-HO

p23i 2W17H3-W17-H3=0 Rl: 472+27Z1+70-16W19W18+16W19+16W18-4F1G1 <= Remainder
-2F1G0-2F0G1-F0G0-8H3-4H2-2H1-HO

R2: 472+271+70-16W19W18+16W19-16W17H3+16W18+8W17
o -4F1G1-2F1G0-2F0G1-F0G0-4H2-2H1-HO

pl:[WOHF0GO-0 | R24:[WOH12F1G1+4F1+4G1-F0GO

[REM: -12F1G1+4F1+4G1]

Fig. 3. The Groebner basis reduction of P related to Figure 2.

ordering in each bracket is arbitrary. The ideal membership testing is done by serial division of Pg
over Icrg as shown in Figure 3.

The leading monomial of polynomials related to each gate is in the form of 1 X mono, where
mono is the variable according to the output of the desired gate, as shown in Figure 2. So, the
division process is translated to replacing each variable in the specification polynomial with the
related polynomial of the corresponding gate, based on RTTO ordering, which is represented in
Figure 3. The remainder of each division is divided into the next one, and the quotient is equal to
the leading term of the divided, where the leading variable is eliminated. So, the last obtained

remainder contains numbers and variables related to inputs. The final non-zero remainder of

Fe
Ps S REM —12F,G; + 4F; + 4G, shows that Pg is not a member of I-rg, and therefore the circuit

is buggy.
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4 Proposed Correction Method

The non-zero remainder shows that Ps ¢ Icrgr, meaning that Icjg is not the correct ideal. So, the
basic idea to automatically correct the circuit is to modify Icjr in such a way that it covers Ps.
For doing so, we need to modify the generator set of the ideal, and therefore, two sorts of ideal
modification are defined: (1) Ideal basis addition [34] and (2) Ideal basis replacement. In the first
modification proposed in [34], a new generator is added to the generator set of the ideal, and a
new ideal is obtained, which covers new polynomials rather than the original one.

Definition 1 (Ideal Basis Replacement). Replacing one (or more) existing generator(s) f; of I =
(ft,-- s fir-. ., fs) with f/ obtains a new ideal I,ep = (f1,...,f/...., fs). Irep can cover some
polynomials that were not covered by I, and also, some polynomials covered by I might not be
covered by I.p.

This sort of modification is the basic idea of the proposed correction method, which tries to
modify Icrg based on Definition 1, where the modified Icrg,, , Covers the specification polynomial

GB(IcIRyrep)
(Ps — 0). Here, it is assumed that the list of generators, which are candidates to be modified

is known, and the proposed method tries all possible replacements for them. In other words, since
each generator is a translation of one gate of the circuit, it is assumed that the list of suspicious gates
is obtained by corresponding methods, like method [29, 30], and given to the proposed method.
Algorithm 1 shows the proposed correction method, where the netlist of the buggy circuit (CIR),
the specification polynomial (Ps), and a list of suspicious gates (SUSP) are inputs, and a list of legal
replacements (LegalRep) for suspicious gates is the output. The proposed method partitions the
arithmetic circuit into cones of the primary output bits and corrects each cone. The meaning of
the cone, is a list of gates, starting from the specified gate and inserting its input gates into the list.
Also, the input gates of each newly inserted gate are added to the list, iteratively, until achieving
the primary inputs. As a simple example of an output cone, all gates placed in the cone of Z, are
marked in Figure 2.

In Algorithm 1, at first, the number of outputs is calculated (line 1), and the corresponding
polynomials of suspicious gates (SUSP) are constructed (line 2). The polynomials obtained here,
are binary, written based on the last column of Table 1, which are denoted by _b at the end of
the polynomial name. Line 3 computes all possible replacements for all suspicious gates. Although
there are various types of flaws for buggy circuits, like gate misplacements, wrong connection,
adding or removing invertors, and so on, most buggy circuits can be corrected by changing the
type of buggy gate(s). In other words, the topologies of the buggy and the correct circuit are the
same or very close to each other [38]. So, the proposed algorithm tries to correct this type of bug.
So, all possible replacements, which is shown by G in line 3, are six types of each 2-input gate
{XOR, XNOR, OR, NOR, AND, NAND}, in addition to all possible gate removement conditions,
which are direct connection between the output of the suspicious gate to one of its inputs and
also, the inversion of one of its inputs (NOT gate), as shown in Figure 4. So, replacements will
be performed for all suspicious polynomial, not buggy ones, where G SVSP! would be an n-tuple
of possible polynomials. The given arithmetic circuit is partitioned based on primary output bits,
and the correction process is applied to each partition (lines 5 to 10). The proposed method tries to
correct the cone of each output bit i, from the least significant bit (LSB) to the most significant
bit (MSB), through three main phases: (1) constructing the polynomial ring of Ic;g and generating
the cone ideal Icon£(i) (line 6), (2) calculating the corresponding bit-level specification Ps (i) and
carry-out polynomials, shown by c(i + 1), (line 7), (3) solving the ideal basis replacement problem
to cover Ps ;(i) by GB(IconE) and extracting the new legal replacements (line 8). In the following
subsections, we discuss each phase in more detail.
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Fig. 4. Types of considered replacements.

ALGORITHM 1: Correction Algorithm based on Ideal Basis Replacement
Inputs: Buggy circuit (CIR), Specification (Ps), Suspicious gates(SUSP)
Output: Legal Replacements (LegalRep)

1: N « NumberOfOutputBits (CIR);

2:  Fsysp < ExtractBinaryPolynomial (SUSP);

3:  LegalRep « GISUSPI //all possible replacement solutions
4:  carry(0) < 0

5: foriin 0 to N-1do

6: IconEg(i) < GenerateConeldeal (CIR, i);

7: {Ps(i), c(i+1)} « BitLevelSPEC (Ps, c(i), i);

8: LegalRep « IdealBasisRep (Ps(i), IconEg(i), Fsusp, LegalRep);
9: end for

return LegalRep;

4.1 Cone ldeal Generation

The cone ideal generation phase is responsible for generating an ideal for the cone of the given
output bit i, which gets the netlist of the circuit CIR and returns the related cone ideal. Algorithm 2
represents the GenerateConeldeal function, which contains three steps to generate the cone ideal
of the ith output: (1) specifying all gates located in the cone of ith output (line 1), (2) generating the
corresponding polynomial ring, based on the variables related to the inputs and outputs of gates
(line 2). Since our correction method is implemented in the PolyBori framework, the polynomial
ring is constructed by calling the Generate Boolean Polynomial Ring function, (3) extracting the
binary polynomial of each gate and inserting it into the defined ideal object as a new generator
(lines 4 to 7), which is done by calling add generator function of the same framework. Note that
partitioning the circuit into output cones helps utilize binary polynomials, which are represented
by ZDDs in the PolyBori framework.

For example, applying Algorithm 2 to the MAC circuit of Figure 2 for the output Z,, gen-
erates the ideal of the cone, by detecting all gates located in the intended cone as high-
lighted in Figure 2. Then it generates the Boolean polynomial ring by the variables related
to the highlighted gates, using the RTTO variable ordering. Here, the related variables are
{Z5, Wi3, Wiy, ..., F1, Fy, G1, Go, Hy, Hy, Hy}.Finally, the binary polynomial of each gate is gen-
erated and added to the ideal, as a new generator. In other words, the cone ideal of Z, will be
Icone(2) = < P1g b, P16 bs P14 b> P13 b P12 bs P10 b> Po bs Ps b P7 b, P6 b, P4 b, P3 b, P2 b, P1 1>, where
Py 1, represents the generators of Icong(2), which is the binary form of the polynomial Py. For
example, Py  : Zy + Wiz + Hy = 0 and Py3  : Wy + WsWs + Ws + Wy = 0, which are the binary
form of P;s and P;3, respectively.
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ALGORITHM 2: Cone Ideal Generation
Inputs: Buggy circuit (CIR), Output bit (i)
Output: Cone Ideal of the given output (IconE)
1: GTs « DetectGatesInCone (CIR, i);

2 BR « GenerateBooleanPolynomialRing (GT5); // polynomial ring

3: IconEe < Generateldeal (BR); //instance an ideal object
4:  for g € GTs do:
5

6

7

p_b « ExtractBinaryPolynomial (g);
IconEg-add_generator (p_b);
end for
return IcoNE;

4.2 Constructing ith Bit Level Specification

All arithmetic circuits consist of the partial product generation (PPG) and partial product
summation (PPS) stages. So, the specification polynomial Ps (i) of arithmetic circuits is the sum-
mation of partial products, where the partial products can be the input terms or the multiplication
of them. Assuming this fact, the proposed method extracts the bit-level specification polynomials
Ps  from Ps in three steps. (1) The partial products are separated into some sets based on the ith
bit position of the coefficient. (2) Elements of each set are grouped, and the sum and carry-out
polynomials are calculated, where the carry polynomials are placed in the proper locations based
on the number system. In other words, the carry polynomials are transferred to the higher order.
This step is similar to the PPS stage of arithmetic circuits, which is called PPS calculation here. (3)
the final sum polynomial is converted to bit-level specification.

To clarify these steps, let us consider a 2-bit MAC circuit with Ps: 16Z4 + 8Z3 + 4Zy + 2Z1 + Zo —
4F1Gy; — 2F1Gy — 2F(G; — FyGy — 8H3 —4H, — 2H; — H = 0. At first, each partial product term
is placed in the correct set based on its coefficient of 2/, represented as the first step in Figure 5.
Next, starting from set 0 to 4, terms in each set are categorized into three-member groups, and
the related sum and carry-out polynomials are calculated for each group. Note that it is possible to
have a one- or two-member group next to three-member ones. The sum and carry-out polynomials
of each three-member group {mi, my, ms} are s = my + my + ms and ¢ = mymg + mams + msmy,
respectively. Also, they are s = m; + m, and ¢ = mym; for each two-member group {m;, my}
and s = m; and ¢ = 0 for the one-member group {m;}. Note that the first row of Figure 5 (2° bit
position) represents a two-member group, while the last two rows (2° and 2* bit positions) have
three-member and one-member groups, respectively. The other rows (2! and 22 bit positions) have
a three-member and a two-member groups. All carry-out polynomials are inserted into the next
row (higher bit-position), and a set of sum polynomials is assumed as a new partial polynomial
set of the current row. We continue this procedure to obtain a one-member summation set. The
third step transforms this polynomial to form a bit-level specification by adding the related output
variable, Z; (see the third step in Figure 5). Note that Ps (i) is obtained from Ps and is independent
of the implementation.

In the case of signed arithmetic circuits, all negative partial products must be sign extended.
The other steps are the same as the unsigned ones. For example, expanding the specifica-
tion polynomial for the signed MAC in figure 2 would be Ps : —16Z4 + 8735 + 42, + 27y + Zy —
((=2F; + Fy) X (—2G; + Gy) + (—8Hs3 + 4H, + 2H; + Hy)) = 0. Rewriting the specification polyno-
mial, according to the coeflicients is rewritten as follows. Ps : —16Z4 + 873 + 4Z, + 221 + Zy —
(8(—H3) + 4(F1G1) + 2(—F,Go — FoGy + H1) + (FoGo + Hp) = 0. So, the partial products are shown
in the first box of Figure 6, where the modification of each negative term is represented in a sec-
ond box in Figure 6.
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Fig. 5. Constructing the bit level specification of a 2-bit MAC. (a) Initial Partial Product list. (b) Partial
Product Summation calculation. (c) Convert to bit-level specification.

ProprosITION. The bit-level specification obtained by the proposed method is the same as the as-
sumed correct circuit with the given specification polynomial.

Proor. The bit-level specification is obtained with the assumption of implementing SPEC
by the arithmetic circuit containing half- and full-adders with ripple carry adder structure
in the PPS stage. Since the word-level specification polynomial of the given structure and
the assumed ripple carry adder structure are the same, makes that the bit-level polynomi-
als are equal. To prove this proposition, assume that the bit-level functionality for each out-
put in the correct circuit (without any bug) is {Ps 5(N-1), Ps p(N-2), ... Ps (1), Ps p(0)}. On the
other hand, the obtained bit-level specification from Ps is {P’s 5s(N-1), P’s p(N-2), ... P’s (1),
P’s 5(0)}. Note that, each Ps p(i) and P’s (i) are binary polynomials. So, the obtained specifi-
cation polynomials are Pg : 2" 'Pg (n— 1) + 2" ?Ps ,(n—2) + ...+ 2Ps (1) + Ps 5(0) = 0 and
Plg:2"P'g p(n—1)+2"?P's p(n—2)+ ...+ 2P’ (1) + P’s 5(0) = 0 for the correct circuit
and the assumed arithmetic circuit with ripple carry adder structure. Based on SPEC, Ps = Py,
so the difference between each pair of Pg ,(i) — P’s »(i) must be zero. On the other hand,
based on the coefficient of Ps ;(i) — P’s (i) in Ps — Py, it is impossible that Ps — P; becomes
zero.
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Fig. 6. Partial product generation of 2-bit signed MAC.

4.3 ldeal Basis Replacement

As mentioned before, to automatically correct the arithmetic circuits, our idea is to modify the cone
ideal. For doing so, based on Definition 1, we need to replace the ideal basis. Algorithm 3 shows how
to replace the basis for i output cone ideal, which gets the related bit-level specification Ps (i),
the cone ideal IconE(i), the suspicious generators Fsysp, and the set of legal basis replacements
LegalRep as inputs and returns the correct replacement solution, Solution.

In this algorithm, first of all, those suspicious generators related to Icong(i) are determined (line
3). Then, all possible replacements for them are extracted from LegalRep (totalRep in line 4), and
all combination of replacements is calculated (line 7). After that, Icong(i) is modified according to
each rc € totalRep (IcoNE,.,(i) in line 9), and the membership of Ps (i) in Iconk,,, (i) is tested
(line 10). Those replacements which resulting in zero-remainder are kept in line 12, and finally,
they are merged by the given LegalRep and returned (line 15).

ProposITION. The obtained basis is a Groebner basis for the modified ideal.

Proor. Since all functions in the ideal are related to a logical gate, ordering by RTTO, the first
monomial of them is in the form of 1 X m, where m is the variable related to the output of the
gate. Since each wire is driven by one gate, the first monomial of each polynomial is repeated
only once, as a leading monomial. When each pair of polynomials has prime leading monomials,
the given set of polynomials is a Groebner basis of the related ideal [37]. Our proposed algorithm
replaces one basis polynomial with another one, with the same leading monomial, due to gate
replacement assumption. This means that all pairs of polynomials of the modified set have prime
leading monomials, which obtains the modified Groebner basis.

Note that, partitioning the circuit into cones of each output bit helps reduce the search space
of the higher bit position output cones, due to correcting some suspicious gates during the
correction process. To clarify it, it is assumed that the relativity of each pair of suspicious gates
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Fig. 7. Types of multiple suspicious gate locations, (a) distributed suspicious gates in separate cones, (b)
suspicious gates in a cone, (c) example circuit of dependent suspicious gates, implementing 2Z1+Z0-A1B0-
A0B1=0.

ALGORITHM 3: Ideal Basis Replacement

Inputs: Bit-level Specification (Ps(i)), Cone Ideal(IconE(f)), Suspicious generators (Fsysp), Legal
replacements(LegalRep)

Output: Solutions (Solution)

1: ConeSolution = {}

2: for jin 0 to |[Fsysp|do

3: if Fsysp(j) € Icong(i)do

4: Rep[j] « FindBasisReplacements (Fsysp(j), LegalRep);

5: end if

6: end for

7: totalRep «— Hjlif)USP | Repl[j]; //all possible replacements

8: for each rc in totalRep do

9: IcoNE,., (i) « ReplaceldealGenerator (IconE(i), rc);
GB(IcONEyep (1)

10: Ps (i) —————— REM

11: if REM == 0 then

12: ConeSolution < ConeSolution U {rc};

13: end if

14: end for

15: Solution « MergeSolutions (LegalRep, ConeSolution);
return Solution;

can be classified into three categories: (i) Independent Gates in Separate Output cones (IGSO),
(ii) Independent Gates in One Output cone (IGOO), and (iii) Dependent Gates in One
Output cone (DGOO). In the IGSO case, it is assumed that the suspicious gates are located far
apart, in a way that each output cone has at most one suspicious gate. This case is shown in
Figure 7(a), where sg stands for suspicious gate. In this figure, although, the second cone has two
suspicious gates sg; and sgz, while analyzing the first cone, sg; will be resolved and only sg, must
be resolved during analyzing the second cone. The second and the third category are related to
suspicious gates, located in one output cone. It means that none of them belongs to the cone of
the output in the lower bit-position, like sg; and sg; in Figure 7(b). There is only a set of correct
types for independent suspicious gates in analyzing the desired output cone, while the dependent
ones have more than one legal replacement. For example, whether sg; and sg, in Figure 7(b)
are independent, correcting the second cone should find the correct types for them. In this case,
analyzing the last cone tries to find the correct type of sgs;. In the dependent case, more than one
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Table 2. Applying Ideal Basis Replacement to Z;

Candidates Gates REM Solution
(P4 b P16 b P17 b) (84, 816, 817)
(W3+F1+Gl, W13+W11+W3, -) (XOR, XOR, -) F1G1+F1+G1 {}
(W3 +F1 +G1, W13 +W11 +W3+1, -) (XOR, XNOR, —) Fl Gl +F1 +G1+1 {}
(W3+F;Gy, Wi3+Wy1, W3, -) (AND, XOR, -) 0 {(W3+F;Gy, Wi3+W11+W3, -)}
(W3 +F1 G1+1, W13+W11+W3+1, -) (NAND, XNOR, -) 0 {(W3 +F1G1, W13+W11+W3, -),

(W3+F1 G1+1, Wi3+W1+W3+1, -)}

possible type is found by analyzing the second cone. So, the correct type of sg; and sg; will be
found while analyzing the third cone. So, IGSO is the best distribution due to resolving one gate
while analyzing each output cone. The next one is DGSO, while analyzing the related output cone,
resolves all suspicious gates placed there. However, the DGOO is the last ranking distribution, in
which more than one correct solution is found. As an example, there are two correct solutions for
correcting the first cone of Figure 7(c): (sg1, sg2) € {(AND, XOR), (NAND, XNOR)}. In these
cases, resolving suspicious gates requires analyzing more than one output cone.

For example, consider the buggy circuit in Figure 2, again, with three suspicious gates, ga,
g16, and gq7. The correction is started from Z, due to the non-membership of any of Fsysp =
{4 bs P16_b> P17_b} in IconE(0) and IconE(1). Since Fsysp[0] = ps » € Icone(2) and Fsysp[1] =
P16 b € IconE(2), Rep[0] and Rep[1] are collections of all polynomials related to all types of gate
replacements and gate removements. Also, Fsysp[2] = p17 » ¢ IconE(2) obtains Rep[2]={}. Com-
bining Rep sets gives us all replacements totalRep, which are listed in Table 2. Also, the results

ICONEep(2)

of testing each replacement by Ps ,(2) ———— REM are listed in Table 2, which shows that
the cone replacement solution is ConeSolution = {(W3+F;G;, Wi3+W11+Ws, -), (W3+F;Gy+1,
Wi3+W;1+W3+1, -)}. The obtained solution shows that g4 and g; are dependent on suspicious
gates. Merging obtained solution with LegalRep returns ConeSolution, itself. Continuing applying
the algorithm on the last output bit gives ConeSolution = {(W3+F;Gy, -, W14+W1;W3)} and the
final replacement is LegalRep = {(W3+F;Gy, Wi3+W11+ W3, Wi4+W1;W3)} It means the correct
solution gate types are (g4: AND, gi6: XOR, g;7: AND), which correct the circuit without an area
overhead compared to the buggy circuit shown in Figure 2. As shown in the example, our pro-
posed method depends on the suspicious gates rather than buggy gates, and all computations are
performed over the given suspicious list.

4.4 Time Complexity

Since Algorithm 1 depends on Algorithms 2 and 3, computing time complexity must be started
from the others. There are some effective parameters on each algorithm, like the size of the cone,
the number of suspicious gates, the number of legal replacements of suspicious gates, and so on.
Starting from the third algorithm, assume S suspicious gates are placed in the correcting output
cone. The maximum number of legal replacements is 10°, which is reduced according to the effect
of correcting lower bit-position output cones on the desired cone. The reduction process is per-
formed on each gate in the cone, which is assumed to be m gates. The ratio of the gate numbers (m)
over the cone depth (d), seems to be a propositional parameter for the reduction complexity. Note
that the depth of the circuit is defined as the longest path length from the primary inputs to the de-
sired output bit. So, the time complexity of applying Algorithm 3 to an output cone is O(10°m/d).
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Fig. 8. Various architectures with the same number of gates m: (a) compact architecture with small depth.
(b) deep architecture.

The effect of the circuit architecture can be seen here. In Figure 8, correcting the left cone with the
same gate number and the same suspicious gates as the right one requires less operation time due
to d1 < d2, which means Figure 8(a) has a compact architecture rather than Figure 8(b).
Algorithm 2 has O(m) time complexity for a cone with m gates. To calculate Algorithm 1 time
complexity, in addition to running the other two algorithms, the time complexity of calculating bit-
level specification must be considered. Assume there are T terms in the PPG stage of the correcting
output cone. Considering N output bit, the whole bit-level specification is obtained roughly in

3 N
O((Z)TT) for each output bit. Since the bit-level specification only depends on the specification
polynomial, it can be computed in the pre-process stage. So, assuming m gates and S suspicious
gates in each output cone, the time complexity of Algorithm 1 is O(N X (m + @)).

5 Experimental Results

In order to evaluate the proposed method, various buggy multiplier circuits generated and flat-
tened by the Genmul [39] and Yosys [40] tools are taken into account. The correction method is
implemented in Python to benefit from Zero Suppressed Diagrams (ZDD) utilized in the Poly-
Bori framework [25] and C++. Three experiments are performed on a 3.7 GHz intel Core™ i7
processor and 32 GB RAM running Linux OS, which will be explained below. Note that each ex-
periment is repeated ten times and the reported correction time, is the average of them.

The first experiment compares the correction time of the proposed method and the method of
[34], which are applied to numbers of unsigned multipliers with a buggy gate and various archi-
tectures. In general, arithmetic circuits are implemented in two main stages: PPG and PPS. PPS is
usually implemented (especially in multipliers) in two stages: Partial Product Addition (PPA),
and Final Stage Addition (FSA). In the first experiment, the architecture of multipliers is denoted
as aofoy. Here, a refers to the architecture of the PPG, §§ shows the architecture of PPA, and y is re-
lated to FSA architecture. The first part of Table 3 is general information about the multipliers, bug
locations and the first buggy output according to the buggy gate (First Affected Output), the second
part is related to the gate count and area overhead, and the last part is about the correction time.

The area overhead of [34] is at least 64.54%, while the proposed method corrects circuits without
area overhead. Since the proposed method partitions the circuit and utilizes binary polynomials,
its run-time is 15.9% faster than the remainder-based method [34]. Since obtaining the word-level
remainder needs whole circuit analysis, increasing the circuit size leads to increase the run-time of
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Table 3. Area Overhead and Correction Time Comparison between the Proposed Method and the
Previous Method [34] with Single Bug and One Suspicious Gate

Size of the circuit (gate count) Run-Time (seconds)
[34]
Bug Architecture Size FAO Buggy Corrected | %overhead [34] This Work Speedup
location
32X32 6 7,912 17,946 126.82 3.34 0.5 6.68X
SPoARoCK 64X64 7 32,200 76,002 136.03 33.03 2.21 14.95%
128X128 9 129,936 - NA OOM 35.59 NA
32X32 6 7,873 17,907 127.45 2.98 0.46 6.48X
SPoARoRC 64X64 8 32,129 75,209 134.08 25.73 4.75 5.42X
128128 8 129,793 314,059 141.97 236.5 13.48 17.54%
32X32 7 14,982 24,672 64.68 6.39 1.47 4.35X
SPoCWToCL 64X64 9 65,637 108,001 64.54 79.77 103.57 0.77X
128x128 6 275,449 — NA OOM 8 NA
PPG 32X32 7 11,181 20,871 86.66 4.74 141 3.36X
SPoCWToKS 64X64 8 46,692 89,772 92.26 53.85 7.68 7.01X
128X128 8 190,183 - NA OOM 17.97 NA
32X32 8 8,432 17,784 110.91 3.52 6.66 0.53X
64X64 7 33,643 77,445 130.2 36.16 2.3 15.72X
SPoDToKS
64X64 40 33,643 56,791 68.8 22.74 TO NA
128x128 8 133,605 317,871 137.92 394.09 16.3 24.18X
32X32 6 8,191 18,225 122.5 3.29 0.48 6.85X
SPoWToRC 64X64 8 33,039 76,121 130.4 27.73 8.27 3.35X
128X128 6 131,735 318,985 142.14 264.47 5.34 49.53X
32X32 7 7,873 13,764,350 174,729.8 197.61 0.98 201.64X
SPoARoRC 64X64 8 32,129 — NA OOM 4.29 NA
128128 7 129,793 - NA OOM 7.16 NA
32X32 7 14,982 32,282,796 215,377.21 443.28 1.57 282.34X
SPoCWToCL 64X64 9 65,637 14,407,563 21,850.37 478.61 169.21 2.83X
128128 7 275,449 8,180,065 2,869.72 2052.36 12.26 167.4X
A 32X32 6 8,049 2,958,690 36,658.48 44.06 0.45 97.91X
SPoDToLF 64X64 7 32,683 - NA OOM 2.29 NA
128x128 6 131,301 — NA OOM 5.58 NA
32X32 7 8,191 4,254,684 5,1843.4 62.31 1.26 49.45X
SPoWToRC 64X64 8 33,039 — NA OOM 7.84 NA
128X128 7 131,735 - NA OOM 7.43 NA
32X32 8 10,671 - NA OOM 9.69 NA
SPoCWToBK 64X64 9 45,249 — NA OOM 183.35 NA
128X128 10 186,478 — NA OOM OOM NA
A 32X32 8 14,982 36,574 144.12 2191.53 9.81 223.4X
SPoCWToCL 64X64 9 65,637 - NA OOM 184.73 NA
128128 10 275,449 — NA OOM OOM NA

(Continued)
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Table 3. Continued

Size of the circuit (gate count) Run-Time (seconds)
[34]
Bug Architecture Size FAO Buggy Corrected %overhead [34] This Work Speedup
location

32X32 2 8,049 47,343 488.18 0.64 0.31 2.06X

FSA SPoDToLF 64X64 8 32,683 — NA OOM 35.35 NA

128X128 5 131,301 - NA OOM 5.25 NA

minimum overhead = 64.54% average speedup = 51.90X

TO: Time-Out (3 hours) OOM: Out Of Memory (25GB) NA: Not Applicable

FAO: First Affected Output by Buggy Gate

PPG stage = SP: Simple Partial Product Generator

PPA stage = AR: Array DT: Dadda Tree WT: Wallace Tree CWT: Counter-based Wallace Tree

FSA stage = RC: Ripple Carry Adder CL: Carry Look-ahead Adder CK: Carry Skip Adder BK: Brent-Kung Adder
KS: Kogge Stone Adder LF: Ladner Fischer Adder SE: Serial Prefix Adder

the method [34]. However, our proposed method analyzes the cone of the buggy output. Whether
the buggy gate is placed in the cone of the output in lower bit-positions, it needs less process time,
although in a larger multiplier. For example, correcting the 32- 64-, and 128-bit multiplier with
SPoARORC architecture with a bug in PPG, needs 2.98, 25.73, and 236.5 seconds to be corrected by
[34], respectively, while it can be corrected in 0.46, 4.75, and 13.48 seconds by the proposed method.
Also, when a buggy gate is placed in the lower output cone bit-position, the proposed method
corrects the circuit, while in large circuits, calculating the word-level remainder is impossible,
especially when a buggy gate is located in levels near the output. For example, correcting the
64-bit multiplier with SPoOCWToCL architecture and a bug located in the FSA stage is performed
in 184.73 seconds, while the method in [34] cannot correct the circuit due to the memory issue.
On the other hand, in some cases like 32-bit SPoDToKS multiplier with a bug in PPG, the run-
time of the proposed method is greater than the method in [34]. Calculating the remainder is the
main time-consuming process of the method [34]. In cases of buggy circuits with a bug in PPG,
calculating the remainder requires less time budget, rather than locating in deeper layers and/or
multiple bugs. On the other hand, the correction time of the method [34] becomes greater for
smaller FAO, due to inserting a correcting sub-circuit to the buggy circuit, starting from FAO. On
the other hand, the greater FAO means an output cone with a larger size, producing a larger ideal
generator set, which requires greater run-time for performing the Groebner basis reduction by
the proposed method. So, the correction time in some cases with a buggy gate in PPG is greater
than the method in [34]. In addition, the required time budget for bit-level specification calculation
limits the proposed method. As shown in Table 3, the proposed method disables to correct 64-bit
SPoDToKS multiplier with a buggy gate in PPG.

In Table 4, we have compared our method with [34] and [36] in terms of the correction time.
In this table, column #Bug is the number of buggy gates. Note that the list of suspicious gates is
assumed to be the same as buggy gates in this experiment. The buggy gates in the IGSO category
are located far apart, in a way that each cone has at most one suspicious gate. The first and second
major rows of Table 4 show the results of this category. In the IGOO category, it is possible to have
more than one uncorrected buggy gate in a cone, while they are functionally independent from
each other. The third major row of Table 4 lists the results of this category. In the DGOO category,
multiple uncorrected dependent buggy gates in a cone are considered which require more time
to be corrected. The fourth major row of Table 4 shows the results of this category. Also, the last
two major rows are a combination of IGSO and DGOO, in which there are at least two separate
bugs in the cone, while others are dependent ones. As seen in Table 4 the proposed method can
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Table 4. Correction Time Comparison in the Case of Multiple Bugs

. Run-Time (sec) Speedup (%)
M.
Architecture Size #Bug stages FAO axtmum
ZDD nodes [34] [36] This Work relative to | relative to
[34] [36]

2 PPG, PPA 6.7 574 24145 | 868.81 8.69 27.79x | 99.98x
SPoDToLF 128x128|| 3 PPG, PPA 56,7 574 25356 | TO 9.47 26.77x NA
(IGSO)

4 PPG, PPA,FSA | 4,5.6,7 574 134179 | TO 12.24 109.62x NA

2 PPG, FSA 5.6 207 55.03 | OOM 0.53 103.84x NA
SPoARoCK
(1G50) 32x32 3 PPG, PPA,FSA | 5.6,25 207 0OM | ooM |1512(TO)|| NA NA

4 PPG, PPA,FSA | 5,6,7,25 766 OOM | OOM |1495(TO)|| NA NA

2 PPG, PPA 7 1,803 256.03 | OOM 42.68 6% NA
SPoDToKS 128x128|| 3 PPG, PPA 7 1,803 48876 | OOM | 344.45 1.42x NA
(IGOC)

4 PPG, PPA, FSA 7 2,131 OOM | OOM | 3080.02 NA NA

2 PPG, PPA 7 1,803 64.14 | 92.79 25.73 2.49% 3.61%
SPoWToCL 64x64 3 PPG, PPA 7 1,815 ooM | TO 204.84 NA NA
(DGOC)

4 PPG, PPA, FSA 7 1,815 oOM | TO 1608.58 NA NA

2 PPG 6.7 599 479.66 | 591.603 |  4.92 94.24x | 120.24x
SPOCWTOBK | 164 3 PPG, PPA 6.7 617 TO | ooM 46.88 NA NA
(IGSO, DGOO)

4 PPG, PPA 6.7.8 1771 TO | ooM 53.84 NA NA

2 PPG 7.8 1771 1481 | 37.83 10.75 1.38x 3.52x
SPoWToRC 64x64 3 PPG 7.8 1,822 267769 | OOM | 4528 5.91% NA
(IGSO, DGOO)

4 PPG 7.8 5,772 45549 | OOM | 38534 1.18x NA
average 34.60%  56.84%

TO: Time-Out (3 hours) OOM: Out Of Memory (25GB) NA: Not Applicable FAO: First Affected Output by Buggy Gate

automatically correct different multipliers with multiple bugs in 34.6x and 56.84X faster than the
methods of [34] and [36], respectively.

In summary, the first category is the best distribution of buggy gates, where each cone needs to
correct only one buggy gate. The second category is a bit more complex than the first one. Here, the
iteration of applying the correction method to the cone is multiplied by the number of all correction
candidates of the buggy gates. However, at the end of correction phase, all of buggy gates located
in the cone will be corrected. The third category is the complicated one, where some of the buggy
gates remained unresolved which will be resolved during the process of higher output cone.

In the second major row of Table 4 (32-bit multiplier with SPoARoCK architecture), the output
cones (5, 6, 25) and (5, 6, 7, 25) with three and four buggy gates in PPG, PPA, and FSA stages are
considered. The methods of [34] and [36] fail because the remainder cannot be obtained. However,
the proposed method could correct the buggy gates, located in the output cones of (5, 6) and (5,
6, 7), and the buggy gate in the higher output bit-position cannot be resolved. In other words, the
advantage of the proposed method compared to [34, 36] is the fact that the correction method is
able to start analyzing the circuit and also, possibly correct some bugs, even if there are one or
more buggy gates, prevent the remainder calculation in the reasonable time and/or memory.

The last experiment evaluates the impact of the number of buggy and suspicious gates on the
correction time of the signed 8-bit SPoDToSE, unsigned 64-bit SPoOCWToBK, and unsigned 128-
bit SPOARoRC multipliers. The results are extracted for 2, 3, 4, and 5 buggy gates with a various
number of suspicious gates from 2 to 13. As shown in Figure 9, correction time grows by increasing
the number of suspicious gates, where the number of buggy gates has a negligible impact on it
because the proposed method tries all possible replacements of suspicious generators independent
of the buggy gates.
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Fig. 9. Correction time with various number of suspicious and buggy gates, (a) 8-bit signed SPoDToSE mul-
tiplier, (b) 64-bit unsigned SPoOCWToBK multiplier, and (c) 128-bit unsigned SPoARoRC multiplier.

6 Conclusion and Future Work

Existing SCA-based correction methods are based on the remainder, which makes correction of
large arithmetic circuits impossible. The proposed correction method partitioned the circuit to
make it independent of the word-level remainder. Correcting each partition is based on the ideal
basis replacement approach, which reduces the size of the problem. The results illustrated that
the proposed method corrects the arithmetic circuits 51.9x and 45.72X faster, on average, than the
state-of-the-art correction techniques, having single and multiple bugs, respectively, without area
overhead.

In the future, we are going to merge the method proposed in this work and the method discussed
in [34] as a complete automatic correction tool for arithmetic circuits. Moreover, in order to come
up with a complete solution for arithmetic circuit correction, we are going to add existing works
like method [36] to our auto-correction package in the future.
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