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A B S T R A C T
Smart technology is a concept for efficiently managing smart things such as vehicles, buildings,
home appliances, healthcare systems and others, through the use of networks and the Internet.
Smart architecture makes use of technologies such as the Internet of Things (IoT), fog computing,
and cloud computing. The Smart Medical System (SMS), which is focused on communication
networking and sensor devices, is one of the applications used in this architecture. In a smart
medical system, a doctor uses cloud-based applications such as mobile devices, wireless body
area networks, and other cloud-based apps to provide online therapy to patients. Consequently,
with the advancement and growth of IoT and 6G wireless technology, privacy and security have
emerged as two of the world’s most important issues. Recently, Sureshkumar et al. proposed
an authentication scheme for medical wireless sensor networks (MWSN) by using an Elliptic
Curve Cryptography (ECC) based lightweight authentication protocol and claimed that it pro-
vides better security for smart healthcare systems. This paper will demonstrate that this protocol
is susceptible to attacks such as traceability, integrity contradiction, and de-synchronization with
the complexity of one run of the protocol and a success probability of one. Furthermore, we also
propose an ECC based authentication scheme called ECCbAS to address the Sureshkumar et al.
protocol’s vulnerabilities and demonstrate its security using a variety of non-formal and formal
methods.

1. Introduction
The Internet of Things is a network of physical devices, such as cars, items, homes, and other things that are embedded
with software, electronics, sensors, and network connectivity Atzori et al. (2010). These devices are linked together
and exchange data with one another and other digital devices without the need for human intervention Al-Fuqaha et al.
(2015) and Kouicem et al. (2018). Smart cities, e-healthcare, smart homes, smart grids, and other Internet of Things
applications all help to improve our quality of life due to the rapid development of IoT, Internet communication with
embedded applications for information sharing in recent years. The embedded device has limited capacity, power, and
computational capabilities. As a result, it is linked to a cloud server, which has higher storage capacity and power and
can also handle most IoT concerns. One of the uses of the Internet of Things, as previously said, is in e-healthcare.
There are numerous definitions for telemedicine, but according to the World Health Organization (WHO), telemedicine
originally referred to the delivery of health care over a large geographic area using advanced telecommunication ca-
pabilities and the Internet. Such healthcare services can also include regular checkups for patients, storing, analysis,
transfer of scans or photos, patient therapy and discussion via multimedia, patient tele monitoring, and even doctors’
consulting from clinicians all over the world Jin and Chen (2015). In this type of application, there is a connection
between the doctor and the patient, as well as the hospital and the patient’s house. The doctor and the patient can com-
municate with each other through this system. This communication will take place over a communication channel,
and the information exchange will be handled by a server. The channel of communication must be secure. Also, the
patient’s trust is required for data entry to the cloud server, which is collected and sent via a secure channel to the cloud
server, whereas data transmission over an insecure channel poses a challenge Stergiou et al. (2018).
Figure 1 displays research challenges in IoT, one of which is the increased use of sensing and IoT devices in healthcare
systems, such as fingerprint scanners, thermometers, and other devices. In addition, privacy and security based on
Figure 1 play an important role in the hospital on its own storing a patient’s medical information in hard copy or soft
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copy form. The most serious problem with this type of medical file storage is the possibility of data theft, which could
be used for illegal clinical and academic studies or by insurance providers. This unauthorized access to medical data
has a significant impact on a patient’s privacy. As a result, protecting a person’s medical information is the primary
challenge, according to Gai et al. (2018).
The medical community has been able to better manage patients through the use of sensing devices thanks to the
development of wireless body area networks (WBAB) and the expansion of social life. In terms of cost savings, this is
one benefit for the patient’s treatment and is a simple way to check blood glucose levels, heartbeat, cholesterol levels,
and other patient status indicators Abidi et al. (2017).
Besides, the authentication techniques that have been investigated are classified into the following categories: Mutual,
one-time password (OTP), SecureID, group, two-party through a trusted party with key exchange, session key-based
authentication, and directed path-based authentication. Authentication protocols are also one of the most common and
simple methods for securing network-based applications Hammi et al. (2020). These protocols are commonly used in a
number of settings, including multi-server environments Li et al. (2013) and Li et al. (2012) and Li et al. (2015), RFID
systems Niu et al. (2014), and satellite communication systems Lee et al. (2012). It is also an important mechanism
for protecting WSNs from security attacks, as a result, some effort is being made to develop authentication protocols
for use on WSNs and WMSNs. In terms of privacy preservation, this is one advantage for the patient. Since secure
transmission of data to a cloud server is crucial, various security attacks such as eavesdropping, impersonation attacks,
replay attacks, and so on are possible Gupta (2018) and Gupta et al. (2016).
The majority of machine learning (ML) techniques used in the healthcare system concentrate on the assessment of
electronic health records (EHR) data, which may include meetings, diagnostics, remedies, and exams like medical
imaging Keyhani et al. (2008). EHR developed as a result of medical institutions’ natural use of technology and
became a useful source of information for many analytical techniques intended to extract knowledge to support medical
practices King et al. (2014).
A learning model that has been trained to recognize patterns and extract the desired knowledge from raw data is
necessary for ML-based methods. This training step is essential for the resulting analysis method to be accurate. To
ensure the quality of the ML model, a large dataset with a diverse range of samples must be used Chilimbi et al. (2014).
The quantity of data points, the variety of samples, and the caliber of dataset annotation with regard to the anticipated
classification all have a direct impact on the training’s outcomes. Such datasets are often time-and expense-consuming
to acquire or produce. In this process, data is gathered from various sources, moved to a central data repository,
and then combined to create a model. The main obstacles to the development of cutting-edge ML techniques for the
healthcare industry are these challenges and limitations on the sharing of medical data Horvitz and Mulligan (2015).
Federated learning (FL) is one of the approaches to solving these problems. FL enables the training of ML models
domestically (at the location of the data) and only gives the requesting party access to the final model, which cannot be
reverse-engineered Yang et al. (2019). By preventing exposure to organizations conducting studies and enabling data
usage for greater purposes, FL eliminates the need to share sensitive information and private datasets with others. Each
participating data holder receives the training algorithm from a central organization, which also controls the learning
process. With the help of their own personal data, each participant creates a local model that they then train, sharing
the output parameters with the central entity. To create a single global model, the central entity eventually uses an
aggregation algorithm to merge the parameters of all local models Antunes et al. (2022). For instance, papers such
as [Bellavista et al. (2021), Rieke et al. (2020), Zerka et al. (2020), Li et al. (2020)] deal with the healthcare system.
Figure 2 depicts the typical infrastructure of FL in healthcare systems.
Furthermore, Blockchain is a new technology that Satoshi Nakamoto invented in 2008, and many researchers are
interested in using it for many aspects, such as decentralization, consistency, validation, and etc. These features play
significant roles in privacy, monitoring patients, and data sharing between entities such as hospitals, doctors, nurses,
and others Narwal and Mohapatra (2021) which can employed in the building of smart and secure healthcare system.
As a result, medical systems can benefit from our proposed approach for real-world implementation to create a standard
foundation for smart medical systems. According to the literature analysis, there is still room for development in terms
of security attacks. The majority of the protocols proposed in the literature contain security flaws, such as a lack of
user privacy. Furthermore, most of them are susceptible to a certain security threat. Generally, in order to provide
communication security in medical wireless sensor networks, the security protocols must be fully safe. In addition,
RFID authentication algorithms based on Elliptic Curve Cryptography (ECC) have been utilized to successfully address
security and privacy concerns in IoT application domains. In this paper, we examine the Sureshkumar et al. (2019)’s
authentication protocol and show that this protocol does not have the necessary resistance to attacks. We also propose
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Figure 1: Research challenges in IoT
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Figure 2: A typical federated learning (FL) infrastructure which is applied in healthcare systems
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an improved version of it called ECCbAS. The proposed scheme includes two channels: one is for transmitting data
during the enrollment phase and one for communications during the authentication and password change phases.
1.1. Main Contribution
The following are this paper’s contributions:

1. This paper shows that the proposed scheme by Sureshkumar et al. (2019) is prone to a multitude of attacks such
as traceability, de-synchronization and integrity contradiction.

2. We addressed Sureshkumar et al. (2019)’ security flaws and proposed an improved protocol named ECCbAS.
The security of ECCbAS is also proved through both informal and formal security analysis. The comparisons
of ECCbAS with similar recent protocols show that our suggested protocol has better security and performance
than its predecessor, i.e., the Sureshkumar et al. (2019)’ protocol.

3. In this paper, we divide our security analysis into formal and informal methods. Scyther and ProVerif are the
formal automatic tools used, and BAN logic is the manual formal method used.

1.2. Paper Organization
The rest of this paper is structured as follows: In Section 2, the related work in this field is briefly reviewed. The
healthcare authentication protocol using the cloud, which was proposed by Sureshkumar et al. is discussed in Section 3.
Section 4 declares the security vulnerabilities of the Sureshkumar et al.’s protocol, including traceability, integrity
contradiction, and de-synchronization attacks. The proposed scheme to address the security pitfalls of Sureshkumar et
al.’s protocol for healthcare systems called ECCbAS is described in Section 5. Section 6 and Section 7, respectively,
explain security analysis and performance analysis, as well as security, storage, computational, and communication
comparisons of ECCbAS with other similar protocols. Finally, Section 8 concludes this paper with concluding remarks.

2. Related Work
Many authentication protocols were investigated over the years, but they had no adequate or reasonable security prop-
erties against a wide range of attacks. In this section, we looked at some of them. For instance, Xue et al. (2013)
proposed one authentication scheme for wireless medical networks, which later Jiang et al. (2015) demonstrated their
protocol is not secure and is suspicious to off-line password guessing and traceability attacks. Although, Das (2016)
showed Jiang et al. (2015) protocol is vulnerable to user forgery and de-synchronization attacks.
Wu et al. (2017) suggested a scheme for wireless medical sensor networks and claimed that their protocol is safe,
but Srinivas et al. (2017) showed that their protocol is vulnerable to a variety of attacks, such as insider and off-line
password guessing attacks. However, Srinivas et al.’s protocol does not withstand off-line guessing attacks.
Jia et al. (2019) suggested a biometric-based authentication scheme for the e-healthcare system in a fog server environ-
ment. Salem and Amin (2020) provided an RFID protocol for telecare medicine information systems (TMIS) based
on ElGamal cryptography and verified its security with the AVISPA tool Armando et al. (2005).
Kumar et al. (2020) proposed an RFID-based mutual authentication and key agreement protocol for vehicular cloud
computing and claimed that it is secure, but Safkhani et al. (2021) stated that their protocol is unreliable and vulnerable
to impersonation and relay attacks. Kumari et al. (2014) proposed a key agreement-based smart card-based remote user
authentication strategy, and claimed that their scheme is appropriate, secure, and efficient for real-world applications.
However, Kaul and Awasthi (2016) illustrated that, this protocol is wholly insecure, because an adversary could obtain
entry not just to the protocol’s security mechanisms, but also to the popular authenticator for future interaction between
the user and the server. They also showed that in this protocol, an attacker also obtains the enrolled user’s password
and the server’s decryption key. Also, Kaul and Awasthi (2016) proposed new protocols to stay safe. However, Rana
et al. (2021) proved that the Kaual and Awasti protocols are insecure in such a way that an attacker can easily discover
the identity of a legit user sending data over the public channel. Furthermore, an attacker can spoof a valid user of the
system to reap the benefits of the server’s services and use the authenticity of a genuine user. As a consequence, the
Kaual and Awasti protocols are vulnerable to spoofing attacks, and their assertion of security is debunked.
Arshad and Rasoolzadegan (2016) proposed a scheme for Telecare Medicine Information Systems with User Privacy
Protection, but Ostad-Sharif et al. (2019) demonstrated that their protocol is not secure and vulnerable to key compro-
mise impersonation attack. He et al. (2017) suggested a Wireless Body Area Network with Anonymous Authentication
and Provable Security while Sowjanya et al. (2021) shows that their proposed protocol is not withstanding clock syn-
chronization and insider attacks. In other schemes, the authentication technique provided by Das et al. (2019) was
M.R. Servati and M. Safkhani: Preprint submitted to Elsevier Page 4 of 33
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enhanced, and after that, Chaudhry et al. (2020) discovered that their protocol was susceptible to device impersonation
and man-in-the-middle attacks. Furthermore, Ali et al. (2020) demonstrated that the protocol of Challa et al. (2018)
are vulnerable to inaccuracy, broadcasting issues, a lack of sensor node and Trusted Authority (TA) authentication, a
replay attack, a DoS attack, a forgery attack, and a communication delay. Also, Challa et al. (2018) illustrated that
the Liu and Chung (2017)’s protocol is vulnerable to stolen smart-card, offline password guessing, privileged insider,
and user impersonation attacks. Ali et al. (2020) identified that the protocol of Liu and Chung (2017) is not strong
either against users’ private key leakage and user impersonation attacks towards sensors.
Arslan et al. (2021) published an authentication protocol for real-world use. Also, Arslan and Bingöl (2022) pub-
lished another scheme and demonstrated that Gabsi et al. (2021)’s scheme is not secure against traceability attacks, tag
anonymity contradiction attacks, and forward and backward security contradiction attacks. Rostampour et al. (2022)
proposed another protocol for resource-limited environments such as the Internet of Things. Wei et al. (2022) demon-
strated that Qian et al. (2016)’s scheme is insecure and vulnerable to impersonation attacks. Kumar et al. (2022) pro-
posed another mechanism for RFID networks based on the Internet of Things. As another scheme Mubarakali (2021)
proposed a Blockchain based authentication scheme for wireless sensor networks.
Sureshkumar et al. (2019) recently proposed a lightweight authentication protocol based on Elliptic Curve Cryptog-
raphy (ECC) and claimed that it provides better security for smart healthcare systems. While this paper shows that,
unfortunately, this protocol is vulnerable to attacks such as traceability, integrity contradiction, and de-synchronization.
The complexity of all presented attacks is equal to one run of the protocol and also that their success probability is equal
to one. Furthermore, we propose an ECC-based authentication scheme called ECCbAS to address the vulnerabilities
of the Sureshkumar et al. protocol and demonstrate its security using a variety of non-formal and formal methods. In
addition, Table 1 shows a summary of related work.

3. Protocol Review
In this section, we describe the Sureshkumar et al.’s authentication scheme, including the System Model, Gateway and
Sensor Nodes Registration Phase, User Registration Phase, Login Phase, Authentication Phase, and Password Update
Phase. Table 3 shows the notations used throughout the paper.

Equipment 

Drugs

Patients

Wearable devices 

Doctor 
Gateway 

Cloud server 

Medical tablet 

Monitored target

Ambulance & Hospital 

Gateway 

Tag

Figure 3: Infrastructure of a typical wireless medical sensor network
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Table 1
A summary of related works

References vulnerabilities The authors who published vulnerabilities.

Xue et al. (2013)
1) Off-line password guessing attack
2) Traceability attacks Jiang et al. (2015)

Jiang et al. (2015)
1) Forgery attacks
2) De-synchronization attacks Das (2016)

Wu et al. (2017)
1) Insider attacks and off-line attacks
2) Password guessing attacks Srinivas et al. (2017)

Jia et al. (2019) - -
Salem and Amin (2020) - -

Kumar et al. (2020)
1) Impersonation attacks
2) Relay attacks Safkhani et al. (2021)

Safkhani et al. (2021) - -

Kumari et al. (2014)
1) Obtaining password
2) Obtaining server decryption key Kaul and Awasthi (2016)

Kaul and Awasthi (2016) Spoofing attacks Rana et al. (2021)
Rana et al. (2021) - -

Sureshkumar et al. (2019)
1) Traceability attacks
2) Integrity contradiction attacks
3) De-synchronization attacks

Our self in this paper

Arshad and Rasoolzadegan (2016) Impersonation attacks Ostad-Sharif et al. (2019)

He et al. (2017)
1) Clock de-synchronization attacks
2) Insider attacks Sowjanya et al. (2021)

Sowjanya et al. (2021) - -

Das et al. (2019)
1) Device impersonation attacks
2) Man-in-the-middle attacks Chaudhry et al. (2020)

Chaudhry et al. (2020) - -

Challa et al. (2018)
1) Replay attacks
2) DoS attacks
3) Forgery attacks

Ali et al. (2020)

Liu and Chung (2017)

1) Impersonation attacks
2) Stolen smart card attacks
3) Offline password guessing attacks
4) etc.

Challa et al. (2018)
Ali et al. (2020)

Ali et al. (2020) - -
Arslan et al. (2021) - -

Gabsi et al. (2021)
1) Tag anonymity contradiction attacks/
traceability attacks
2) Forward and backward security

Arslan and Bingöl (2022)

Arslan and Bingöl (2022) - -
Rostampour et al. (2022) - -

Kumar et al. (2022) - -
Qian et al. (2016) Impersonation attacks Wei et al. (2022)
Wei et al. (2022) - -
Mubarakali (2021) - -

3.1. System Model
Sureshkumar et al. proposed a healthcare system model, which is depicted in Figure 3. In this model, smart sensors
such as blood pressure, blood glucose level, and body temperature collect data and send it to the GW𝑗 , where the
data is updated on a regular basis. The patient’s data is sent through sensors on his body via wireless communication
channels; this wireless communication can be Bluetooth, Zigbee, or infrared technologies. While the patient is in the
hospital, a doctor in the hospital can connect to the gateway and examine the patient’s condition, and the doctor can
obtain data from the patient anywhere. Despite the fact that the patient is in the hospital and his or her data is saved
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Table 2
Notations

Symbol Description
𝑆𝐴 System Administrator
𝐺𝑊𝐼𝐷 Gateway Identifier
𝑈𝑖 User
𝑆𝑁𝐾 Sensor node
𝑆𝐶 Smart card
𝐺𝑊𝑗 Gateway node
𝑆𝐺𝑊 𝑗

A secret value of gateway node
𝑆𝑆𝑁 𝑘

A secret value of sensor node
𝐸𝐶𝐶 Ecliptic Curve Cryptography
𝑆𝑆𝐴 Secret key of system administrator
𝑛 Corresponds to 𝑛 = 𝑝.𝑞
𝑟𝑢, 𝑟𝑠, 𝑟𝑔 Random numbers generated by user, sensor and gateway respectively
𝑀 Message
𝐹𝑞 A finite field consisting of q elements {0, 1, ..., 𝑞 − 1}, where q is a prime

number
Δ𝑇 Time threshold
𝐹 ∗
𝑞 The collection of integers number {1, ..., 𝑞 − 1}, i.e. 𝐹 ∗

𝑞 /0
ℎ One-way hash function

𝐴
?
= 𝐵 Check to see if A and B are equal or not

⊕ Bitwise Exclusive-OR operation
∥ Concatenation operation
𝑠𝑘 Secret key

on a cloud server, this communication is not secure and should be established prior to it through user authentication.
3.2. Initialization Phase
During this step, the system administrator (SA) manually configures each entity on the cloud server, and each entity
has its own credential stored on the server. For use in smart devices, this protocol employs lightweight elliptic curve
cryptography (ECC): 𝐸(𝐹𝑞) = ⟨𝑝, 𝑞, 𝑎, 𝑏, 𝑛, 𝐺(𝑃 )⟩ with the long term secret key 𝑆𝑆𝐴 ∈ 𝐹𝑞 .
3.3. Gateway and sensor node registration phase
The gateways (GW) and sensor nodes (SN) are entities that must be manually enrolled. The System Administrator
(SA) accomplishes this phase by following the steps articulated below to enroll them.

1. SA chooses a 𝐺𝑊𝐼𝐷𝑗
identity for 𝐺𝑊𝑗 , after that it computes and stores the value 𝑆𝐺𝑊 𝑗

= ℎ(𝑆𝑆𝐴‖𝐺𝑊𝐼𝐷𝑗
) in

its database. Furthermore, SA stores ⟨𝐺𝑊𝐼𝐷𝑗
, 𝑆𝐺𝑊 𝑗

⟩ in the memory of the gateway GW𝑗 .

2. The SA determines an identity 𝑆𝑁𝐼𝐷𝐾
for the 𝐾 𝑡ℎ sensor node and calculates 𝑆𝑆𝑁𝐾

= ℎ(𝑆𝑆𝐴‖𝑆𝑁𝐼𝐷𝑘
) then

keeps ⟨𝑆𝑁𝐼𝐷𝑘
, 𝑆𝑆𝑁 𝑘

⟩ and also stores this value in both sensor node and gateway node. The SA also stores
𝐺𝑊𝐼𝐷𝑗

in the memory of sensor node. The sensor node and gateway registration method are expressed in
Algorithm 1.

It is worth noting that during user login and authentication phases, the 𝐺𝑊𝑗 and 𝑆𝑁𝑘 are authenticated using these
shared secret credentials. Finally, the identities of registered gateway nodes are published by SA for user access. Also,
the identities of sensor nodes are kept secret in order to maintain their confidentiality.
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Data: Information to be stored in entities memories.
Result: Registering sensors and gateway nodes

1: SA chooses identity GW𝐼𝐷𝑗
for GW𝑗 .

2: SA computes 𝑆𝐺𝑊 𝑗
= ℎ(𝑆𝑆𝐴‖𝐺𝑊𝐼𝐷𝑗

) and saves it in its database in touch to 𝐺𝑊𝑗 .
3: SA chooses an identity 𝑆𝑁𝐼𝐷𝐾

for the 𝐾 𝑡ℎ sensor node SN𝐾 .
4: SA computes S𝑆𝑁 𝑘

= ℎ(𝑆𝑆𝐴‖𝑆𝑁𝐼𝐷𝐾
).

5: SA saves ⟨𝑆𝑁𝐼𝐷𝑘
, 𝑆𝑆𝑁𝐾

⟩ in the memory of both 𝐺𝑊𝑗 and 𝑆𝑁𝐾 .
6: The SA also stores 𝐺𝑊𝐼𝐷𝑗

in the memory of sensor node.

Algorithm 1: Sureshkumar et al.’s procedure for sensors and gateway nodes registration
Data: Personality information such as ⟨𝐼𝐷𝑖, 𝑃𝑊𝑖, 𝐵𝑖⟩
Result: Users Registration

1: 𝑈𝑖 selects its 𝐼𝐷𝑖 and 𝑃𝑊𝑖2: 𝑈𝑖 calculates 𝑏𝑖 = 𝐻(𝐵𝑖)3: U𝑖 calculates 𝐻𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖‖𝑏𝑖) and 𝐻𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖‖𝑏𝑖)4: 𝑈𝑖 sends ⟨𝐻𝐼𝐷𝑖, 𝐻𝑃𝑊𝑖, 𝐺𝑊𝐼𝐷𝑗
⟩ to SA

5: 𝑆𝐴 calculates 𝐴2 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝑊𝑖).𝑃 ,𝐴2 = ℎ(𝐻𝐼𝐷𝑖‖𝑆𝐺𝑊 𝑗
).𝑃 , 𝐴3 = 𝐴2 ⊕𝐴1 and 𝐴4 = 𝑆𝐺𝑊 𝑗

.𝑃
6: 𝑆𝐴 creates smart card SC=⟨𝐴3, 𝐴4, h(·), 𝑃 ⟩
7: 𝑆𝐴 sends 𝑆𝐶 to 𝑈𝑖.

Algorithm 2: The user registration procedure in the Sureshkumar et al.’s protocol
3.4. User Registration Phase
A reputable user is granted access to the detected data after successful user authentication. This event occurs when the
gateway node reads the sensor’s observed data and wants to send the data to the user. Therefore, we need a procedure
to enroll users. As a result, the process of user registration is explained further below.

1. The user 𝑈𝑖 selects 𝐼𝐷𝑖 and 𝑃𝑊𝑖 and computes its bio hashing 𝑏𝑖 = 𝐻(𝐵𝑖) with its identity 𝐼𝐷𝑖 and password
𝑃𝑊𝑖. After that, 𝑈𝑖 computes 𝐻𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖‖𝑏𝑖) and 𝐻𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖‖𝑏𝑖) and then sends ⟨𝐻𝐼𝐷𝑖, 𝐻𝑃𝑊𝑖,
𝐺𝑊𝐼𝐷𝑗

⟩ to SA.
2. Once received the message, SA calculates 𝐴1 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝑊𝑖).𝑃 ,𝐴2 = ℎ(𝐻𝐼𝐷𝑖‖𝑆𝐺𝑊 𝑗

).𝑃 , 𝐴3 = 𝐴2⊕𝐴1,
𝐴4 = 𝑆𝐺𝑊 𝑗

.𝑃 and then creates the 𝑆𝐶 = ⟨𝐴3, 𝐴4, ℎ(.), 𝑃 ⟩ and sends it to the user through a secure channel.
3. After receiving the𝑆𝐶 from the SA, the user computes: 𝐻𝑃𝐼𝐷𝑖 = ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊𝑖),𝐴5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑖).𝑃 ,𝐴∗

2 =
𝐴3 ⊕𝐴1 and 𝐴6 = 𝐴∗

2 ⊕𝐴4. Now the user smart card is SC=⟨𝐴3,𝐴5,𝐴6,ℎ(.), 𝑃 ⟩ after replacing 𝐴4 with 𝐴6 in
the smart card and storing 𝐴5.

Algorithms 2 shows the summary of the user registration procedure of Sureshkumaret al.’s protocol.
3.5. Login phase
To access data, the user must login via the gateway node 𝐺𝑊𝑗 . The steps that follow demonstrate how the user logs
into the 𝐺𝑊𝑗 .

1. The 𝑈𝑖 inserts 𝑆𝐶 into card reader or terminal, then enters its identity 𝐼𝐷𝑖 and password 𝑃𝑊𝑖 with biometric
𝐵𝑖.2. The smart card computes: 𝑏𝑖 = ℎ(𝐵𝑖),𝐻𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖‖𝑏𝑖),𝐻𝑃𝐼𝐷𝑖 = ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊𝑖) and𝐴∗

5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑖).𝑃 .
3. The 𝑆𝐶 determines whether 𝐴∗

5
?
= 𝐴5. If this equality is incorrect, the protocol is terminated; otherwise,

𝑆𝐶 selects a random number 𝑟𝑢 ∈ 𝐹𝑞 and computes: 𝐻𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖‖𝑏𝑖), 𝐴∗
1 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝑊𝑖).𝑃 ,

𝐴∗
2 = 𝐴3 ⊕𝐴∗

1, 𝐴7 = ℎ(𝐴∗
2‖𝑇1), 𝐴8 = 𝑟𝑢.𝑃 , 𝐴9 = 𝐴8 ⊕𝐴∗

2 and 𝐴10 = 𝐴6 ⊕𝐴9 = 𝐴4 ⊕𝐴8, where in 𝐴7, T1shows timestamp.
M.R. Servati and M. Safkhani: Preprint submitted to Elsevier Page 8 of 33
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4. The 𝑆𝐶 sends login messages 𝑀1 = ⟨𝐴7, 𝐴9, 𝐴10, 𝑇1⟩ to the gateway node 𝐺𝑊𝑗 . Users can login into the
system and access patient information directly using the sensor.

In addition, Algorithms 3 shows the summary of the user login procedure of Sureshkumar et al.’s protocol.
Data: 𝑈𝑖 Enters his or her own 𝑆𝐶 into the terminal, along with personal information such as ⟨𝐼𝐷𝑖, 𝑃𝑊𝑖, 𝐵𝑖⟩
Result: User login

1. 𝑈𝑖 inserts his/her own 𝑆𝐶 and enters its 𝐼𝐷𝑖, 𝑃𝑊𝑖, and 𝐵𝑖.
2. 𝑆𝐶 computes 𝑏𝑖,𝐻𝐼𝐷𝑖,𝐻𝑃𝐼𝐷𝑖, 𝐴∗

5.
3. 𝑆𝐶 checks whether 𝐴∗

5
?
= 𝐴5

If this equality is incorrect, 𝑆𝐶 will terminate the protocol; otherwise, 𝑆𝐶 selects 𝑟𝑢 and calculates
𝐻𝑃𝑊𝑖, 𝐴∗

1, 𝐴∗
2,𝐴7, 𝐴8, 𝐴9 and 𝐴10.

4. At the end, SC transmits 𝑀1 = ⟨𝐴7, 𝐴9, 𝐴10, 𝑇1⟩ to the 𝐺𝑊𝑗 .

Algorithm 3: The user login procedure in the Sureshkumar et al.’s protocol
3.6. Authentication phase
This step’s goal is to authenticate the protocol entities and generate a shared secret key between the user, the gateway,
and the sensor node. The steps below illustrate how to do so:

1. 𝑈𝑖 → 𝐺𝑊𝑗After receiving login message request, the gateway node 𝐺𝑊𝑗 calculates the delay Δ𝑇 = 𝑇2 − 𝑇1 by using the
gateway node’s timestamp 𝑇 2, and if the time delay Δ𝑇 is not acceptable, the login and authentication procedure
fails. If the time delay is acceptable, 𝐺𝑊𝑗 computes 𝐴∗

4 = 𝑆𝐺𝑊 𝑗
.𝑃 , 𝐴∗

8 = 𝐴10 ⊕ 𝐴4,𝐴∗∗
2 = 𝐴9 ⊕ 𝐴∗

8 and
𝐴∗
7 = ℎ(𝐴∗∗

2 ‖𝑇1). Then it determines whether 𝐴∗
7

?
= 𝐴7. If so, 𝐺𝑊𝑗 chooses a random number 𝑟𝑔 ∈ 𝐹𝑞and calculates: 𝐴11 = 𝑟𝑔 .𝐴∗

8 = 𝑟𝑢.𝑟𝑔 .𝑃 , 𝐴12 = 𝑟𝑔 .𝑃 , 𝐴13 = ℎ(𝑆𝑆𝑁 𝑘
).𝐴12, 𝐴14 = ℎ(𝐺𝑊𝐼𝐷𝑗

‖𝑆𝑆𝑁 𝑘
).𝑃 ,

𝐴15 = ℎ(𝐴14‖𝑇2), and 𝐴16 = 𝐴∗
8 ⊕𝐴13. Then 𝐺𝑊𝑗 sends 𝑀2 = ⟨𝐴12, 𝐴11, 𝐴15, 𝐴16, 𝑇2⟩ to the sensor node.

2. 𝐺𝑊𝑗 → 𝑆𝑁𝑘When the sensor node 𝑆𝑁𝑘 receives 𝑀2 from the gateway node, it uses its own timestamp to confirm the
delay of Δ𝑇 = 𝑇3 − 𝑇2, and if this delay is incorrect, the protocol is terminated. Otherwise the sensor node
𝑆𝑁𝑘 calculates 𝐴∗

14 = ℎ(𝐺𝑊𝐼𝐷𝑗
‖𝑆𝑆𝑁 𝑘

).𝑃 , 𝐴∗
15 = ℎ(𝐴∗

14‖𝑇2) and checks whether 𝐴∗
15

?
= 𝐴15, if this equality

holds, 𝑆𝑁𝑘 chooses a random number 𝑟𝑠 ∈ 𝐹𝑞 and computes: 𝐴17 = 𝑟𝑠.𝐴12, 𝐴18 = ℎ(𝐴17‖𝑆𝑆𝑁𝐾
‖𝑇3),

𝐴∗
13 = ℎ(𝑆𝑆𝑁 𝑘

).𝐴12, 𝐴∗∗
8 = 𝐴16 ⊕𝐴13, 𝐴19 = 𝑟𝑠.𝐴∗∗

8 , and 𝐴20 = 𝑟𝑠.𝑃 . Following this phase, the sensor node
𝑆𝑁𝑘 calculates the session key as 𝑠𝑘 = 𝑟𝑠.𝐴11 and also sends 𝑀3 = ⟨𝐴19, 𝐴18, 𝐴20, 𝑇3⟩ to 𝐺𝑊𝑗 .

3. 𝑆𝑁𝐾 → 𝐺𝑊𝑗After receiving 𝑀3 from the sensor node 𝑆𝑁𝑘, the 𝐺𝑊𝑗 node verifies the delay Δ𝑇 = 𝑇4 − 𝑇3 by its own
timestamp 𝑇4, and if this delay Δ𝑇 is not correct, the gateway node rejects the procedure. Otherwise, it
computes 𝐴∗

17 = 𝑟𝑔 .𝐴20 and checks whether 𝐴∗
18 = ℎ(𝐴∗

17‖𝑆𝑆𝑁 𝑘
‖𝑇3) ?

= 𝐴18. If so, then 𝐺𝑊𝑗 computes
𝐴21 = ℎ(𝐴∗∗

2 ‖𝐴∗
4‖𝐴∗

8) and sends 𝑀4 = ⟨𝐴∗
17,𝐴21⟩ to the user. Furthermore, the gateway node computes the

session key as 𝑠𝑘 = 𝑟𝑔 .𝐴19.
4. 𝐺𝑊𝑗 → 𝑈𝑖Following the receipt of message 𝑀4 from the 𝐺𝑊𝑗 , the user computes 𝐴∗

4 = 𝐴6 ⊕ 𝐴∗
2, 𝐴∗∗

21 = ℎ(𝐴∗
2‖𝐴∗

8‖𝐴∗
4)

and checks equality whether 𝐴∗
21

?
= 𝐴21. If so, the 𝑈𝑖 will calculate the session key as 𝑠𝑘 = 𝑟𝑢.𝐴∗

17.
The process of Sureshkumar et al.’s login and authentication phase is also shown in Figure 4. Furthermore, Algo-
rithms 4 shows the summary of the user authentication procedure of Sureshkumar et al.’s protocol.
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Data: 𝑀1 = ⟨𝐴7, 𝐴9, 𝐴10, 𝑇1⟩
Result: Authenticate the user

1. 𝐺𝑊𝑗 receives 𝑀1 = ⟨𝐴7, 𝐴9, 𝐴10, 𝑇1⟩ from 𝑈𝑖.
2. After checking timestamp by 𝐺𝑊𝑗 , the 𝐺𝑊𝑗 computes 𝐴∗

4,𝐴∗
8, 𝐴∗∗

2 and 𝐴∗
7.

3. 𝐺𝑊𝑗 checks whether 𝐴∗
7

?
= 𝐴7

If this equality is not sensible, 𝐺𝑊𝑗 will terminate the protocol; otherwise, 𝐺𝑊𝑗 selects 𝑟𝑔 and
calculates𝐴12, 𝐴13, 𝐴14, 𝐴15 and 𝐴16.

4. 𝐺𝑊𝑗 sends 𝑀2 to 𝑆𝑁𝑘.
5. After receiving 𝑀2 from 𝐺𝑊𝑗 , 𝑆𝑁𝑘 checks timestamp and calculates 𝐴∗

14 and 𝐴∗
15.

6. 𝑆𝑁𝐾 checks whether 𝐴∗
15

?
= 𝐴15

If this equality was wrong, 𝑆𝑁𝑘 will terminate the protocol; otherwise, it chooses 𝑟𝑠 and computes
𝐴17, 𝐴18, 𝐴∗

13, 𝐴∗∗
8 , 𝐴19, 𝐴20 and secret key (𝑠𝑘).

7. 𝑆𝑁𝑘 transmits 𝑀3 to 𝐺𝑊𝑗 .
8. After getting 𝑀3 from 𝑆𝑁𝑘, 𝐺𝑊𝑗 checks timestamp and computes 𝐴∗

17 and 𝐴∗
18.

9. 𝐺𝑊𝑗 checks whether 𝐴∗
18

?
= 𝐴18

If this equality was not correct, 𝑆𝑁𝑘 will terminate the protocol; otherwise, it calculates 𝐴∗
21 and secret

key (𝑠𝑘).
10. 𝐺𝑊𝑗 sends 𝑀4 to 𝑈𝑖.
11. After obtaining 𝑀4 from 𝐺𝑊𝑗 , 𝑈𝑖 checks timestamp and computes 𝐴∗

4.
12. 𝑈𝑖 checks whether 𝐴∗

21
?
= 𝐴21

If this equality was not true, 𝑈𝑖 will terminate the protocol; otherwise, it computes secret key(𝑠𝑘).

Algorithm 4: The authentication procedure in the Sureshkumar et al.’s protocol
3.7. Update Password
To increase security, passwords must be changed periodically. For this purpose, the following steps are considered in
the Sureshkumar et al.’s protocol:

1. 𝑈𝑖 inputs his smart card into the terminal and enters his 𝐼𝐷𝑖, 𝑃𝑊𝑖 with his biometric 𝐵𝑖.
2. A smart card (𝑆𝐶) calculates 𝑏𝑖 = 𝐻(𝐵𝑖), 𝐻𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖‖𝑏𝑖) and 𝐻𝑃𝐼𝐷𝑖 = ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊𝑖). 𝑆𝐶 also cal-

culates 𝐴∗
5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑖).𝑃 and checks whether 𝐴∗

5
?
= 𝐴5. When the equality is not true, 𝑆𝐶 terminates

the session; otherwise, the 𝑆𝐶 allows 𝑈𝑖 to enter a new password.
3. 𝑃𝑊 𝑛𝑒𝑤

𝑖 is the user’s new password, which he enters into the SC.
4. The smart card calculates 𝐻𝑃𝐼𝐷𝑛𝑒𝑤

𝑖 = ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊 𝑛𝑒𝑤
𝑖 ), 𝐴𝑛𝑒𝑤

1 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝑊 𝑛𝑒𝑤
𝑖 ).𝑃 , 𝐴𝑛𝑒𝑤

3 = (𝐴3 ⊕
𝐴1)⊕𝐴𝑛𝑒𝑤

1 , and 𝐴𝑛𝑒𝑤
5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑛𝑒𝑤

𝑖 ).𝑃 .
Finally, the 𝑆𝐶 replaces 𝐴3 and 𝐴5 with 𝐴𝑛𝑒𝑤

3 and 𝐴𝑛𝑒𝑤
5 respectively. Algorithm 5 shows how the password is updated

in the Sureshkumar et al.’s protocol.
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Figure 4: The login and authentication phase of Sureshkumar et al.’s protocol over a public channel

.
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Data: Personality information such as ⟨ 𝐼𝐷𝑖, 𝑃𝑊𝑖, 𝐵𝑖⟩
Result: Update password

1. 𝑈𝑖 inserts his smart card and enters 𝐼𝐷𝑖, 𝑃𝑊𝑖, and his biometric 𝐵𝑖.
2. 𝑆𝐶 calculates 𝑏𝑖 = 𝐻(𝐵𝑖), 𝐻𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖‖𝑏𝑖) and 𝐻𝑃𝐼𝐷𝑖 = ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊𝑖).
3. 𝑆𝐶 also calculates 𝐴∗

5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑖).𝑃
4. if(𝐴∗

5 == 𝐴5) then
(a) 𝑈𝑖 enters a new password using his SC.
(b) 𝑈𝑖 enters his new password 𝑃𝑊 𝑛𝑒𝑤

𝑖 into 𝑆𝐶 .
(c) 𝑆𝐶 calculates 𝐻𝑃𝐼𝐷𝑛𝑒𝑤

𝑖 = ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊 𝑛𝑒𝑤
𝑖 ), 𝐴𝑛𝑒𝑤

1 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝑊 𝑛𝑒𝑤
𝑖 ).𝑃 ,

𝐴𝑛𝑒𝑤
3 = (𝐴3 ⊕𝐴1)⊕𝐴𝑛𝑒𝑤

1 , 𝐴𝑛𝑒𝑤
5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑛𝑒𝑤

𝑖 ).𝑃
(d) 𝑆𝐶 substitutes old 𝐴3 and 𝐴5 with 𝐴𝑛𝑒𝑤

3 and 𝐴𝑛𝑒𝑤
5 respectively.

5. else
6. 𝑆𝐶 terminates the session.
7. end if

Algorithm 5: Algorithm of update password in Sureshkumar et al.’s protocol
3.8. Sensor Node Addition
When a sensor node is hacked by an attacker or loses its battery capacity, a new sensor node must be installed. The
procedure for installing a new sensor node is outlined below.
SA chooses a new identity 𝑆𝑁𝑛𝑒𝑤

𝐼𝐷𝑘
for the sensor node 𝑆𝑁𝑛𝑒𝑤

𝐾 and calculates a secret value as follows: 𝑆𝑆𝑁 𝑘
=

ℎ(𝑆𝑆𝐴‖𝑆𝑁𝑛𝑒𝑤
𝐼𝐷𝑘

) and saves ⟨𝑆𝑁𝐼𝐷𝑘
, 𝑆𝑆𝑁 𝑘

⟩ into the memory of both the gateway node 𝐺𝑊𝑗 and the sensor node
𝑆𝑁𝑘.

4. Sureshkumar et al.’s Protocol Cryptanalysis
Sureshkumar et al. (2019) asserted that their scheme is safe and effective. However, as shown below, their protocol
lacks the requisite resistance against traceability, integrity contradiction, and de-synchronization attacks.
4.1. Ttraceability attack
Patient anonymity and untraceability are critical considerations when developing an authentication protocol. If the
patient’s anonymity is compromised, the attacker can obtain personal sensitive information such as the medical record,
movement patterns, social circle, and current location. Untraceability is also a security feature that ensures the server
or adversary cannot determine which user is interacting with the gateway and sensor nodes. This concept can also be
applied to gateways and sensors. Figure 5 also depicts an example of a traceability attack’s concept. In the traceability
attack against Sureshkumar et al.’s protocol, the attacker follows the steps below and will trace the user based on the
information gathered from the exchanged messages in the protocol. The traceability attack against Sureshkumar et
al.’s protocol is done as follows:

1. An adversary eavesdrops and saves the message 𝑀1 = ⟨𝐴7, 𝐴9, 𝐴10, 𝑇1⟩.
2. As mentioned in Sureshkumar et al. protocol, the value 𝐴10 is 𝐴10 = 𝐴9⊕𝐴6, so 𝐴6 = 𝐴10⊕𝐴9. On the other

hand, according to phases of protocol 𝐴6 is computed as 𝐴6 = 𝐴∗
2 ⊕𝐴4 where 𝐴4 and 𝐴∗

2 are respectively 𝐴4 =
𝑆𝐺𝑊 𝑗

.𝑃 , and𝐴∗
2 = ℎ(𝐻𝐼𝐷𝑖‖𝑆𝐺𝑊 𝑗

).𝑃 . Therefore, 𝐴6 will be 𝐴6 = 𝐴∗
2⊕𝐴4 = ℎ(𝐻𝐼𝐷𝑖‖𝑆𝐺𝑊 𝑗

).𝑃 ⊕𝑆𝐺𝑊 𝑗
.𝑃 ,

After calculating it, the attacker can understand that it is a constant value related to fixed information obtained
from the protocol steps. As a result, by obtaining 𝐴6 from the protocol messages, i.e., 𝐴9 and 𝐴10, the user can
be identified, because 𝐴6 = 𝐴10 ⊕𝐴9 with a success probability of "1."

Therefore, we demonstrated that Sureshkumar et al.’s protocol does not resist traceability attack. In Section 5.3, we
will show how the proposed protocol in this paper i.e. ECCbAS solves vulnerability against the traceability attack.
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Figure 5: An example of traceability attack

.

4.2. Integrity Contradiction Attack
Any change in communication must be perceived by the recipient side of the message to be a violation of integrity.
Figure 6 shows an example of integrity contradiction attack. The attacker can jeopardize the integrity of Sureshkumar et
al.’s protocol by performing the following actions:

1. The message 𝑀1 = ⟨𝐴7, 𝐴9, 𝐴10, 𝑇1⟩ is eavesdropped and attained by the adversary.
2. The adversary converts 𝐴9 and 𝐴10 to 𝐴∕

9 = 𝐴9 ⊕ Δ and 𝐴∕
10 = 𝐴10 ⊕ Δ respectively where Δ is an arbitrary

value.
3. The adversary sends the values 𝐴∕

9 and 𝐴∕
10 to the gateway node instead of 𝐴9 and 𝐴10.

4. 𝐺𝑊𝑗 computes 𝐴∗
4, 𝐴∗

8, and 𝐴∗∗
2 after receiving 𝐴∕

9 and 𝐴∕
10 from the 𝑈𝑖. It is clear that the 𝐺𝑊𝑗 is unable to

detect any changes in 𝐴∗∗
2 and 𝐴∗

8 because the arbitrary value (Δ) will be removed with the exclusive-or operation
after calculating 𝐴∗∗

2 = 𝐴∕
9 ⊕Δ⊕𝐴∕

10 ⊕Δ⊕𝐴4. As a result, the 𝐴∗
7 relationship is established. Changes in 𝐴∗

8have a direct effect on 𝐴11. Also, there is an 𝐴11 effect on the 𝑠𝑘 on the sensor side. Consequently, the key on
the 𝑆𝑁𝑘 side will be 𝑠𝑘 = 𝑟𝑠 ⋅𝐴′

11 while 𝐴′
11 is a differnt value from original 𝐴11 value, resulting in a different

secret key between the sensor, the gateway, and the user.
As a result, the gateway node and the sensor node are not aware of these changes. While all protocol parties should

be able to evaluate the message integrity, any changes in the sent message must be noticed by the other party to the
protocol. The reason for this problem is that the correctness of these messages is not checked at all on the recipient side
of the message. The success probability of this attack is one, and its complexity is only one protocol run. In addition,
we solve vulnerability against integrity contradiction attack with some changes in Sureshkumar et al.’s protocol that
can be seen in Section 5.3.
4.3. De-synchronization attack
De-synchronization attack can be accomplished, for example, by executing actions that cause the shared secret val-
ues on the connection’s parties to be timed to different values, resulting in a departure from concurrency together.
M.R. Servati and M. Safkhani: Preprint submitted to Elsevier Page 13 of 33
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Figure 6: An example of Integrity Contradiction Attack

Figure 7 is an example of a de-synchronization attack. The adversary only needs to do the following to launch a
de-synchronization attack against Sureshkumar et al.’s protocol:

1. The adversary eavesdrops 𝑀2 = ⟨𝐴12, 𝐴11, 𝐴15, 𝐴16, T2⟩ and 𝐴11 which is 𝐴11 = 𝑟𝑔 .𝐴∗
8.

2. Since, according to Sureshkumar et al.’s protocol steps, it can be seen that the integrity of 𝐴11 is not checked
by the sensor node, so if instead of 𝐴11 in the message, the attacker changed 𝐴11 to 𝐴∕

11 = 𝐴11 ⊕ Δ∕ where Δ∕

is an arbitrary value, then the secret key calculated in the sensor node will be as 𝑠𝑘 = 𝑟𝑠.𝐴
∕
11 = 𝑟𝑠.(𝐴11 ⊕ Δ∕).

After that the sensor node sends 𝐴19 = 𝑟𝑠.𝐴8 to the 𝐺𝑊𝑗 .
3. Now if the adversary also changes 𝐴19 to 𝐴∕

19 = 𝐴19 ⊕ Δ∕∕ where Δ∕∕ is an arbitrary value, and sends 𝐴∕∕
19 to

the gateway node, eventually the secret key in the gateway node will be 𝑠𝑘 = 𝑟𝑔 .𝐴
∕
19, so it can be seen that the

secret key in gateway node is different from the secret key at the other side of the sensor node.
4. Similarly, if the adversary also changes 𝐴17 to 𝐴∕

17 = 𝐴17⊕Δ∕∕∕, the key on the user side becomes 𝑠𝑘 = 𝑟𝑢.𝐴
∕
17in which case the key will differ on the three sides of the protocol.

Therefore, the Sureshkumar et al.’s protocol is not resistant to the above-explained de-synchronization attack. The suc-
cess probability of this attack is one, and its complexity is only one protocol run. Furthermore, we solve vulnerability
against this attack with some changes that can be seen in Section 5.4.

5. Proposed scheme: ECCbAS
In this section, we address the security flaws in the Sureshkumar et al.’s protocol, which led to the proposal of a
new security protocol for the cloud-based healthcare system known as ECCbAS. Our goal in this section has been to
improve the protocol’s security issues rather than to create a completely new protocol from scratch. As a result, the
primary structure of Sureshkumar et al.’s protocol has been retained in the proposed protocol. Similar to Sureshkumar
et al.’s protocol, our proposed protocol (ECCbAS) includes a registration phase for sensor nodes (𝑆𝑁𝐾 ) and gateway

M.R. Servati and M. Safkhani: Preprint submitted to Elsevier Page 14 of 33
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Figure 7: An example of a de-synchronization attack

.

Table 3
Common and secret values between entities in ECCbAS

User Gateway node sensor node
𝐴4 𝐴4 -
- 𝐺𝑊𝐼𝐷 𝑗

𝐺𝑊𝐼𝐷 𝑗

𝑟𝑢 𝑟𝑔 𝑟𝑠
𝑆𝑆𝑁𝐾

𝑆𝑆𝑁𝐾
𝑆𝑁𝐼𝐷𝐾

𝑆𝑁𝐼𝐷𝐾
𝑆𝑁𝐼𝐷𝐾

- 𝐴14 𝐴∗
14

- 𝐴∗
17 𝐴17

nodes (𝐺𝑊𝑗) 2) User registration phase 3) Login and authentication phase and 4) phase of password change. The
sensor addition phase of the ECCbAS is identical to that of Sureshkumar et al.’s protocol, which we omit to avoid
repetition. Table 3 illustrates, some protocol values are kept secret and common among entities in ECCbAS.
5.1. Gateway and sensor node registration phase
The gateways (GW) and sensor nodes (SN) are entities that must be manually enrolled. The System Administrator
(SA) accomplishes this phase by following the steps articulated below to enroll them.

1. SA chooses a 𝐺𝑊𝐼𝐷𝑗
identity for 𝐺𝑊𝑗 , after that it computes and stores the value 𝑆𝐺𝑊 𝑗

= ℎ(𝑆𝑆𝐴‖𝐺𝑊𝐼𝐷𝑗
) in

its database. Furthermore, SA stores ⟨𝐺𝑊𝐼𝐷𝑗
, 𝑆𝐺𝑊 𝑗

, 𝐴4 = 𝑆𝐺𝑊𝑗
.𝑃 ⟩ in the memory of the gateway GW𝑗 .

2. The SA determines an identity 𝑆𝑁𝐼𝐷𝐾
for the 𝐾 𝑡ℎ sensor node and calculates 𝑆𝑆𝑁𝐾

= ℎ(𝑆𝑆𝐴‖𝑆𝑁𝐼𝐷𝑘
) then

keeps ⟨𝑆𝑁𝐼𝐷𝑘
, 𝑆𝑆𝑁 𝑘

⟩ and also stores this value in both sensor node and gateway node. The SA also stores
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𝐺𝑊𝐼𝐷𝑗
in the memory of sensor node. The sensor node and gateway registration method are expressed in

Algorithm 6.

Data: Information to be stored in entities memories.
Result: Registering sensors and gateway nodes

1: SA chooses identity GW𝐼𝐷𝑗
for GW𝑗 .

2: SA computes 𝑆𝐺𝑊 𝑗
= ℎ(𝑆𝑆𝐴‖𝐺𝑊𝐼𝐷𝑗

) and saves it in its database in touch to 𝐺𝑊𝑗 .
3. Furthermore, SA stores ⟨𝐺𝑊𝐼𝐷𝑗

, 𝑆𝐺𝑊 𝑗
, 𝐴4 = 𝑆𝐺𝑊𝑗

.𝑃 ⟩ in the memory of the gateway GW𝑗 .
4: SA chooses an identity 𝑆𝑁𝐼𝐷𝐾

for the 𝐾 𝑡ℎ sensor node SN𝐾 .
5: SA computes S𝑆𝑁 𝑘

= ℎ(𝑆𝑆𝐴‖𝑆𝑁𝐼𝐷𝐾
).

6: SA saves ⟨𝑆𝑁𝐼𝐷𝑘
, 𝑆𝑆𝑁𝐾

⟩ in the memory of both 𝐺𝑊𝑗 and 𝑆𝑁𝐾 .
7: The SA also stores 𝐺𝑊𝐼𝐷𝑗

in the memory of sensor node.

Algorithm 6: ECCbAS’s procedure for sensors and gateway nodes registration
5.2. User registration phase
A legitimate user is granted access to the detected data after successful user authentication. This event occurs when
the gateway node reads the sensor’s observed data, and the process of user registration is discussed further below:
1) The user 𝑈𝑖 selects 𝐼𝐷𝑖, 𝑃𝑊𝑖, and computes its bio hashing 𝑏𝑖 = 𝐻(𝐵𝑖) with its identity 𝐼𝐷𝑖 and password 𝑃𝑊𝑖.After that 𝑈𝑖 also computes 𝐻𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖‖𝑏𝑖) and 𝐻𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖‖𝑏𝑖) , and then sends ⟨𝐻𝐼𝐷𝑖, 𝐻𝑃𝑊𝑖, 𝐺𝑊𝐼𝐷𝑗

)
to SA.
2) Once received the message, SA calculates 𝐴1, 𝐴2, 𝐴3 and 𝐴4 as 𝐴1 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝑊𝑖),𝐴2 = ℎ(𝐻𝐼𝐷𝑖‖𝑆𝐺𝑊 𝑗

),
𝐴3 = 𝐴2 ⊕ 𝐴1, 𝐴4 = 𝑆𝐺𝑊 𝑗

.𝑃 , and then creates the SC=⟨𝐴3, 𝐴4, ℎ(.), 𝑃 ⟩ and sends it to the user through a secure
channel.
3) The user computes 𝐻𝑃𝐼𝐷𝑖 = ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊𝑖), 𝐴5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑖), 𝐴∗

2 = 𝐴3 ⊕𝐴1, and 𝐴6 = 𝐴∗
2 ⊕𝐴4 after

obtaining the smart card SC from SA.
The user smart card is SC=⟨𝐴3,𝐴5,𝐴6,ℎ(.), 𝑃 ⟩ after replacing 𝐴4 with 𝐴6 in the smart card and storing 𝐴5.
5.3. Login phase
As previously stated, a user wishing to obtain sensing data from a sensor 𝑆𝑁𝑘 must do the following via the gateway
node. The details of this phase are explained below, and the procedure shows how the mentioned attacks can be solved
with our improvements:

1. The user inputs his/her SC and enters 𝐼𝐷𝑖, 𝑃𝑊𝑖 with the biometric 𝐵𝑖.
2. Then, 𝐻𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖‖𝑏𝑖) and 𝐻𝑃𝐼𝐷𝑖 = ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊𝑖) are calculated by the smart card. After that, the smart

card computes 𝐴∗
5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑖) and checks whether 𝐴∗

5
?
= 𝐴5, if this equality does not hold, the session

is terminated; otherwise, SC selects a random number 𝑟𝑢 ∈ 𝐹𝑞 and calculates: 𝐻𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖‖𝑏𝑖), 𝐴∗
1 =

ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝑊𝑖), 𝐴2 = 𝐴3⊕𝐴∗
1 = ℎ(𝐻𝐼𝐷𝑖‖𝑆𝐺𝑊 𝑗

),𝐴4 = 𝐴6⊕𝐴2, 𝐴8 = 𝑟𝑢.𝑃 ,𝐴7 = (𝐴2‖𝐻𝐼𝐷𝑖‖𝑆𝑁𝐼𝐷𝑘
)⊕

𝑟𝑢.𝐴4, and 𝐴9 = ℎ(𝐴7‖𝐴8‖𝑇1), where T1 represents the current timestamp.
3. Finally, the SC transfers the login message 𝑀1 = ⟨𝐴7, 𝐴8, 𝐴9, 𝑇1⟩ to the 𝐺𝑊𝑗 node. In addition, Algorithms 7

shows the summary of user login procedure of ECCbAS.
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Data: 𝑈𝑖 Enters his or her own 𝑆𝐶 into the terminal, along with personal information such as ⟨𝐼𝐷𝑖, 𝑃𝑊𝑖, 𝐵𝑖⟩
Result: User login

1. 𝑈𝑖 inserts his/her own 𝑆𝐶 and enters its 𝐼𝐷𝑖, 𝑃𝑊𝑖, and 𝐵𝑖.
2. 𝑆𝐶 computes 𝑏𝑖,𝐻𝐼𝐷𝑖,𝐻𝑃𝐼𝐷𝑖, 𝐴∗

5.
3. 𝑆𝐶 checks whether 𝐴∗

5
?
= 𝐴5

If this equality is incorrect, 𝑆𝐶 will terminate the protocol; otherwise, 𝑆𝐶 selects 𝑟𝑢 and calculates
𝐻𝑃𝑊𝑖,𝐴∗

1, 𝐴2,𝐴4, 𝐴7, 𝐴8, 𝐴9.
4. At the end, SC transmits 𝑀1 = ⟨𝐴7, 𝐴8, 𝐴9, 𝑇1⟩ to the 𝐺𝑊𝑗 .

Algorithm 7: The user login procedure in the ECCbAS
5.4. Authentication phase
The goal of this step is to authenticate the protocol entities as well as to generate a shared secret key between the user,
the gateway, and the sensor node. The steps below demonstrate how to accomplish this:

1. 𝑈𝑖 → 𝐺𝑊𝑗After receiving login message request, the gateway node 𝐺𝑊𝑗 calculates the time delay Δ𝑇 = 𝑇2 − 𝑇1 by using
the gateway node’s timestamp 𝑇 2, and if the time delayΔ𝑇 is not sensible, the login and authentication procedure
fails. If the time delay is acceptable, 𝐺𝑊𝑗 obtains 𝐴∗

2‖𝐻𝐼𝐷∗
𝑖 ‖𝑆𝑁∗

𝐼𝐷𝑘
through computing 𝐴7⊕𝐴8.𝑆𝐺𝑊 𝑗

. Then
it determines whether 𝐴∗

2
?
= ℎ(𝐻𝐼𝐷∗

𝑖 ‖𝑆𝐺𝑊 𝑗
). If so, it checks whether 𝐴9

?
= ℎ(𝐴7‖𝐴8‖𝑇1). If it is ok, 𝐺𝑊𝑗

chooses a random number 𝑟𝑔 ∈ 𝐹𝑞 and calculates: 𝐴11 = 𝑟𝑔 .𝐴8 = 𝑟𝑢.𝑟𝑔 .𝑃 , 𝐴12 = 𝑟𝑔 .𝑃 , 𝐴13 = ℎ(𝑆𝑆𝑁 𝑘
).𝐴12,

𝐴14 = ℎ(𝐺𝑊𝐼𝐷𝑗
‖𝑆𝑆𝑁 𝑘

).𝑃 , 𝐴15 = ℎ(𝐴14‖𝐴12‖𝐴11‖𝐴16‖𝑇2), and 𝐴16 = 𝐴8 ⊕ 𝐴13. Then 𝐺𝑊𝑗 sends
𝑀2 = ⟨𝐴12, 𝐴11, 𝐴15, 𝐴16, 𝑇2⟩ to the 𝑆𝑁𝑘.

2. 𝐺𝑊𝑗 → 𝑆𝑁𝑘When the sensor node 𝑆𝑁𝑘 receives 𝑀2 message from the gateway node, confirms the time delay of Δ𝑇 =
𝑇3 − 𝑇2 by its own timestamp, and if the time delay Δ𝑇 is incorrect, the protocol is terminated. Otherwise
the sensor node 𝑆𝑁𝑘 calculates 𝐴∗

14 = ℎ(𝐺𝑊𝐼𝐷𝑗
‖𝑆𝑆𝑁 𝑘

).𝑃 , 𝐴∗
15 = ℎ(𝐴∗

14‖𝐴12‖𝐴11‖𝐴16‖𝑇2), and checks
whether 𝐴∗

15
?
= 𝐴15. If this equality holds, the 𝑆𝑁𝑘 chooses a random number 𝑟𝑠 ∈ 𝐹𝑞 and computes

𝐴17 = 𝑟𝑠.𝐴12, 𝐴18 = ℎ(𝐴17‖𝑆𝑆𝑁𝐾
‖𝐴19‖𝐴20‖𝑇3), 𝐴∗

13 = ℎ(𝑆𝑆𝑁 𝑘
).𝐴12, 𝐴∗∗

8 = 𝐴16 ⊕ 𝐴∗
13, 𝐴19 = 𝑟𝑠.𝐴∗∗

8 ,
and 𝐴20 = 𝑟𝑠.𝑃 . Following this phase, the 𝑆𝑁𝑘 calculates the session key as 𝑠𝑘 = 𝑟𝑠.𝐴11 and sends the mes-
sage 𝑀3 = ⟨𝐴19, 𝐴18, 𝐴20, 𝑇3⟩ to the 𝐺𝑊𝑗 .

3. 𝑆𝑁𝑘 → 𝐺𝑊𝑗After receiving 𝑀3 from the sensor node 𝑆𝑁𝑘, the 𝐺𝑊𝑗 verifies delay Δ𝑇 = 𝑇4 − 𝑇3 by its own timestamp
𝑇4, and if this time delay Δ𝑇 is not correct, the gateway node rejects the procedure. Otherwise, it computes
𝐴∗
17 = 𝑟𝑔 .𝐴20 and checks whether 𝐴∗

18 = ℎ(𝐴∗
17‖𝑆𝑆𝑁 𝑘

‖𝐴19‖𝐴20‖𝑇3) ?
= 𝐴18. If so, then the 𝐺𝑊𝑗 node com-

putes 𝐴21 = ℎ(𝐻𝐼𝐷∗
𝑖 ‖𝐴∗

17‖𝐴8‖𝐴4‖𝑇4) and sends message 𝑀4=⟨𝐴∗
17, 𝐴21,T4⟩ to the user. Furthermore, the

gateway node computes the session key as 𝑠𝑘 = 𝑟𝑔 .𝐴19.

4. 𝐺𝑊𝑗 → 𝑈𝑖Following the receipt of message𝑀4 from the gateway𝐺𝑊𝑗 node, the user computes𝐴∗
21 = ℎ(𝐻𝐼𝐷𝑖‖𝐴∗

17‖𝐴8‖𝐴4‖𝑇4)
and checks whether 𝐴∗

21
?
= 𝐴21. If so, the 𝑈𝑖 will calculate the session key as 𝑠𝑘 = 𝑟𝑢.𝐴∗

17.
The process of ECCbAS’s login and authentication protocol is shown in Figure 8. Furthermore, Algorithms 8 shows
the summary of the user authentication procedure of the ECCbAS.

M.R. Servati and M. Safkhani: Preprint submitted to Elsevier Page 17 of 33



Jo
ur

na
l P

re
-p

ro
of

Journal Pre-proof

ECCbAS: An ECC based authentication scheme for healthcare IoT systems

 

 

 

 

 

Input𝑠 𝐼𝐷𝑖 , 𝑃𝑊𝑖 , 𝐵𝑖  
Calculates 𝑏𝑖 = 𝐻(𝐵𝑖) 
𝐻𝐼𝐷𝑖 =  ℎ(𝐼𝐷𝑖 ||𝑏𝑖) 
𝐻𝑃𝐼𝐷𝑖 = ℎ(𝐻𝐼𝐷𝑖||𝑃𝑊𝑖) 
𝐴5

∗ = ℎ(𝐻𝐼𝐷𝑖||𝐻𝑃𝐼𝐷𝑖) 
Verifies 𝐴5

∗ = 𝐴5 
Generates 𝑟𝑢 ∈  𝐹𝑞   
Calculates 𝐻𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ||𝑏𝑖) 
𝐴1

∗ = ℎ(𝐻𝐼𝐷𝑖||𝐻𝑃𝑊𝑖 ) 
𝐴2 = 𝐴3 ⊕ 𝐴1

∗ = ℎ(𝐻𝐼𝐷𝑖||𝑆𝐺𝑊𝑗
) 

Calculates 𝐴4 = A6 ⊕ 𝐴2 

𝐴8 = 𝑟𝑢. 𝑃 
𝐴7 = (𝐴2||𝐻𝐼𝐷𝑖||𝑆𝑁𝐼𝐷𝑘

) ⊕ 𝑟𝑢. 𝐴4 

𝐴9 = ℎ(𝐴7||𝐴8||𝑇1) 

 

/SC iUser U 

 

jGateway node GW 

 

 k Sensor node SN  

 

Checks |𝑇2 − 𝑇1| < ∆𝑇 

Obtains (𝐴2
∗||𝐻𝐼𝐷𝑖

∗||𝑆𝑁𝐼𝐷𝑘

∗
) =

𝐴7 ⊕ 𝐴8. 𝑆𝐺𝑊𝑗
 

Verifies 𝐴2
∗ = ℎ(𝐻𝐼𝐷𝑖

∗
||𝑆𝐺𝑊𝑗

) 

Verifies 𝐴9
∗ = ℎ(𝐴7||𝐴8||𝑇1) 

If ok, chooses  𝑟𝑔 ∈  𝐹𝑞 

Calculates A11 = rg. 𝐴8 

A12 = rg. P 

A13 = h(SSNk
). A12 

A14 = h(GWIDj
||SSNK

). P 

A16 = 𝐴8 ⊕ A13 
A15 = h(A14||A12||A11||A16||𝑇2) 

 

𝑀2 = 〈𝐴7, 𝐴8, 𝐴9, 𝑇1〉 

 

𝑀2 = 〈𝐴12, 𝐴11, 𝐴15, 𝐴16, 𝑇2〉 |𝑇3 − 𝑇2| < ∆𝑇 Checks  
Verifies 𝐴14

∗ = h(GWIDj
||SSNK

). P 

𝐴15
∗ = h(𝐴14

∗ ||A12||A11||𝐴16||𝑇2) 

𝐴15
∗ = 𝐴15 Verifies 

Chooses  𝑟𝑠 ∈  𝐹𝑞 

Calculates A17 = rs. A12 

𝐴13
∗ = h(SSNk

). A12  

A8
∗∗ = A16 ⊕ A13

∗
  

A19 = rs. A8
∗∗ 

𝐴20 = 𝑟𝑠 . 𝑃 
A18 = h(A17||SSNK

||A19||𝐴20||T3) 

𝑠𝑘 = 𝑟𝑠 . 𝐴11 

𝑀3 = 〈𝐴19, 𝐴18, 𝐴20, 𝑇3〉 |𝑇4 − 𝑇3| < ∆𝑇 Checks  
Verifies 𝐴17

∗ = 𝑟𝑔 . 𝐴20 

𝐴18
∗ = h(𝐴17

∗ ||SSNK
||A19||𝐴20||T3) 

𝑉𝑒𝑟𝑖𝑓𝑖𝑒𝑠 𝐴18
∗ = 𝐴18 

Calculates 𝐴21 = ℎ(𝐴17
∗ ||𝐴8||𝐴4||𝐻𝐼𝐷𝑖

∗||𝑇4) 
𝑠𝑘 = 𝑟𝑔 . 𝐴19 

 

𝑀4 = 〈𝐴17
∗ , 𝐴21, 𝑇4〉 

|𝑇5 − 𝑇4| < ∆𝑇 Checks  
A21

∗ = ℎ(𝐴17
∗ ||𝐴8||𝐴4||𝐻𝐼𝐷𝑖||𝑇5) 

Verifies 𝐴21
∗ = 𝐴21 

𝑠𝑘 = 𝑟𝑢. 𝐴17
∗

 

Figure 8: The login and authentication phase of ECCbAS over a public channel
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Data: 𝑀1 = ⟨𝐴7, 𝐴8, 𝐴9, 𝑇1⟩
Result: Authenticate the user

1. 𝐺𝑊𝑗 receives 𝑀1 = ⟨𝐴7, 𝐴8, 𝐴9, 𝑇1⟩ from 𝑈𝑖.
2. After checking timestamp by 𝐺𝑊𝑗 , the 𝐺𝑊𝑗 obtains 𝐴∗

2,𝐻𝐼𝐷∗
𝑖 , 𝑆𝑁∗

𝐼𝐷𝑘
as 𝐴7 ⊕𝐴8.𝑆𝐺𝑊𝑗

.
3. 𝐺𝑊𝑗 checks whether 𝐴∗

2
?
= ℎ(𝐻𝐼𝐷∗

𝑖 ‖𝑆𝐺𝑊𝑗
)

If this equality is not sensible, the 𝐺𝑊𝑗 will terminate the protocol; otherwise it checks whether
𝐴9

?
= ℎ(𝐴7‖𝐴8‖𝑇1). If it is ok, 𝐺𝑊𝑗 selects 𝑟𝑔 and calculates𝐴11, 𝐴12, 𝐴13, 𝐴14, 𝐴15 and 𝐴16.

4. 𝐺𝑊𝑗 sends 𝑀2 to 𝑆𝑁𝑘.
5. After receiving 𝑀2 from 𝐺𝑊𝑗 , 𝑆𝑁𝑘 checks timestamp and calculates 𝐴∗

14 and 𝐴∗
15.

6. 𝑆𝑁𝐾 checks whether 𝐴∗
15

?
= 𝐴15

If this equality was wrong, 𝑆𝑁𝑘 will terminate the protocol; otherwise, it chooses 𝑟𝑠 and computes
𝐴17, 𝐴18, 𝐴∗

13, 𝐴∗∗
8 , 𝐴19, 𝐴20 and secret key (𝑠𝑘).

7. 𝑆𝑁𝑘 transmits 𝑀3 to 𝐺𝑊𝑗 .
8. After getting the message 𝑀3 from 𝑆𝑁𝑘, 𝐺𝑊𝑗 checks timestamp and computes 𝐴∗

17 and 𝐴∗
18.

9. 𝐺𝑊𝑗 checks whether 𝐴∗
18

?
= 𝐴18

If this equality is not correct, 𝑆𝑁𝑘 will terminate the protocol; otherwise, it calculates 𝐴∗
21 and secret key

(𝑠𝑘).
10. 𝐺𝑊𝑗 sends 𝑀4 to 𝑈𝑖.
11. After obtaining 𝑀4 from 𝐺𝑊𝑗 , 𝑈𝑖 checks timestamp and computes 𝐴∗

21.
12. 𝑈𝑖 checks whether 𝐴∗

21
?
= 𝐴21

If this equality was not true, 𝑈𝑖 will terminate the protocol; otherwise, it computes secret key(𝑠𝑘).

Algorithm 8: The authentication procedure in the ECCbAS

5.5. Update Password
To increase security, passwords must be changed periodically. For this purpose, the following steps are considered in
the ECCbAS:

1. 𝑈𝑖 inputs his smart card into the terminal and enters his 𝐼𝐷𝑖, 𝑃𝑊𝑖 with his biometric 𝐵𝑖.
2. A smart card (𝑆𝐶) calculates 𝑏𝑖 = 𝐻(𝐵𝑖),𝐻𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖‖𝑏𝑖) and𝐻𝑃𝐼𝐷=ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊𝑖). 𝑆𝐶 also calculates

𝐴∗
5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑖) and checks whether 𝐴∗

5
?
= 𝐴5. When the equality is not true, 𝑆𝐶 terminates the

session; otherwise, the 𝑆𝐶 allows 𝑈𝑖 to enter a new password.
3. 𝑃𝑊 𝑛𝑒𝑤

𝑖 is the user’s new password, which he enters into the SC.
4. The smart card calculates 𝐻𝑃𝐼𝐷𝑛𝑒𝑤

𝑖 = ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊 𝑛𝑒𝑤
𝑖 ), 𝐴𝑛𝑒𝑤

1 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝑊 𝑛𝑒𝑤
𝑖 ), 𝐴𝑛𝑒𝑤

3 = (𝐴3⊕𝐴1)⊕
𝐴𝑛𝑒𝑤
1 , and 𝐴𝑛𝑒𝑤

5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑛𝑒𝑤
𝑖 ).

Finally, the 𝑆𝐶 replaces 𝐴3 and 𝐴5 with 𝐴𝑛𝑒𝑤
3 and 𝐴𝑛𝑒𝑤

5 respectively. Algorithm 9 shows how the password is updated
in the ECCbAS.
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Data: Personality information such as ⟨ 𝐼𝐷𝑖, 𝑃𝑊𝑖, 𝐵𝑖⟩
Result: Update password

1. 𝑈𝑖 inserts his smart card and enters 𝐼𝐷𝑖, 𝑃𝑊𝑖, and his biometric 𝐵𝑖.
2. 𝑆𝐶 calculates 𝑏𝑖 = 𝐻(𝐵𝑖), 𝐻𝐼𝐷𝑖 = ℎ(𝐼𝐷𝑖‖𝑏𝑖) and 𝐻𝑃𝐼𝐷𝑖 = ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊𝑖).
3. 𝑆𝐶 also calculates 𝐴∗

5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑖)
4. if(𝐴∗

5 == 𝐴5) then
(a) 𝑈𝑖 enters a new password using his SC.
(b) 𝑈𝑖 enters his new password 𝑃𝑊 𝑛𝑒𝑤

𝑖 into 𝑆𝐶 .
(c) 𝑆𝐶 calculates 𝐻𝑃𝐼𝐷𝑛𝑒𝑤

𝑖 = ℎ(𝐻𝐼𝐷𝑖‖𝑃𝑊 𝑛𝑒𝑤
𝑖 ), 𝐴𝑛𝑒𝑤

1 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝑊 𝑛𝑒𝑤
𝑖 ),

𝐴𝑛𝑒𝑤
3 = (𝐴3 ⊕𝐴1)⊕𝐴𝑛𝑒𝑤

1 , 𝐴𝑛𝑒𝑤
5 = ℎ(𝐻𝐼𝐷𝑖‖𝐻𝑃𝐼𝐷𝑛𝑒𝑤

𝑖 )
(d) 𝑆𝐶 substitutes old 𝐴3 and 𝐴5 with 𝐴𝑛𝑒𝑤

3 and 𝐴𝑛𝑒𝑤
5 respectively.

5. else
6. 𝑆𝐶 terminates the session.
7. end if

Algorithm 9: Algorithm of update password in the ECCbAS

6. ECCbAS Security Analysis
6.1. Informal security analysis
6.1.1. Anonymity
The identity of user 𝐼𝐷𝑖 is protected in all exchanged messages i.e. 𝑀1, 𝑀2, 𝑀3 and 𝑀4 of the proposed protocol
using a cryptographic one-way hash function. Furthermore, during the registration phase, the user submits his 𝐼𝐷𝑖 to
the system administrator after masking it with his/her biometric 𝑏𝑖 using the hash function, so an insider can’t obtain
the user’s identity. Thus the user’s identity 𝐼𝐷𝑖 will not be revealed if an adversary tries to deduce this from the
exchanged messages 𝐻𝐼𝐷𝑖, 𝐴3, and 𝐴5. Because they are masked using hash functions with additional unknown
secrets 𝑏𝑖, 𝑆𝐺𝑊 𝑗

, and 𝐻𝑃𝐼𝐷𝑖. Moreover, checking the correctness of the guessed 𝐼𝐷𝑖 is extremely difficult. As a
result, the attacker seems to have no means of confirming the user’s 𝐼𝐷𝑖 or guessing it. Therefore, ECCbAS protects
the anonymity of its users.
6.1.2. Off-line password guessing attack
All exchanged messages are protected using a one-way hash function with the user’s password 𝑃𝑊𝑖. Because the user
submits his 𝑃𝑊𝑖 to 𝑆𝐴 after masking it with his/her biometric with the hash function during the registration phase, the
insider cannot determine the user’s password. Because the masking of 𝑃𝑊𝑖 requires additional secrets 𝑏𝑖, 𝑆𝐺𝑊 𝑗

, and
𝐻𝑃𝐼𝐷𝑖 when using the hash function, it is extremely difficult to verify the consistency of the predicted 𝑃𝑊𝑖. As a
result, the attacker has no way of obtaining or guessing the password 𝑃𝑊𝑖, making ECCbAS effective against off-line
password guessing attacks.
6.1.3. Man In the Middle attack
When a protocol party is the target of a MITM attack, the adversary establishes separate connections with them and
relays communications between them. Assume the attacker disrupts one of the initiator’s messages, such as 𝑀1. The
attacker should then generate a new message with the timestamp 𝑇1 and a random number. The message 𝑀1 should
have the 𝑀1 = ⟨𝐴7, 𝐴8, 𝐴9, 𝑇1⟩ structure, where 𝐴7 = (𝐴2‖𝐻𝐼𝐷𝑖‖𝑆𝑁𝐼𝐷𝑘

)⊕ 𝑟𝑢.𝐴4 is protected by 𝐻𝐼𝐷𝑖 and 𝐴2.
𝐴2 also equals to ℎ(𝐻𝐼𝐷𝑖‖𝑆𝐺𝑊𝑗

). As a result, because the attacker is unable to recognize or guess the secret values
i.e. 𝐻𝐼𝐷𝑖 or 𝑆𝐺𝑊𝑗

, s/he is unable to generate such 𝑀1 = ⟨𝐴7, 𝐴8𝐴9, 𝑇1⟩ messages. As a result, the proposed scheme
is secure and resistant to all types of man in the middle attacks.
6.1.4. Privileged insider attack
A privileged insider on the 𝑆𝐴 side can have access to the data about user 𝑈𝑖. The attacker is unable to guess the user
identity 𝐼𝐷𝑖 despite having all of the registration details, including 𝐻𝐼𝐷𝑖, 𝐻𝑃𝑊𝑖, and 𝐺𝑊𝐼𝐷𝑗

. Because the user’s
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𝑃𝑊𝑖 and biometric 𝑏𝑖, which cannot be deduced from 𝐻𝐼𝐷𝑖, 𝐻𝑃𝑊𝑖, or 𝐺𝑊𝐼𝐷𝑗
, are used to protect it.

6.1.5. Stolen smart card attack
If an attacker obtains all of the information in a user’s smart cart 𝑆𝐶 after registration, the attacker knows 𝐴3, 𝐴4, 𝐴5,
𝐴6, and 𝑃 , but the adversary does not retrieve user’s identity 𝐼𝐷𝑖. Since the user’s identity 𝐼𝐷𝑖 is protected by the
gateway’s master secret 𝑆𝐺𝑊 𝑗

and the attacker cannot calculate it from 𝐴3, 𝐴5 or 𝐴6. Therefore, ECCbAS is resistant
and secure against stolen smart cart attacks.
6.1.6. User impersonation attack
Given an adversary claims to be an honest user and attempts to impersonate another legal user, must construct a valid
login message 𝑀1 =( 𝐴7, 𝐴8, 𝐴9, T1). For this purpose and to calculate 𝐴7, the adversary needs the correct values of
𝐴2 which equals to ℎ(𝐻𝐼𝐷𝑖‖𝑆𝐺𝑊𝑗

) and 𝐻𝐼𝐷𝑖. Since both of these values are unknown to the adversary, s/he cannot
carry out the user impersonation attack. Therefore, ECCbAS also resists against user impersonation attacks.
6.1.7. Gateway node impersonation attack
The message 𝑀2 is transferred from the 𝐺𝑊𝑗 to the 𝑆𝑁𝑘 that includes 𝐴15 = ℎ(𝐴14‖𝐴12‖𝐴11‖𝐴16‖𝑇2), in which
𝐴14 = ℎ(𝐺𝑊𝐼𝐷𝑗

‖𝑆𝑆𝑁 𝑘
).𝑃 consists of the two secret values 𝐺𝑊𝐼𝐷𝑗

and 𝑆𝑆𝑁 𝑘
. However, identifying both secret

values at the same time makes the calculation impossible. Additionally the message 𝑀4 = ⟨𝐴∗
17, 𝐴21, 𝑇4⟩ is passed

on from the 𝐺𝑊𝑖 to the 𝑈𝑖 that includes 𝐴21 = ℎ(𝐻𝐼𝐷∗
𝑖 ‖𝐴∗

17‖𝐴8‖𝐴4‖𝑇4), in which consists of a secret value such as
𝐻𝐼𝐷∗

𝑖 which is unknown to the attacker. Therefore, ECCbAS resists against gateway node impersonation attacks.
6.1.8. Sensor node impersonation attack
Given that the adversary eavesdropped on the 𝑀2 = ⟨𝐴12, 𝐴11, 𝐴15, 𝐴16, 𝑇2⟩ from the 𝐺𝑊𝑗 and tries to impersonate
𝑆𝑁𝐾 . As a result, the adversary must compute the fabricated message𝑀3 = ⟨𝐴𝑑

19, 𝐴
𝑑
18, 𝐴

𝑑
20, 𝑇3⟩where: 𝐴𝑑

17 = 𝑟𝑑𝑠 .𝐴12,
𝐴∗
13 = ℎ(𝑆𝑆𝑁 𝑘

).𝐴12,𝐴∗∗
8 = 𝐴16⊕𝐴13,𝐴𝑑

19 = 𝑟𝑑𝑠 .𝐴
∗∗
8 , and𝐴𝑑

20 = 𝑟𝑑𝑠 .𝑃 ,𝐴𝑑
18 = ℎ(𝐴𝑑

17‖𝑆𝑆𝑁𝐾
‖𝐴𝑑

19‖𝐴𝑑
20‖𝑇3). However,

these calculations need the use of the secret value 𝑆𝑆𝑁 𝑘
, which is unknown to the attacker. As a result, the attacker is

unable to impersonate the 𝑆𝑁𝑘.
6.1.9. Replay attack
Replay attacks are frequently used by attackers to impersonate a user’s identity. Given that the malicious 𝑈𝑖 obtains the
old exchanged messages and sends them to the intended recipient unmodified during the current session, the protocol
that uses timestamp can reject these types of messages sent by the adversary. As a result of the use of timestamps,
ECCbAS is resistant to replay attacks.
6.1.10. Off-line sensor node identity guessing attack
Since the messages 𝑀1, 𝑀2, 𝑀3 and 𝑀4 do not include sensor identity in plain form, an attacker can’t derive or guess
𝑆𝑁𝐼𝐷𝑘

from public messages. Therefore, ECCbAS is secure against off-line sensor node guessing attacks.
6.1.11. Session key computation attack
Overall, the protocol’s session key is used to encrypt messages sent across public channels between entities (our entities
in this case are 𝑈𝑖, 𝐺𝑊𝑗 , and 𝑆𝑁𝑘). The freshness of a session key is its most important feature, implying that it must
be unique for each session. The entities user (𝑈𝑖), gateway nodes (𝐺𝑊𝑗), and sensor nodes (𝑆𝑁𝑘) agree on the session
key 𝑠𝑘 = 𝑟𝑢.𝑟𝑔 .𝑟𝑠.𝑃 , which is based on the secret random numbers 𝑟𝑢, 𝑟𝑔 , and 𝑟𝑠 in the proposed protocol. As a result,
the session key 𝑠𝑘 is generated using new values such as 𝑟𝑢, 𝑟𝑔 , 𝑟𝑠. Furthermore, since the attacker lacks knowledge of
the secret values r𝑢, r𝑔 , and r𝑠, constructing the session key 𝑠𝑘 is impossible. As a result, ECCbAS is impervious to
session key computation attacks.
6.1.12. Denial of service attack (DoS)
DoS attacks are theoretically possible at multiple network layers. However, because our protocol is based on challenge
response, the attack is not possible. The user will always receive a rejection or confirmation message from the sensor
node, ensuring that the obtained response message is genuine and not a DoS attack. Furthermore, because all messages
have timestamps, a replay attack is also impossible. So, ECCbAS resists all kinds of DoS attacks.
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6.1.13. Perfect Secrecy
Given the master secret key of sensor and gateway nodes, the attacker cannot compute all previously used session keys
while still using known information, which is interpreted as forward secrecy in the proposed protocol. Because the
session key is based on the secret random numbers 𝑟𝑢, 𝑟𝑔 , and 𝑟𝑠 generated by the three protocol sides in the session
and the adversary does not have access to those values and also can not retrieve them from previously eavesdropped
messages exchanged because they are all protected using ECC. Similarly, if the adversary knows the master secret key
of sensor and gateway nodes, s/he cannot compute future session keys, resulting in backward secrecy. As a result, the
protocol proposed in this paper achieves perfect secrecy.
6.1.14. Three-party mutual authentication
The proposed authentication protocol’s final goal is to create a session key that allows each entity to communicate
securely with others. The 𝑆𝑁𝑘, 𝐺𝑊𝑗 , and 𝑈𝑖 create a session key 𝑠𝑘, which is then used for their mutual authentication
in the proposed protocol.
6.2. Formal Security Analysis
6.2.1. Through Scyther
Scyther is a formal security protocol verification tool that was developed under the perfect cryptography assumption
by Cremers (2008). This tool can determine a protocol’s security requirements and vulnerabilities. The algorithms
developed in the Scyther tool can provide benefits like:

1. Remarkable accomplishments that have enabled new models for protocol analysis, especially multi-protocol
analysis.

2. A full feature is the powerful production of a finite description of an infinite number of model traces. The Security
Protocol Description Language (SPDL) is used to specify the proposed scheme. The user, gateway, and sensor
roles are described in this specification. Each role has its own sequence of circumstances such as receiving,
sending, announcements, and claiming. Moreover, all claims defined in the Scyther tool are represented in
Table 4.

We evaluate the security of the Sureshkumar et al.’s protocol through Scyther which shows that the Sureshkumar
et al. ’s protocol is not secure. The security verification results of the Sureshkumar et al.’s protocol are shown in
Figure 9, which once again confirms the attacks presented in Section 4. The ECCbAS security confirmation results
through Scyther are shown in Figure 10, which indicates that the ECCbAS fulfils all security requirements and that no
attacks have been discovered. The SPDL implementation of ECCbAS is also shown in Figure 11.
6.2.2. Through ProVerif
The Proverif is a widely used tool for determining whether a cryptographic protocol fulfills the security principles
or not. In this tool, many cryptographic functions are covered, including signatures, bit-commitment, symmetric and
asymmetric encryption, and hash functions. Security objectives, such as communications affirmation and reachability
attributes, can be assessed. For protocol analysis, infinite sessions and message space are modeled, and attack rebuild-
ing is performed if some security characteristics are not fulfilled. In this section, we consider the security of ECCbAS
through ProVerif. The ProVerif declarations of protocol to model ECCbAS and its security objectives, declarations of
the necessary types, names, functions, events, and queries, and also sub-processes (macros), which are accomplished
and processed using these declarations and sub-processes, are depicted in Figure 12 and can be carried out by ProVerif.
The ProVerif security verification results of ECCbAS demonstrate that the security objectives of ECCbAS are met.
Figure 13 shows the security verification results of ECCbAS through the ProVerif tool.
6.2.3. Through BAN logic
In 1990, Burrows, Abadi, and Needham developed a logic-based technique named BAN logic to verify the security
of protocols in a formal approach. The protocols and their security objectives were specified in BAN logic, and it
is derived whether the protocol participants believe the security goals or not. The notations which were used in the
proof are represented in (BAN logic rules) where 𝐴 and 𝐵 represent the protocol participants and 𝑋 and 𝑌 are some
messages or concepts related to the protocol. The notations used for the BAN logic security proof of ECCbAS are
seen in Table 5.
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Figure 9: The security verification results of Sureshkumar et al.’s through Scyther tool

6.3. Used BAN logic rules
This section contains a list of some used BAN logic rules in this paper, which is depicted in Table 6.

6.4. Expressing ECCbAS protocol
In order to prove the security of ECCbAS through BAN logic, it must first be stated in the BAN logic form as below:
𝑀1 ∶ 𝑈𝑖 → 𝐺𝑊𝑗 : 𝐴7 = {𝐴2, 𝐴4, 𝑆𝑁𝐼𝐷𝐾

, 𝑟𝑢}𝐻𝐼𝐷𝑖
, 𝐴8, 𝐴9 = {𝐴2, 𝐴4, 𝑆𝑁𝐼𝐷𝐾

, 𝑟𝑢, 𝐴8, 𝑇1}𝐻𝐼𝐷𝑖
, 𝑇1

𝑀2 ∶ 𝐺𝑊𝑗 → 𝑆𝑁𝐾 :𝐴11, 𝐴12, 𝐴15 = {𝐴11, 𝐴16, 𝑇2}𝑆𝑆𝑁 𝑘
, 𝐴16, 𝑇2

𝑀3 ∶ 𝑆𝑁𝐾 → 𝐺𝑊𝑗 : 𝐴19, 𝐴18 = {𝐴17, 𝐴19, 𝐴20, 𝑇3}𝑆𝑆𝑁𝑘
, 𝐴20, 𝑇3

𝑀4 ∶ 𝐺𝑊𝑗 → 𝑈𝑖: 𝐴∗
17, 𝐴21 = {𝐴∗

17, 𝐴4, 𝐴8, 𝑇4}𝐻𝐼𝐷𝑖
, 𝑇4

6.5. Idealizing ECCbAS protocol
In the second step, the ECCbAS messages should be idealized. In other words, messages that do not increase trust are
deleted as below:
𝐼𝑀1 ∶ 𝐺𝑊𝑗 ⊲ 𝐴7 = {𝐴2, 𝐴4, 𝑆𝑁𝐼𝐷𝐾

, 𝑟𝑢}𝐻𝐼𝐷𝑖
, 𝐴9 = {𝐴2, 𝐴4, 𝑆𝑁𝐼𝐷𝐾

, 𝑟𝑢, 𝐴8, 𝑇1}𝐻𝐼𝐷𝑖

𝐼𝑀2 ∶ 𝑆𝑁𝐾⊲ 𝐴11, 𝐴12, 𝐴15 = {𝐴11, 𝐴16, 𝑇2}𝑆𝑆𝑁𝑘
, 𝐴16

𝐼𝑀3 ∶ 𝐺𝑊𝑗⊲ 𝐴19, 𝐴18 = {𝐴17, 𝐴19, 𝐴20, 𝑇3}𝑆𝑆𝑁𝑘
, 𝐴20

𝐼𝑀4 ∶ 𝑈𝑖⊲ 𝐴∗
17, 𝐴21 = {𝐴

4
, 𝐴∗

17, 𝐴8, 𝑇4}𝐻𝐼𝐷𝑖
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Table 4
Scyther tool security claims

Claims Description
𝑆𝑒𝑐𝑟𝑒𝑐𝑦 Secrecy states that no specific confidential information is exposed to the attacker, and

even if this data is transferred over an insecure channel, various types of secrecy with
distinctions can be provided.

𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛 Authentication is the security aspect that has received the most attention in the field
of security protocol analysis. However, despite the assurance of secrecy, there is no
universal agreement on what authentication means. There is, in fact, a hierarchy of
authentication traits, as Lowe (1997) shown Authentication is concerned with the notion
that completing a protocol role assures that the network has at least one communication
partner. In most circumstances, we wish to achieve a more concrete aim, such as ensuring
that the other party is aware of our communication, that a protocol is in place, and
that the messages are transferred as planned. The "Aliveness", "Synchronization", and
"Agreement" characteristics of the Scyther tool refer to these hierarchies.

𝐴𝑙𝑖𝑣𝑒𝑛𝑒𝑠𝑠 According to the definition, when an agent executes a role specification up to the claim
event and believes he is communicating with a trusted agent, the intended communication
partner has actually executed an event.

𝑆𝑦𝑛𝑐ℎ𝑟𝑜𝑛𝑖𝑧𝑎𝑡𝑖𝑜𝑛 It requires a higher level of authentication. Synchronization requires the communication
partner to send all incoming messages and the communication partner to receive the sent
messages. This condition is consistent with the requirement that the actual message
exchange take places exactly as specified in the protocol description. Synchronization
criteria ensure that the protocol can behave according to predefined explanations even in
the presence of the adversary.

𝐴𝑔𝑟𝑒𝑒𝑚𝑒𝑛𝑡 Agreement is another authentication criterion that focuses on the agreement reached
between the parties in the protocol. The idea behind the Agreement criterion is that after
the run of the protocol, the parties agree on the values of certain variables. Agreement
is defined as a criterion that requires the content of the message to follow the message
sent in accordance with the rules set by the protocol. As a result, after the protocol is
executed, the content of the variables will be accurate as defined by the protocol. From
this point of view, it is not possible to change the content of the message. If a message
change occurs, the recipient of the message will notice the change.

𝑊 𝑒𝑎𝑘𝑎𝑔𝑟𝑒𝑒 This criterion results in a weak agreement in which the communication partners must
ensure that they are communicating with each other in order to prevent one of them from
being fabricated by the adversary.

𝑁𝑖𝑠𝑦𝑛𝑐ℎ Non-injective synchronization as defined in Lowe (1997) means that the receiving and
sending events are executed by roles and in order and with the main content in question.

𝑁𝑖𝑎𝑔𝑟𝑒𝑒 Non-injective agreement on messages as defined in Lowe (1997) means that the sender
and receiver agree on the secret values exchanged, and the results of the analysis justify
the validity of this claim.

𝐸𝑚𝑝𝑡𝑦 This claim is not verified, but simply ignored. This claim is only valid if Scyther is used
as a back-end for other security verification tools.

𝑅𝑒𝑎𝑐ℎ𝑎𝑏𝑙𝑒 Once this claim is generated, the Scyther tool checks to see if this claim can be material-
ized at all. If there is a way in which this claim occurs, it is true. This claim can be useful
for checking any obvious errors in the protocol specification and is actually inserted when
the Scyther tool check mode is used.

6.6. ECCbAS security assumptions
There are following assumptions in ECCbAS protocol.

𝐴1 ∶ 𝐺𝑊𝑗 ∣≡ 𝐺𝑊𝑗

𝐴4=𝑆𝐺𝑊 𝑗 .𝑃
↼←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←⇁ 𝑈

𝐴2 ∶ 𝐺𝑊𝑗 ∣≡ #(𝑟𝑔)
𝐴3 ∶ 𝐺𝑊𝑗 ∣≡ 𝑈 | ⇒ 𝑟𝑢
𝐴4 ∶ 𝐺𝑊𝑗 ∣≡ 𝑆𝑁𝐾 | ⇒ 𝑟𝑠
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Figure 10: The security verification results of ECCbAS through Scyther tool

Table 5
BAN logic notations used in this paper

Symbol Explanation
𝐴 ∣≡ 𝑋 means that 𝐴 believes that 𝑋 is true.
𝐴 ⊲𝑋 means that if someone sends the message including the formula 𝑋, 𝐴 will see it, possibly after performing

some actions.
𝐴 ∣∼ 𝑋 means that the principle 𝐴 sent the statement 𝑋.
𝐴 ⇒ 𝑋 means that 𝐴 has control over formula 𝑋 and if its value changes it is detectable for 𝐴.
#(𝑋) means that 𝑋 was recently generated. 𝑋 has never been used before and may be a nonce.

𝐴
𝐾
←→ 𝐵 means that the two parties share the secret key 𝐾 for their secure transmission, and that only the two

are aware of 𝐾.

𝐴
𝑌
↼←←←←←←←←←←←←⇁ 𝐵 means that the secret expression 𝑌 is shared by the two parties, 𝐴 and 𝐵. Both may use it later to prove

themselves to each other.

𝐴5 ∶ 𝐺𝑊𝑗 ∣≡ #(𝑇2)
𝐴6 ∶ 𝐺𝑊𝑗 ∣≡ #(𝑇4)

𝐴7 ∶ 𝑆𝑁𝐾 ∣≡ 𝐺𝑊𝑗

𝑆𝑆𝑁𝑘
↼←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←⇁ 𝑆𝑁𝐾

𝐴8 ∶ 𝑆𝑁𝐾 ∣≡ #(𝑇3)
𝐴9 ∶ 𝑆𝑁𝐾 ∣≡ 𝐺𝑊𝑗| ⇒ 𝑟𝑔
𝐴10 ∶ 𝑆𝑁𝐾 ∣≡ 𝑈𝑖| ⇒ 𝑟𝑢
𝐴11 ∶ 𝑆𝑁𝐾 ∣≡ #(𝑟𝑠)

𝐴12 ∶ 𝐺𝑊𝑗 ∣≡ 𝐺𝑊𝑗

𝑆𝑆𝑁𝐾
↼←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←⇁ 𝑆𝑁𝐾

𝐴13 ∶ 𝑈𝑖 ∣≡ 𝐺𝑊𝑗| ⇒ (𝑆𝐺𝑊 𝑗
)
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hashfunction H; 

hashfunction ECC; 

const xor : Function; 

const con : Function; 

const F512f : Function;  

const M128m:  Function;  

const E128e:  Function;   

const P; 

usertype Timestamp; 

usertype Ticket; 

protocol @oracle (X) 

{  

role X { 

    var Y:Agent; 

    const P; 

    recv_!X1(X, X, ECC(X,ECC(Y,P))); 

    send_!X2( X,X , ECC(Y,ECC(X,P)) ); 

       } 

} 

protocol improved(U,G,S){ 

role U{ 

       fresh ru: Nonce; 

       var rg: Nonce; 

       var rs: Nonce; 

       fresh T1: Timestamp; 

       var T4 : Timestamp; 

       secret  HIDi; 

       secret HPWi; 

       secret IDi; 

       secret PWi; 

       secret Bi; 

       secret SNidk; 

       secret A3; 

       secret A4; 

       secret A6; 

       macro bi=H(Bi); 

       macro HIDi=H(con(IDi,bi)); 

       macro HPID=H(con(HIDi,PWi)); 

       macro HPWi=H(con(PWi,bi)); 

       macro A1star=H(con(HIDi,HPWi)); 

       macro A2=xor(A3,A1star); 

       macro A4=xor(A6,A2); 

       macro A8=ECC(ru,P);  

       macro 

A7=ECC(xor(con(con(A2,HIDi),SNidk),ru),A4);  

recv_3 (S,G, A19,A18,A20,T3 ); 

match(A18,A18star); 

send_4 (G,U,A21,A17star,T4); 

claim_G (G, Secret, GWIDj); 

claim_G (G, Secret, rg); 

claim_G (G, Nisynch ); 

claim_G (G, Alive ); 

claim_G(G, Weakagree); 

} 

role S{ 

fresh T3: Timestamp; 

var T2: Timestamp; 

fresh rs: Nonce; 

var rg: Nonce; 

var ru: Nonce; 

secret GWIDj; 

secret SSNk; 

secret SGWj; 

secret SNidk; 

secret A4; 

macro A14star=ECC(H(con(GWIDj,SSNk)),P); 

macro 

A15star=H(con(con(con(con(A14star,T2),A12),A11),A16)); 

macro A17=ECC(rs,A12); 

macro A13star=ECC(H(SSNk),A12); 

macro A8dabelstar=xor(A16,A13star); 

macro A19=ECC(rs,A8dabelstar); 

macro A20=ECC(rs,P); 

macro A18=H(con(con(con(con(A17,SSNk),T3),A19),A20)); 

var A15; 

recv_2 (G,S,A12,A11,A15,A16,T2); 

match(A15,A15star); 

send_3 (S,G, A19,A18,A20,T3); 

claim_S (S, Secret,SSNk); 

claim_S (S, Secret,rs); 

claim_S (S, Nisynch ); 

claim_S (S, Alive ); 

claim_S(S, Weakagree); 

} 

} 

macro A21star=H(con(con(con(con(A8,A4),A17star),HIDi),T4)); 
var A17star,A21: Ticket; 
send_1 (U,G, A7,A8,A9,T1); 
recv_4 (G,U,A21,A17star,T4); 
match(A21star,A21); 
claim_U (U, Secret, ru); 
claim_U (U, Nisynch ); 
claim_U (U, Alive ); 
claim_U (U, Weakagree); 
} 
role G{ 
fresh rg: Nonce; 
fresh T2: Timestamp; 
var T3: Timestamp; 
var ru: Nonce; 
var rs: Nonce; 
var T1: Timestamp; 
fresh T4: Timestamp; 
secret SNidk; 
secret IDi; 
secret PWi; 
secret SGWj; 
secret GWIDj; 
secret SSNk; 
secret A4; 
secret A3; 
secret A6; 
secret Bi; 
macro A2star=F512f(ECC(xor(A7,A8),SGWj)); 
macro HIDstar=M128m(ECC(xor(A7,A8),SGWj)); 
macro SNidkstar=E128e(ECC(xor(A7,A8),SGWj)); 
macro A2dablstar=xor(HIDstar,SGWj); 
macro A9star=H(con(con(T1,A7),A8)); 
macro A11=ECC(rg,A8); 
macro A12=ECC(rg,P); 
macro A13=ECC(H(SSNk),A12); 
macro A14=ECC(H(con(GWIDj,SSNk)),P); 
macro A16=xor(A8,A13); 
macro A15=H(con(con(con(con(A14,T2),A12),A11),A16)); 
macro A17star=ECC(rg,A20); 
macro A18star=H(con(con(con(con(A17star,SSNk),A19),A20),T3)); 
macro A21=H(con(con(con(con(A8,A4),A17star),HIDstar),T4)); 
var A19,A18,A20,A9; 
recv_1 (U,G, A7,A8,A9,T1); 
match(A9star,A9); 
send_2 (G,S,A12,A11,A15,A16,T2); 
 

Figure 11: SPDL implementation of ECCbAS

𝐴14 ∶ 𝑈𝑖 ∣≡ 𝑈𝑖
𝐻𝐼𝐷𝑖
↼←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←⇁ 𝐺𝑊𝑗

𝐴15 ∶ 𝐺𝑊𝑗 ∣≡ 𝐺𝑊𝑗
𝐻𝐼𝐷𝑖
↼←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←←⇁ 𝑈𝑖

𝐴16 ∶ 𝑈𝑖 ∣≡ #(𝑇4)
𝐴17 ∶ 𝐺𝑊𝑗 ∣≡ #(𝑇3)
𝐴18 ∶ 𝑆𝑁𝑘 ∣≡ #(𝑇2)
𝐴19 ∶ 𝑈𝑖 ∣≡ 𝐺𝑊𝑗| ⇒ 𝑟𝑔
𝐴20 ∶ 𝑈𝑖 ∣≡ 𝑆𝑁𝐾 | ⇒ 𝑟𝑠
𝐴21 ∶ 𝑈𝑖 ∣≡ #(𝑟𝑢)

6.7. ECCbAS security goals
If it can be demonstrated using BAN logic that ECCbAS achieves the following goals, it demonstrates that ECCbAS

is secure.
M.R. Servati and M. Safkhani: Preprint submitted to Elsevier Page 26 of 33



Jo
ur

na
l P

re
-p

ro
of

Journal Pre-proof

ECCbAS: An ECC based authentication scheme for healthcare IoT systems

 

 

 

(*-channels-*) 

free ch: channel. 

free sch0: channel [private]. 

type Nonce. 

type TimeStamp. 

(*-session keys-*) 

free Sku: bitstring [private]. 

free Sks: bitstring [private]. 

free Skg: bitstring [private]. 

(*-constant-*) 

free IDi: bitstring [private]. 

free PWi: bitstring [private]. 

free Bi: bitstring [private]. 

free SGWj: bitstring [private]. 

free SSNk: bitstring [private]. 

free SNidk: bitstring [private]. 

free GWIDj: bitstring [private]. 

free A3: bitstring [private]. 

free A4: bitstring [private]. 

free A6: bitstring [private]. 

free P:bitstring. 

(* Type Converter *) 

fun nonce2bitstring(Nonce): bitstring [data,typeConverter]. 

(*-functions-*) 

fun H(bitstring): bitstring. 

fun xor(bitstring , bitstring): bitstring. 

fun con(bitstring,bitstring): bitstring. 

fun ECC(bitstring,bitstring): bitstring. 

fun F512f(bitstring): bitstring.  

fun M128m(bitstring): bitstring. 

fun E128e(bitstring): bitstring. 

(*-equations-*) 

equation forall m: bitstring, n:bitstring; 

xor(xor(m,n),n)=m.xor(xor(m,n),n)=m. 

event beginUserA. 

event endUserA. 

event beginGatewayNodeA. 

event endGatewayNodeA. 

event beginSensorNodeA. 

event endSensorNodeA. 

(*-queries-*) 

weaksecret IDi. 

query attacker(new uru). 

query attacker(new grg). 

query attacker(new srs). 

query inj-event(endUserA)==>inj-event(beginUserA). 

query inj-event(endGatewayNodeA)==>inj-event(beginGatewayNodeA). 

query inj-event(endSensorNodeA)==>inj-event(beginSensorNodeA). 

(******************  User rule ******************) 

let UserNode= 

new T1:bitstring; 

new uru:Nonce; 

let ut = nonce2bitstring(uru) in 

let bi=H(Bi) in 

let HIDi=H(con(IDi,bi)) in 

 

let HPWi=H(con(PWi,bi)) in 

let A1star=H(con(HIDi,HPWi)) in 

let A2star=xor(A3,A1star) in 

let A4star=xor(A6,A2star) in 

let A8=ECC(ut,P) in 

let A7=ECC(xor(con(con(A2star,HIDi),SNidk),ut),A4star) in 

let A9=H(con(con(T1,A7),A8)) in 

event beginUserA; 

out(ch,(A7,A8,A9,T1)); 

in (ch,(A17star:bitstring,A21:bitstring,T4:bitstring)); 

if A21star=H(con(con(con(A8,A4star),A17star),HIDi),T4) then 

let Sku=ECC(ut,A17star) in 

event endUserA. 

(******************  Gateway Node rule ******************) 

let GetwayNode= 

in(ch,(A7:bitstring,A9:bitstring,T1:bitstring)); 

let A2star=F512f(ECC(xor(A7,A8),SGWj)) in 

let HIDstar=M128m(ECC(xor(A7,A8),SGWj)) in 

let SNidkstar=E128e(ECC(xor(A7,A8),SGWj)) in 

let A2dablstar=xor(HIDstar,SGWj) in 

let A9star=H(con(con(T1,A7),A8)) in 

new grg:Nonce; 

let gt = nonce2bitstring(grg) in 

new T2:bitstring; 

let A11= ECC(gtlet UserNode= 

new T1:bitstring; 

new uru:Nonce; 

let ut = nonce2bitstring(uru) in 

let bi=H(Bi) in 

let HIDi=H(con(IDi,bi)) in 

let HPWi=H(con(PWi,bi)) in 

let A1star=H(con(HIDi,HPWi)) in 

let A2star=xor(A3,A1star) in 

let A4star=xor(A6,A2star) in 

let A8=ECC(ut,P) in 

let A7=ECC(xor(con(con(A2star,HIDi),SNidk),ut),A4star) in 

let A9=H(con(con(T1,A7),A8)) in 

event beginUserA; 

out(ch,(A7,A8,A9,T1)); 

in (ch,(A17star:bitstring,A21:bitstring,T4:bitstring)); 

let A21star=H(con(con(con(con(A8,A4star),A17star),HIDi),T4)) in 

if A21star=A21 then 

let Sku=ECC(ut,A17star) in 

event endUserA. 

(******************  Gateway Node rule ******************) 

let GetwayNode= 

in(ch,(A7:bitstring,A8:bitstring,A9:bitstring,T1:bitstring)); 

let A2star=F512f(ECC(xor(A7,A8),SGWj)) in 

let HIDstar=M128m(ECC(xor(A7,A8),SGWj)) in 

let SNidkstar=E128e(ECC(xor(A7,A8),SGWj)) in 

let A2dablstar=xor(HIDstar,SGWj) in 

let A9star=H(con(con(T1,A7),A8)) in 

new grg:Nonce; 

let gt = nonce2bitstring(grg) in 

new T2:bitstring; 

let A11= ECC(gt,A8) in 

let A12= ECC(gt,P) in 

let A11= ECC(gt,A8) in 

let A12= ECC(gt,P) in 

let A13= ECC(H(SSNk),A12) in 

let A14= ECC(H(con(GWIDj,SSNk)),P) in 

let A16=xor(A8,A13) in 

let A15=H(con(con(con(con(A14,T2),A12),A11),A16)) in 

event beginGatewayNodeA; 

out (ch,(A12,A11,A15,A16,T2)); 

in (ch,(A19:bitstring,A18:bitstring,A20:bitstring,T3:bitstring)); 

let A17star=ECC(gt,A20) in 

if  A18=H(con(con(con(con(A17star,SSNk),A19),A20),T3)) then 

new T4:bitstring; 

let A21=H(con(con(con(con(A8,A4),A17star),HIDstar),T4)) in 

let Skg=ECC(gt,A19) in 

out(ch,(A17star,A21,T4)); 

event endGatewayNodeA. 

(****************** Sensor Node rule ******************) 

let SensorNode= 

in (ch,(A12:bitstring,A11:bitstring,A15:bitstring,A16:bitstring,T2:bitstring)); 

let A14star=ECC(H(con(GWIDj,SSNk)),P) in 

let A15star=H(con(con(con(con(A14star,T2),A12),A11),A16)) in 

if A15= H(con(con(con(con(A14star,T2),A12),A11),A16)) then 

new srs:Nonce; 

let st = nonce2bitstring(srs) in 

let A17=ECC(st,A12) in 

let A13star=ECC(H(SSNk),A12) in 

let A8dabelstar=xor(A16,A13star) in 

let A19=ECC(st,A8dabelstar) in 

let A20=ECC(st,P) in 

new T3:bitstring; 

let A18=H(con(con(con(con(A17,SSNk),T3),A19),A20)) in 

let Sks=ECC(st,A11) in 

event beginSensorNodeA; 

out(ch,(A19,A18,A20,T3)); 

event endSensorNodeA. 

(****************** process ******************) 

process((!UserNode) | (!GetwayNode) | (!SensorNode)) 

Figure 12: ProVerif code implementation of ECCbAS

𝐺1 ∶ 𝑈𝑖 ∣≡ 𝑠𝑘
𝐺2 ∶ 𝐺𝑊𝑗 ∣≡ 𝑠𝑘
𝐺3 ∶ 𝑆𝑁𝐾 ∣≡ 𝑠𝑘

6.8. Deduction of ECCbAS security goals
Using 𝐼𝑀4, 𝐴14 and based on 𝑅𝑢𝑙𝑒1, we have 𝐷1 ∶ 𝑈𝑖 ∣≡ 𝐺𝑊𝑗 ∣∼ {𝐴4, 𝐴∗

17, 𝐴8, 𝑇4}. Given 𝐴16, based on 𝑅𝑢𝑙𝑒5,
we get 𝐷2 ∶ 𝑈𝑖 ∣≡ #(𝐴4, 𝐴∗

17, 𝐴8, 𝑇4). Using 𝐷1, 𝐷2 based on 𝑅𝑢𝑙𝑒3, we deduced that 𝐷3 ∶ 𝑈𝑖 ∣≡ 𝐺𝑊𝑗 ∣≡
{𝐴4, 𝐴∗

17, 𝐴8, 𝑇4}. Given 𝐷3, based on 𝑅𝑢𝑙𝑒9, we get 𝐷4 ∶ 𝑈𝑖 ∣≡ 𝐺𝑊𝑗 ∣≡ 𝐴∗
17. Since 𝐴∗

17 = 𝑟𝑔 .𝑃 , using 𝐴19, we
can get 𝐷5 ∶ 𝑈𝑖 ∣≡ 𝐺𝑊𝑗| ⇒ 𝐴∗

17. Given 𝐷5 and 𝐷3 based on 𝑅𝑢𝑙𝑒4, we have 𝐷6 ∶ 𝑈𝑖 ∣≡ 𝐴∗
17. Using 𝐴21 and 𝐷6,

we can get 𝐷7 ∶ 𝑈𝑖 ∣≡ 𝑟𝑢.𝐴∗
17 = 𝑠𝑘 which is the 𝐺1 security goal.

Using 𝐼𝑀3, 𝐴12 and based on 𝑅𝑢𝑙𝑒1, we have 𝐷7 ∶ 𝐺𝑊𝑗 ∣≡ 𝑆𝑁𝐾 ∣∼ {𝐴17, 𝐴19, 𝐴20, 𝑇3}. Given 𝐴17, based on
𝑅𝑢𝑙𝑒5, we get 𝐷8 ∶ 𝐺𝑊𝑗 ∣≡ #(𝐴17, 𝐴19, 𝐴20, 𝑇3). Using 𝐷7, 𝐷8 based on 𝑅𝑢𝑙𝑒3, we deduced that 𝐷9 ∶ 𝐺𝑊𝑗 ∣≡
𝑆𝑁𝐾 ∣≡ {𝐴17, 𝐴19, 𝐴20, 𝑇3}. Given 𝐷9, based on 𝑅𝑢𝑙𝑒9, we get 𝐷10 ∶ 𝐺𝑊𝑗 ∣≡ 𝑆𝑁𝐾 ∣≡ 𝐴19. Since 𝐴19 = 𝑟𝑠.𝐴8,
using 𝐴4, we can get 𝐷11 ∶ 𝐺𝑊𝑗 ∣≡ 𝑆𝑁𝐾 | ⇒ 𝐴19. Given 𝐷10 and 𝐷11 based on 𝑅𝑢𝑙𝑒4, we have 𝐷12 ∶ 𝐺𝑊𝑗 ∣≡
𝐴19. Using 𝐴2 and 𝐷12, we can get 𝐷13 ∶ 𝐺𝑊𝑗 ∣≡ 𝑟𝑔 .𝐴19 = 𝑠𝑘 which is the 𝐺2 security goal.
Using 𝐼𝑀2, 𝐴7 and based on 𝑅𝑢𝑙𝑒1, we have 𝐷14 ∶ 𝑆𝑁𝐾 ∣≡ 𝐺𝑊𝑗 ∣∼ {𝐴11, 𝐴16, 𝑇2}. Given 𝐴18, based on 𝑅𝑢𝑙𝑒5,
we get 𝐷15 ∶ 𝑆𝑁𝐾 ∣≡ #({)𝐴11, 𝐴16, 𝑇2}. Using 𝐷14 and 𝐷15 based on 𝑅𝑢𝑙𝑒3, we deduced that 𝐷16 ∶ 𝑆𝑁𝐾 ∣≡
M.R. Servati and M. Safkhani: Preprint submitted to Elsevier Page 27 of 33
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Verification summary: 

 Weak secret IDi is true.  
 Query not attacker(uru[!1 = v]) is true.  
 Query not attacker(grg[T1_1 = v,A9_1 = v_1,A8_1 = v_2,A7_1 = v_3,!1 = v_4]) is true.  
 Query not attacker(srs[T2_1 = v,A16_1 = v_1,A15_1 = v_2,A11_1 = v_3,A12_1 = v_4,!1 = v_5]) is true.  
 Query inj-event(endUserA) ==> inj-event(beginUserA) is true.  
 Query inj-event(endGatewayNodeA) ==> inj-event(beginGatewayNodeA) is true.  
 Query inj-event(endSensorNodeA) ==> inj-event(beginSensorNodeA) is true. 

 

Figure 13: The security verification results of ECCbAS through ProVerif tool

Table 6
Used BAN logic rules

Rule Explanation

𝑅𝑢𝑙𝑒1 ∶
𝐴 ∣≡ (𝐴

𝐾
←→ 𝐵), 𝐴 ⊲ {𝑋}𝐾

𝐴 ∣≡ 𝐵 ∣∼ 𝑋
𝐴 believes that 𝐾 is shared by 𝐵 and sees 𝑋 which is encrypted with 𝐾, then it
is deduced that 𝐴 believes that 𝐵 has sent 𝑋.

𝑅𝑢𝑙𝑒2 ∶
𝐴 𝑠𝑒𝑙𝑒𝑐𝑡𝑠 𝑟𝑎𝑛𝑑𝑜𝑚 𝑋

𝐴 ∣≡ #(𝑋)
If 𝐴 selects a random number, it is deduced that 𝐴 believes that 𝑋 is fresh.

𝑅𝑢𝑙𝑒3 ∶
𝐴 ∣≡ #(𝑋), 𝐴 ∣≡ 𝐵 ∣∼ 𝑋

𝐴 ∣≡ 𝐵 ∣≡ 𝑋
If 𝐴 believes the 𝑋 is fresh and 𝐴 believes 𝐵 has sent 𝑋, then it is deduced that
𝐴 believes that 𝐵 believes 𝑋.

𝑅𝑢𝑙𝑒4 ∶ :
𝐴 ∣≡ 𝐵 ⇒ 𝑋,𝐴 ∣≡ 𝐵 ∣≡ 𝑋

𝐴 ∣≡ 𝑋
If 𝐴 believes that 𝐵 has control over the 𝑋 and also believes that 𝐵 believes 𝑋,
then it is deduced that 𝐴 believes 𝑋.

𝑅𝑢𝑙𝑒5 ∶
𝐴 ∣≡ #(𝑋)

𝐴 ∣≡ #(𝑋, 𝑌 )
If 𝐴 believes that one part of an expression i.e. 𝑋 is recent, then it is deduced
that 𝐴 believes the entire expression i.e. (𝑋, 𝑌 ) is also recent.

𝑅𝑢𝑙𝑒6 ∶
𝐴 ∣≡ #(𝑋), 𝐴 ∣≡ 𝐵 ∣≡ 𝑋

𝐴 ∣≡ 𝐴
𝐾
↼←←←←←←←←←←←←←←⇁ 𝐵

If 𝐴 believes that the formula 𝑋 is fresh, and 𝐴 believes that 𝐵 believes 𝑋, which
is an important element of the session key, then it is deduced that 𝐴 believes that
they share the session key 𝐾 with 𝐵.

𝑅𝑢𝑙𝑒7 ∶
𝐴 ∣≡ 𝑋,𝐴 ∣≡ 𝑌
𝐴 ∣≡ (𝑋, 𝑌 )

If 𝐴 believes to formulas 𝑋 and 𝑌 , then it is deduced 𝐴 believes any combination
of 𝑋 and 𝑌 .

𝑅𝑢𝑙𝑒8 ∶
𝐴 ∣≡ 𝐵 ∣∼ (𝑋, 𝑌 )
𝐴 ∣≡ 𝐵 ∣∼ 𝑋

If 𝐴 believes that 𝐵 has sent (𝑋, 𝑌 ), then it is deduced 𝐴 believes 𝐵 has sent any
part of it i.e. 𝑋 and 𝑌 .

𝑅𝑢𝑙𝑒9 ∶
𝐴 ∣≡ 𝐵 ∣≡ (𝑋, 𝑌 )
𝐴 ∣≡ 𝐵 ∣≡ 𝑋

If 𝐴 believes that 𝐵 believes (𝑋, 𝑌 ), then it is deduced 𝐴 believes 𝐵 has believed
any part of it i.e. 𝑋 or 𝑌 .

𝑅𝑢𝑙𝑒10 ∶
𝐴 ∣≡ (𝑋, 𝑌 )
𝐴 ∣≡ 𝑋

If 𝐴 believes (𝑋, 𝑌 ), then it is deduced 𝐴 believes any part of it i.e. 𝑋 or 𝑌 .

𝑅𝑢𝑙𝑒11 ∶
𝐴 ⊲ (𝑋, 𝑌 )
𝐴 ⊲𝑋

If 𝐴 received (𝑋, 𝑌 ), then it is deduced 𝐴 has received any part of it i.e. 𝑋 or 𝑌 .

𝐺𝑊𝑗 ∣≡ {𝐴11, 𝐴16, 𝑇2}. Given 𝐷16, based on 𝑅𝑢𝑙𝑒9, we get 𝐷17 ∶ 𝑆𝑁𝐾 ∣≡ 𝐺𝑊𝑗 ∣≡ 𝐴11. Using 𝐴11 and 𝐷17, we
can get 𝐷18 ∶ 𝑆𝑁𝐾 ∣≡ 𝑟𝑠.𝐴11 = 𝑠𝑘 which is the 𝐺3 security goal.

7. Comparison and evaluation
7.1. Security comparison
Table 7 compares the proposed protocol with other protocols i.e. Wu et al. (2017); Li et al. (2016); He et al. (2015);
Sureshkumar et al. (2019); Khan and Kumari (2014) in depth. Replay attack, privilege insider attack, untraceability
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Table 7
Security comparison of ECCbAS with recent similar protocols

Protocols 𝐴2 𝐴2 𝐴3 𝐴4 𝐴5 𝐴6 𝐴7
Wu et al. (2017) ✗ ✓ ✓ ✓ ✗ ✓ ✓

Khan and Kumari (2014) ✓ ✓ ✓ ✓ ✗ ✓ ✓

Li et al. (2016) ✓ ✗ ✓ ✓ ✓ ✓ ✓

He et al. (2015) ✓ ✗ ✓ ✓ ✗ ✗ ✓

Sureshkumar et al. (2019) ✓ ✓ ✗ ✗ ✓ ✓ ✗

ECCbAS ✓ ✓ ✓ ✓ ✓ ✓ ✓

A1: Replay attack resistance; 𝐴2: Privilege insider attack resistance;
A3: Overcomes the session key attack; 𝐴4: Untraceability;
A5: Impersonation attack resistance; 𝐴6: Forward secrecy; 𝐴7:De-synchronization attack resistance;
✓: Resistant ✗ : Vulnerable

Table 8
Computational cost comparison of ECCbAS with recent similar protocols (in milliseconds)

Protocols Total Computational Cost of 𝐺𝑊 , 𝑆𝑁 , 𝑈
Wu et al. (2017) 20𝑇ℎ + 8𝑇𝑒∕𝑑 = 79.6 ms
Khan and Kumari (2014) 20𝑇ℎ + 2𝑇𝑒∕𝑑 = 27.4 ms
Li et al. (2016) 18𝑇ℎ + 10𝑇𝑒∕𝑑 = 96 ms
He et al. (2015) 7𝑇ℎ + 9𝑇𝑒∕𝑑 = 81.8 ms
Sureshkumar et al. (2019) 18𝑇ℎ + 17𝑇𝑝 = 16.514 ms
ECCbAS 18𝑇ℎ + 15𝑇𝑝 = 15.63 ms

and impersonatation attacks are such vulnerabilities in these protocols. Table 7 shows that ECCbAS resists to a wide
range of security threats and has several functional requirements that make it more robust. (✓) in Table 7 indicates
that the scheme resists against an attack, whereas (✗) indicates that the scheme does not resist an attack.

7.2. Computational cost comparison
Authentication schemes in MWSNs are designed to be lightweight in terms of computational cost due to energy con-
straints Wu et al. (2017). The proposed scheme uses a hash function and an elliptic curve cryptosystem, both of
which are lightweight when compared to other operations like public key cryptographic functions and symmetric key
encryption/decryption. Based on Sureshkumar et al. (2019), we used the hash function and symmetric key encryp-
tion/decryption running times of Tℎ=0.5 ms and 𝑇𝑒∕𝑑 = 8.7 ms, respectively. 𝑇𝑝 = 0.442 ms is the running time for
elliptic curve point multiplication. Table 8 compares the computational costs of ECCbAS and existing protocols for
gateway node (𝐺𝑊𝑗), sensor node (𝑆𝑁𝑘), and user (𝑈𝑖). Sensor nodes have a much lower computational capacity than
gateway nodes. The computational cost of the SN nodes should be whittled down to improve efficiency. Our protocol
is more effective than other methods, as shown in Table 8, and also Figure 14 which demonstrates the comparison
of the total computational cost of ECCbAS with other similar protocols. It should be noted that computational and
communication costs are calculated only for the login and authentication phases of protocols.
7.3. Communication costs comparison
The total number of bits needed to transmit messages during the login authentication process is referred to as commu-
nication cost. Table 9 compares the communication cost of ECCbAS to that of the similar protocols recently proposed.
We assume that the password, identity are 128 bits, output hash value of the hash function (SHA-256) and random
numbers are all 256 bits and timestamps are all 32 bits. ECC (Elliptic Curve Cryptography) point and symmetric
encryption (AES) have output lengths of 256 bits and 128 bits, respectively. In ECCbAS, 𝑈𝑖 sends one elliptic curve
cryptography point, one hash value, one timestamp and one 512 bit mixed message (256 + 256 + 32 + 512 = 1056
bits) to the 𝐺𝑊𝑗 and the 𝐺𝑊𝑗 sends two elliptic curve cryptography points with one hash value and one 256 bit mixed
message and one timestamp (512 + 256 + 256 + 32 = 1056 bits) towards the 𝑆𝑁𝑘 and 𝑆𝑁𝑘 sends two elliptic curve
cryptography point with one hash value and one timestamp (512+256+32 = 800 bits) to the 𝐺𝑊𝑗 , and the 𝐺𝑊𝑗 sends
one elliptic curve cryptography point with one hash value and one timestamp (256 + 256 + 32 = 544 bits) to the 𝑈𝑖.
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Figure 14: Comparison of total computational cost of ECCbAS with recent similar protocols

Table 9
Communication cost comparison of ECCbAS with recent similar protocols

Protocols Total Communication Cost of 𝐺𝑊𝑗 , 𝑆𝑁𝐾 , 𝑈𝑖 (in bits)
Wu et al. (2017) 640 + 1280 + 512 = 2432
Khan and Kumari (2014) 1088 + 576 + 416 = 2080
Li et al. (2016) 320 + 160 + 288 = 768
He et al. (2015) 160 + 160 + 288 = 608
Sureshkumar et al. (2019) 1536 + 800 + 800 = 3168
ECCbAS 1600 + 800 + 1056 = 3456

Consequently, the total communication cost of ECCbAS is equal to 3456 bits. Table 9 compares the communication
cost of ECCbAS with ones of similar recent protocols. Even though the protocols in Khan and Kumari (2014); Li et al.
(2016); He et al. (2015); Sureshkumar et al. (2019); Wu et al. (2017) have lower communication costs than ECCbAS,
they did not address security issues like identity fraud, privileged insider attacks, or all kinds of impersonation attacks.
7.4. Storage cost comparison
Sensor nodes typically have lower storage capacities than gateway nodes. The sensor node’s storage capacity must be
reduced as much as possible. The ciphertext has a length of 128 bits. The hash function output and random numbers
are 256 bits, password, and identity are of 128 bit length. Table 10 and Figure 15 show the storage costs for ECCbAS
compared to Sureshkumar et al. and other similar protocols.

8. Conclusion
In this paper, we showed de-synchronization, traceability, and integrity contradiction attacks against Sureshkumar et
al.’s protocol. All the attacks described in this paper have a success probability of "1", and their complexity is only
one run of the protocol. Moreover, we evaluated the Sureshkumar et al.’s protocol security using the Scyther tool,
the results of which also show the lack of complete security of this scheme. In addition, we proposed ECCbAS, a
novel secure cloud-based RFID authentication protocol for use in healthcare systems. The protocol’s informal and
formal security analysis revealed that it provides adequate protection against a variety of attacks, especially the attacks
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Table 10
Storage cost comparison of ECCbAS with recent similar protocols

Protocols Storage Cost(in bits)
Wu et al. (2017) 256
Khan and Kumari (2014) 384
Li et al. (2016) 256
He et al. (2015) 256
Sureshkumar et al. (2019) 512
ECCbAS 512

 

Wu et al. Khan & Kumari Li et al. He et al. Sureshkumar et al.

ECCbAS 512 512 512 512 512

Other protocols 256 384 256 256 512

0

100

200

300

400

500

600

C
o

st
 in

 b
it

 

Protocol

Storage cost comparison

Figure 15: Comparison of storage cost of ECCbAS with recent similar protocols

presented in this paper.
Finally, analyzing security protocols advances the science of security protocol design while also raising awareness of
the scenarios of these attacks in order to prevent such attacks in security protocol design.
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