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A B S T R A C T

With the advancement of RFID systems, there is a need for secure RFID authentication that can provide
security against a variety of attacks, so designing a perfectly safe protocol has become a security challenge.
The most remarkable security challenges may be information leakage, traceability, and tag impersonation.
Several researchers have attempted to address this security demand by proposing ultra-lightweight solutions
that use only very low-cost operations such as bit-wise operations. However, approximately all of the presented
previous ultra-lightweight authentication schemes are vulnerable to a variety of attacks. For this purpose,
Chiou and Chang recently proposed an EPC Class 1 Gen-2-based RFID authentication protocol and claimed
it is resistant against replay attacks and also other known active and passive attacks. They also stated that
their proposed protocol does not require features such as a secure channel, time parameters, or virtual IDs. In
this paper, we will investigate the security of the Chiou and Chang authentication scheme and demonstrate
that it is completely insecure. Specifically, we will present the security faults of this scheme. In addition, we
will present an enhanced protocol called SAPWSN. The proposed protocol presents precise authentication and
highly secure transfers. We demonstrate the proposed protocol’s security in the formal and informal methods.
In the formal method, we use the Compromise version of Scyther tool.
1. Introduction

In recent years, the Internet of Things (IoT) has gained promi-
nence as a potential communication paradigm with a wide range
of applications, including smart cities, smart homes, and intelligent
transportation systems [1]. As the number of IoT devices grow, the
associated IoT challenges are expected to grow as well. The IoT field
faces different security challenges including data confidentiality, data
authenticity, availability of the services, and privacy of the entities
that are part of the IoT networks [2]. Radio frequency identification
(RFID) is one of the fundamental technologies of IoT. In the internet of
things system, RFID is a non-contact communication technology with
automatic identification, which can effectively transmit and exchange
data to achieve the purpose of secure authentication [3]. RFID uses
radio waves for short-range communication to provide contactless and
automatic object identification [4]. RFID system is made up of three
parts: an RFID tag or smart label, an RFID reader, and a back-end
database. Since RFID systems communicate via a public and insecure
channel, various attacks such as replay attacks, man in the middle at-
tacks, impersonation attacks, and so on constantly threaten the security
of these systems.

RFID tags are now so common in our world that almost everyone
comes into contact with them on a daily basis without even realizing
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it. RFID systems have a wide range of applications, particularly in
health-care, agriculture, transportation, and industry. The advantages
of RFID technology are the ability to use on objects with rough sur-
faces, read and write competencies without Line of Sight (LoS), and
identify various RFID tags simultaneously. All these advantages make
RFID an improved technology in comparison to the customary barcode
system [5]. The increasing use of this technology, attention to the
importance of the safety of sent data, and the increased likelihood
of various attacks on it cause to have increased the significance of
its security, so RFID security and privacy concerns have progressively
become a stumbling block to the ongoing growth of the internet of
things. The security issues can be handled by different cryptographic,
authentication, authorization, and privacy solutions.

Designing secure and efficient authentication protocols has recently
received many researchers’ attention. Designed authentication proto-
cols for RFID systems should take into account the limited capabilities
of RFID tags, in addition to the ability to resist various attacks and
threats. In RFID systems, mutual authentication is required for tags and
readers, so only an authenticated reader can access the information of
its corresponding tag.
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1.1. Related work

In recent years, the design of sensors has made significant progress
that causes to consume less energy. As a result, RFID technology is now
widely used in a variety of applications. Because RFID tags always have
resource constraints and play different roles in different environments,
thus the authentication mechanisms are required to be lightweight
and flexible [6]. Security is a very important and significant issue
that has been worked out thus far, and a number of security schemes
on this important issue have been proposed. Unfortunately, many re-
cent authentication schemes to secure IoT-based systems either were
proved vulnerable to different attacks or were preyed on inefficien-
cies [7]. Some of the presented methods have flawed design as a result
of an overemphasis on privacy and anonymity besides performance
efficiency.

Molnar et al. in [8] developed a hash-based authentication scheme
in 2004 that could use a method that divides computing costs evenly
among nodes. Jules presented an authentication scheme in 2003 [9],
which Rhee et al. later demonstrated it is vulnerable to attacks such
as spoofing and replay attacks, and then presented an authentication
scheme based on random numbers and one-way hash functions [10].

Juels in [11] suggested the ‘‘Yoking Proof’’ technique, which uti-
lized hash functions and message authentication codes, but the pro-
posed scheme was not secure against replay attacks and chosen-
plaintext attacks [12].

Wong et al. presented a ‘‘hash-lock’’ concept [13], but this system
also had numerous security flaws against various assaults [12].

Weis et al. in [14] created a security protocol based on hash
functions and pseudo random number generators (PRNG). Tewari and
Gupta [15] presented an ultra-lightweight mutual authentication mech-
anism for IoT devices utilizing RFID tags in 2016, but Wang et al.
discovered that this system is still subject to secret disclosure at-
tacks [16]. Cho et al. in [17] published a scheme that did not require
a secure channel and instead depended on hash functions. However,
because of the desynchronizing between tag and reader in this scheme,
it was vulnerable to impersonation attacks [18].

In 2021, Shariq and Singh presented a revolutionary vector-space-
based lightweight RFID authentication technique for an IoT context
[19]. In the presented protocol, the authors have integrated the concept
of vector space, basis, and linear mapping and have reduced the compu-
tational cost associated with the authentication process. This protocol
has been proposed considering only the passive tags.

Mamun et al. presented a protocol in 2021 that is a multi-party au-
thentication protocol and has provided mutual authentication not only
in the tag-reader channel but also in the reader–server channel [20].
This protocol has used postquantum cryptographic systems such as
Hopper–Blum (HB) authentication protocols based on Learning Parity
with Noise (LPN) which is used to identify RFID tags. Authors claimed
that their protocol could present the required security and privacy
properties, as well as distinctive multi-party authentication properties,
compared to other HB-family protocols in a better way.

Doss et al. published an authentication scheme for wireless/mobile
RFID systems [21], however Chiou and Chang [22] demonstrated that
the scheme was vulnerable to replay attacks and presented another
protocol. The Chiou and Chang’s protocol, which is based on EPC
Class-1 Gen-2 requirements, does not need a secure channel.

In this paper, we show that the Chiou and Chang’s protocol has
several security flaws, and then we present SAPWSN, an amended
version of the Chiou and Chang’s scheme that addresses all of its
security flaws.

1.2. Forward/Backward secrecy importance

Backward/Forward secrecy in security protocols is of great interest
in any field, as will be discussed further below. Ren and Xu in [23] pro-
2

posed a mutual authentication protocol for low-cost RFID systems and
demonstrated that their protocol achieves backward secrecy without
any assumptions and forward secrecy with an assumption.

In the field of VANET authentication protocols, Li et al. in [24]
presented a lightweight authentication protocol for VANETs, which
Shamshad et al. in [25] later demonstrated lacks the provision of
backward/forward secrecy. They also proposed solutions to correct this
flaw.

In the field of key distribution mechanisms, Hwang et al. in [26]
proposed a group key exchange method, which was later proven by
Lee et al. in [27] that Hwang et al.’s protocol does not preserve
forward/backward secrecy.

Backward and forward security is so important that in [28], Kumar
and Om stated that the security of symmetric key-based protocols is
dependent on a long-term shared secret key, and this dependency intro-
duces a threat to forward/backward secrecy. As a result, they proposed
a conditional privacy-preserving and de-synchronization-resistant au-
thentication protocol for VANETs that takes an efficient approach to
forward/backward secrecy. Gebremichael et al. in [29] presented a
Quantum-Safe Group Key Establishment Protocol from Lattice Trap-
doors which also includes a mechanism for session key generation in a
forward and backward secrecy preserving manner. The security feature
of providing backward/forward security is so important that it has been
the focus of researchers in the design of authentication protocols in the
field of Global Mobility Network (GLOMONET). In [30], it is said that
in authentication protocols for GLOMONET it is necessary to provide
security issues such as resistance against all kind of impersonation
attacks, backward/ forward secrecy, and stolen smart card attacks.
Gope et al. in [31] presented a symmetric key based authentication
protocol for GLOMONET that later Roy and Bhattacharya in [32]
demonstrated that their protocol is vulnerable against privileged insider
attack, offline password guessing attack, stolen smart card attack,
session key compromised attack, unverified login phase and forward
secrecy contradiction attack. Also in the field of Machine Type Com-
munication Devices (MTCD) handover authentication protocols the
backward/forward secrecy is also important. Yan and Ma in [33], stated
the existing solutions for handover scenarios have several security
problems in terms of the failure of forward secrecy and lack of mutual
authentication. Therefore, they proposed an efficient authentication
protocol for a group of Machine Type Communication Devices (MTCD)s
in all handover scenarios.

1.3. Adversary model

Messages in our proposed strategy are sent over safe and insecure
channels, giving the attacker the ability to attack via messages trans-
ferred via the insecure channels. The used adversary model’s detailed
assumptions are defined as follows:

• An attacker can eavesdrop, delete, intercept, and insert exchanged
messages over an insecure channel.

• If an attacker intercepts a message, s/he has the ability to modify,
delete, resend, and reroute it.

• The attacker can pose as a legitimate entity and receive messages
from other protocol participants.

• In this paper, we assume that the public has access to a descrip-
tion of the protocol steps.

1.4. Main contributions

The session key revelation is probable and may causes too serious
problems for the information which has been transferred based on that
session key. However, it should not affect the transferred messages
using other session keys. Due to the fact, that the RFID technology is
used in most critical applications of IoT, Device to Device (D2D) com-
munication, healthcare services, Wireless Body Area Networks (WBAN),
Vehicular Ad hoc Networks (VANETs) and etc., so proposed RFID
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Table 1
Notations used in this paper.

Notation Description

𝑡𝑋 The current time of X
𝑇𝑡ℎ𝑖

The 𝑖th time threshold
𝑛, 𝑚 The random numbers are generated by the reader and the

tag, respectively
𝐾𝑅𝑇 and 𝐾𝑅𝑇𝐵 The reader’s current and previous secret keys which are

shared with the tag
𝐾𝑅𝑆 and 𝐾𝑅𝑆𝐵

The reader’s current and previous secret keys which are
shared with the server

𝐾𝑆𝑇 and 𝐾𝑆𝑇𝐵 The server’s current and previous secret keys which are
shared with the tag

ℎ(.) A one-way hash function
𝐼𝐷𝑥 and 𝐼𝐷𝑥𝐵 The current and previous identifier of 𝑥

𝑆𝐼𝐷(𝑆)
𝑥 The pseudonym of 𝑥 in the database of server

𝑆𝐼𝐷𝐵(𝑆)
𝑥 The previous pseudonym of 𝑥 in the database of server

𝑃𝑅𝑁𝐺 The pseudo random number generator

𝑝𝑡𝑅 The previous time of reader

𝐴
?
= 𝐵 Examining the equality or non-equality of two expressions 𝐴

and 𝐵

𝑠 The shared secret between tag, reader and server in the
SAPWSN

𝑟 The random number generated by the reader in the SAPWSN

authentication schemes inherently require anonymity and complete
security. The presented protocols must guarantee that the security of
past and future session keys are protected when the long term key is
exposed, in other words, providing Backward Security in RFID’s authen-
tication protocols is vital. This concept has been considered on recent
related works also, e.g. [34–37,37,38]. However, in this paper we show
that the Chiou and Chang’s protocol does not provide this aspect of
security, so it has a big security hole. We also tried to present a more
secure scheme that almost provides complete security to use in critical
usages and also proved our claim by the Compromise version of Scyther
tool, an automatic security protocols verification tool. Furthermore, in
this paper, we proved the Chiou and Chang protocol has other security
weaknesses and we also showed through the Compromise version of
Scyther tool, the Chiou and Chang’s protocol does not provide the
security claims of 𝑊 𝑒𝑎𝑘𝑎𝑔𝑟𝑒𝑒, 𝑁𝑖𝑎𝑔𝑟𝑒𝑒, 𝐴𝑙𝑖𝑣𝑒, and 𝑆𝑒𝑐𝑟𝑒𝑐𝑦 which will
be defined later. So, the contributions of this paper are summarized into
several folds:

• Security analysis of the Chiou and Chang authentication protocol;
• Amending the security flaws of the Chiou and Chang authentica-

tion protocol that led to the creation of SAPWSN, a new secure
authentication scheme.

• Proving the proposed protocol’s security (i.e. SAPWSN) both in
the formal way (using the Compromise version of Scyther tool)
and in an informal way.

1.5. Paper organization

Section 2 of this paper reviews Chiou and Chang’s EPC Class 1 Gen-2
authentication scheme. Section 3 discusses the security analysis of this
protocol and identifies its security flaws. In Section 4, we introduce
SAPWSN, an amended version of the protocol. Section 5 evaluates
the SAPWSN’s security and finally Section 7 concludes the paper with
concluding remarks and suggestions for future works.

2. Review of Chiou and Chang’s authentication protocol

Chiou and Chang in [22] developed an authentication scheme based
on virtual identities and temporal parameters that did not require using
a secure channel in 2018. They stated that their scheme presented
3

privacy and authentication for mobile RFID systems.
Table 1 shows the used notations in the Chiou and Chang authen-
tication scheme and the scheme’s steps are illustrated in Fig. 1. This
scheme runs as described below:

1. Initialization Phase: In this phase, the server 𝑆 generates the
system’s initial parameters as follows:

(a) The server:

i. generates two random numbers 𝑝 and 𝑞 in such a
way the size of them be 512 bits or more;

ii. calculates 𝑛 = 𝑝.𝑞 and saves 𝑛 into the memory of
the tag and reader.

(b) Each tag selects a unique identifier 𝐼𝐷𝑇 and the reader
selects 𝐼𝐷𝑅.

(c) Two 1024-bit random numbers 𝐾𝑆𝑇 and 𝐾𝑆𝑅 are pro-
duced as common keys where 𝐾𝑆𝑇 is a shared key be-
tween the server and the tag and 𝐾𝑆𝑅 is a shared key
between the server and the reader.

(d) 𝑆𝐼𝐷𝑇 and 𝑆𝐼𝐷𝑅 are respectively unique identifiers of the
tag and reader.

(e) The server computes following values:
𝑆𝐼𝐷𝐵(𝑆)

𝑇 ← 𝑆𝐼𝐷(𝑆)
𝑇

𝑆𝐼𝐷𝐵(𝑅)
𝑇 ← 𝑆𝐼𝐷(𝑅)

𝑇
𝐾𝑆𝑇𝐵 ← 𝐾𝑆𝑇
𝐾𝑆𝑅𝐵

← 𝐾𝑆𝑅
𝑝𝑡𝑅 ← 0
and also stores the values {𝑝, 𝑞, 𝑛, 𝐼𝐷𝑇 , 𝐼𝐷𝑅, 𝐾𝑆𝑇𝐵 , 𝐾𝑆𝑇 ,
𝐾𝑆𝑅𝐵

, 𝐾𝑆𝑅, 𝑆𝐼𝐷𝐵(𝑆)
𝑇 , 𝑆𝐼𝐷(𝑆)

𝑇 , 𝑆𝐼𝐷𝐵(𝑆)
𝑅 , 𝑆𝐼𝐷(𝑆)

𝑅 , 𝑝𝑡𝑅},
in its memory.

(f) {𝐼𝐷𝑇 , 𝐾𝑆𝑇 , 𝑆𝐼𝐷𝑇 , 𝑛} are stored in the tag and
{𝐼𝐷𝑅, 𝐾𝑆𝑅, 𝑆𝐼𝐷𝑅, 𝑛}, are stored in the reader.

2. Verification Phase

This step of the protocol, runs as follows:

1. The reader extracts 𝑡𝑅 and sends 𝑡𝑅 to the tag.
2. When the tag receives 𝑡𝑅, it:

• determines whether 𝑡𝑅 > 0 is or not, if so, calculates 𝑥 =
𝐾𝑆𝑇 ⊕ 𝑡𝑅 and 𝑥′ = (𝑥)2 𝑚𝑜𝑑 𝑛;

• and sends {𝑆𝐼𝐷𝑇 , 𝑥′} to the reader.

3. Once the message is delivered to the reader, it:

• calculates 𝑦 = 𝐾𝑆𝑅 ⊕ 𝑡𝑅 and 𝑦′ = (𝑦)2 𝑚𝑜𝑑 𝑛;
• and sends {𝑆𝐼𝐷𝑇 , 𝑆𝐼𝐷𝑅, 𝑥′, 𝑦′, 𝑡𝑅} to the server.

4. When the message is received by the server, it:

• checks whether 𝑇𝑡ℎ1 < 𝑡𝑆 − 𝑡𝑅 ≤ 𝑇𝑡ℎ2 is or not. If it is
true, then searches its database for 𝑆𝐼𝐷(𝑆)

𝑇 and 𝑆𝐼𝐷(𝑆)
𝑅 or

𝑆𝐼𝐷𝐵(𝑆)
𝑇 and 𝑆𝐼𝐷𝐵(𝑆)

𝑅 ;
• extracts 𝑝𝑡𝑅, 𝐾𝑆𝑇 and 𝐾𝑆𝑅 or 𝐾𝑆𝑇𝐵 and 𝐾𝑆𝑅𝐵

.
• checks whether 𝑡𝑅 ≠ 𝑝𝑡𝑅 is valid or not. If it is true, solves

the equation 𝑦′ = (𝑦)2 𝑚𝑜𝑑 𝑛 by using Chinese Reminder
Theorem (CRT) with 𝑝, 𝑞 and obtains 𝑦𝑗 which equals with
𝐾𝑆𝑅

⨁

𝑡𝑅. If 𝑦𝑗 is found, the reader is verified.
• Likewise, finds the value of 𝑥𝑖 equals to 𝐾𝑆𝑇

⨁

𝑡𝑅 by
solving the equation 𝑥′ = (𝑥)2 𝑚𝑜𝑑 𝑛, if it is so, then the
tag is authenticated.

• calculates 𝐴𝐶𝐾1 = 𝑃𝑅𝑁𝐺(𝑥)
⨁

𝑃𝑅𝑁𝐺(𝑦+1) and 𝐴𝐶𝐾2 =
𝑃𝑅𝑁𝐺(𝑦) and sends {𝐴𝐶𝐾1, 𝐴𝐶𝐾2} to the reader.

• If 𝑆𝐼𝐷𝑅 = 𝑆𝐼𝐷(𝑆)
𝑅 then lets 𝑆𝐼𝐷𝐵(𝑆)

𝑅 ← 𝑆𝐼𝐷𝑅, 𝑆𝐼𝐷(𝑆)
𝑅 ←

𝑃𝑅𝑁𝐺(𝑦
⨁

𝑆𝐼𝐷𝐵𝑅), 𝐾𝑆𝑅𝐵
← 𝐾𝑆𝑅 and 𝐾𝑆𝑅 ←

(𝐾 )2 𝑚𝑜𝑑 𝑛.
𝑆𝑅
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Fig. 1. Chiou and Chang protocol for WSN [22].
• If 𝑆𝐼𝐷𝑇 = 𝑆𝐼𝐷(𝑆)
𝑇 then lets 𝐾𝑆𝑇𝐵 ← 𝐾𝑆𝑇 , 𝐾𝑆𝑇 ←

(𝐾𝑆𝑇 )2 𝑚𝑜𝑑 𝑛, 𝑆𝐼𝐷𝐵(𝑆)
𝑇 ← 𝑆𝐼𝐷𝑇 , 𝑆𝐼𝐷(𝑆)

𝑇 ←
𝑃𝑅𝑁𝐺(𝑦

⨁

𝑆𝐼𝐷𝐵𝑇 ) and 𝑝𝑡𝑅 ← 𝑡𝑅.

5. When the message is received by the reader, it:

• checks whether 𝐴𝐶𝐾2
?
= 𝑃𝑅𝑁𝐺(𝑦) is or not, if it is true,

the server is authenticated.
• calculates 𝐴𝐶𝐾 = 𝐴𝐶𝐾1

⨁

𝑃𝑅𝑁𝐺(𝑦+1) and sends {𝐴𝐶𝐾}
to the tag and lets 𝐾𝑆𝑅 ← (𝐾𝑆𝑅)2 𝑚𝑜𝑑 𝑛 and 𝑆𝐼𝐷𝑅 ←
𝑃𝑅𝑁𝐺(𝑦

⨁

𝑆𝐼𝐷𝑅).

6. Upon receiving the message, the tag:

• checks whether 𝐴𝐶𝐾
?
= 𝑃𝑅𝑁𝐺(𝑥), if it is true, it authen-

ticates both the reader and the server, then lets 𝐾𝑆𝑇 ←
(𝐾 )2 𝑚𝑜𝑑 𝑛 and 𝑆𝐼𝐷 ← 𝑃𝑅𝑁𝐺(𝑥

⨁

𝑆𝐼𝐷 ).
4

𝑆𝑇 𝑇 𝑇
3. Security analysis of Chiou and Chang scheme

In this section, we will demonstrate that the Chiou and Chang
scheme [22] does not ensure backward security. We evaluated the
protocol’s security using both formal and informal methods.

3.1. Informal method

3.1.1. Backward security
A protocol’s backward security arises when an attacker who knows

the prior transaction information unable to acquire critical information
about future transactions.

This rule is incorrect in the Chiou and Chang scheme, because if
the attacker reveals the present session secret key, s/he could easily
compute the secret keys of the future sessions. In general, if the
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adversary can gain the secret key of a session, s/he may also discover
the secret key of subsequent sessions, as follows:

1. Learning Phase: During this phase of the attack, the adversary
eavesdrops on one run of protocol and records the protocol
messages, including:
{𝑆𝐼𝐷𝑇 , 𝑆𝐼𝐷𝑅, 𝑥′, 𝑦′, 𝑡𝑅} and {𝐴𝐶𝐾1 = 𝑃𝑅𝑁𝐺(𝑥)

⨁

𝑃𝑅𝑁𝐺(𝑦 +
1), 𝐴𝐶𝐾2 = 𝑃𝑅𝑁𝐺(𝑦)}.

2. Secret Disclosure Phase: It is assumed, that the adversary has
the current session shared keys throughout this phase of the
attack. Furthermore, because the attacker knows the value of 𝑡𝑅
and these facts 𝑥 = 𝐾𝑆𝑇

⨁

𝑡𝑅 and 𝑦 = 𝐾𝑆𝑅
⨁

𝑡𝑅, as a result, the
attacker can easily acquire the values of 𝑥 and 𝑦.
However, if the attacker knows the values of 𝑦′, 𝑦, 𝑥′, and 𝑥, as
well as the information that 𝑦′ = (𝑦)2 𝑚𝑜𝑑 𝑛 and 𝑥′ = (𝑥)2 𝑚𝑜𝑑 𝑛,
the attacker can calculate the value of 𝑛.
Since the shared keys have been updated to 𝐾𝑆𝑇 ← (𝐾𝑆𝑇 )2 𝑚𝑜𝑑 𝑛
and 𝐾𝑆𝑅 ← (𝐾𝑆𝑅)2 𝑚𝑜𝑑 𝑛, and moreover the attacker knows the
value of the current session keys as well as the value of 𝑛, the
attacker may simply obtain the new values of the shared keys.
As a result, the protocol lacks backward secrecy.

.2. Formal method

Cremers [39] created Scyther, a formal security protocol verification
ool, based on the perfect cryptography assumption. The Scyther tool
s one of the most powerful tools for security protocol testing, falsifica-
ion, and analysis, on the assumption an attacker cannot decrypt any
ommunication without the symmetric encryption key. This tool can
etermine the security requirements and vulnerabilities of a protocol.
he security goals in each application are defined as three important
rinciples of confidentiality, integrity and availability. In the Scyther,
he designers have used these three important principles in the form of
wo features, 𝑆𝑒𝑐𝑟𝑒𝑐𝑦 and 𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛, with the following definitions:

𝑆𝑒𝑐𝑟𝑒𝑐𝑦: 𝑆𝑒𝑐𝑟𝑒𝑐𝑦 states that certain confidential and secret informa-
ion will not be revealed to the adversary, even if we transmit this data
hrough an insecure channel. Different forms of 𝑆𝑒𝑐𝑟𝑒𝑐𝑦 can be defined

with subtle differences. For an example, a security claim written as
𝑐𝑙𝑎𝑖𝑚(𝑅,𝑆𝑒𝑐𝑟𝑒𝑡, 𝑆), which executes in the role 𝑅, taking the expression
𝑆 as the secret parameter. This claim states whether for all executions
of the protocol role, the statement 𝑆 remains secret, i.e. it remains
unknown to the adversary or not.

𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛: The most studied security feature in the field of
security protocol analysis is 𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛. However, contrary to the
laim of 𝑆𝑒𝑐𝑟𝑒𝑐𝑦, there is no general consensus on the meaning of
𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛. In fact, as shown by Lowe in [40], there is a hierarchy
f authentication features. 𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛 focuses on the fact that the
mplementation of a protocol role actually guarantees that there is at
east one communication partner in the network. In most cases, we
ant to establish a stronger objective, for example, that the intended
artner is aware of our communication and that a protocol is being
mplemented and that messages have been exchanged as expected.
hese hierarchies are described under the properties of 𝐴𝑙𝑖𝑣𝑒𝑛𝑒𝑠𝑠,
𝑦𝑛𝑐ℎ𝑟𝑜𝑛𝑖𝑧𝑎𝑡𝑖𝑜𝑛 and 𝐴𝑔𝑟𝑒𝑒𝑚𝑒𝑛𝑡 in the Scyther tool which in detail are
xplained in Table 2. As can be seen in Table 2, different types of
ecurity features that actually provide the same three main goals of
onfidentiality, availability and integrity are reviewed in the Scyther
ool.

The Chiou and Chang scheme is specified using the Security Proto-
ol Description Language (SPDL). Fig. 2 also depicts the Compromise
ersion of Scyther tool’s attacks for Chiou and Chang’s protocol.

As shown in Fig. 2, the Chiou and Chang protocol does not satisfy
he security claims of 𝑊 𝑒𝑎𝑘𝑎𝑔𝑟𝑒𝑒, 𝑁𝑖𝑎𝑔𝑟𝑒𝑒, 𝐴𝑙𝑖𝑣𝑒, and 𝑆𝑒𝑐𝑟𝑒𝑐𝑦. Table 2
ives a detailed description of these security claims.
5

. Improved protocol: SAPWSN

In this section, we will propose SAPWSN to improve the security of
he Chiou and Chang’s protocol. The protocol ’s procedure is divided
nto three phases: Initialization, Registration, and Verification.

.1. Initialization phase

The server:

1. Produces 𝐼𝐷𝑇 and 𝐼𝐷𝑅, two unique identifiers for the legal tag
and valid reader, respectively.

2. Produces three distinct 128-bit secret keys between the server
and the tag, namely 𝐾𝑆𝑇 , the server and the reader, namely 𝐾𝑅𝑆 ,
and the reader and the tag, namely 𝐾𝑅𝑇 .

3. The data that is maintained in the server, tag, and reader are
{𝐼𝐷𝑇𝐵 , 𝐼𝐷𝑇 , 𝐼𝐷𝑅, 𝐼𝐷𝑅𝐵

, 𝐾𝑆𝑇 , 𝐾𝑆𝑇𝐵 , 𝐾𝑅𝑆 , 𝐾𝑅𝑆𝐵
, 𝑠}, {𝐼𝐷𝑇 , 𝐾𝑆𝑇 ,

𝐾𝑅𝑇 , 𝐼𝐷𝑅, 𝑠} and {𝐼𝐷𝑅, 𝐾𝑅𝑆 , 𝐾𝑅𝑇 , 𝐾𝑅𝑆𝐵
, 𝐼𝐷𝑇 , 𝑠} respectively.

4. Sets the timer of the reader and the server to synchronize them.

4.2. Registration phase

During this phase, entities attempt to generate and preserve a safe
value that is employed to produce the following secret keys. The secure
channel transmits data depending on the processes outlined below (see
Fig. 3):

1. The reader chooses a random number 𝑟 and calculates 𝑠 = ℎ(𝑟 ∥
𝐼𝐷𝑅). The reader transmits 𝐼𝐷𝑅 and 𝑠 to the tag through a
secure channel.

2. Once the message is received by the tag, it saves the values 𝑠
and 𝐼𝐷𝑅 before sending 𝐼𝐷𝑇 to the reader.

3. The reader stores 𝐼𝐷𝑇 and sends 𝑠, 𝐼𝐷𝑅, and 𝐼𝐷𝑇 to the server.
4. The server stores 𝑠, 𝐼𝐷𝑅, and 𝐼𝐷𝑇 in its memory.

.3. Verification phase

The steps outlined in Fig. 4 are performed to accomplish mutual
uthentication in the proposed protocol.

1. The reader begins this step as follows:

• extracts current time as 𝑡𝑅;
• generates a random number 𝑛;
• computes 𝑥 = 𝑛

⨁

𝐾𝑅𝑇 ;
• sends message {𝑡𝑅, 𝑛, ℎ(𝑥 ∥ 𝑡𝑅)} to the tag;

2. When the message is received by the tag, it:

• first checks 𝑡𝑅 > 0, if valid, computes 𝑥′ = 𝑛
⨁

𝐾𝑅𝑇

and ℎ(𝑥′ ∥ 𝑡𝑅), then checks whether ℎ(𝑥′ ∥ 𝑡𝑅)
?
= ℎ(𝑥 ∥

𝑡𝑅) is valid or not, if it is valid, generates another ran-
dom number 𝑚 and computes 𝑦 = ℎ(𝑚‖𝐾𝑅𝑇 ‖𝑛) and 𝑧 =
ℎ(𝑛‖𝑚‖𝐾𝑆𝑇 ).

• sends the message {𝑚, 𝑦, 𝑧} to the reader.

3. When the message is delivered to the reader, it:

• computes 𝑦′ = ℎ(𝑚‖𝐾𝑅𝑇 ‖𝑛);
• checks whether 𝑦′ ?

= 𝑦 is valid or not, if it is valid, computes
𝑤 = ℎ(𝑛 ∥ 𝑚 ∥ 𝑡𝑅 ∥ 𝐾𝑆𝑅);

• and sends message {𝑧, 𝑚, 𝑛,𝑤, 𝑡𝑅} to the server.

4. After the server receives the message, it:

• extracts current time 𝑡𝑆 ;
• checks whether 𝑡𝑆 − 𝑡𝑅 ≤ 𝑇𝑡ℎ is valid or not, if it is valid, it

computes 𝑧′ = ℎ(𝑛‖𝑚‖𝐾 ).
𝑆𝑇



Computer Networks 220 (2023) 109469

6

F.G. Darbandeh and M. Safkhani

Fig. 2. Security verification results of the Chiou and Chang protocol through the Scyther tool.

Fig. 3. The Registration phase of SAPWSN.
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Table 2
Security claims of the Scyther tool.

Claims Description

𝑆𝑒𝑐𝑟𝑒𝑐𝑦 implies that no specific confidential information is exposed to the
attacker, even if this data is transferred over an insecure channel.

𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛 Authentication is often concerned with ensuring that the network has
at least one communication partner by completing a protocol role.

𝐴𝑙𝑖𝑣𝑒𝑛𝑒𝑠𝑠 According to the definition, when an agent executes a role specification
up to the claim event and believes he is communicating with a trusted
agent, the intended communication partner has actually executed an
event.

𝑆𝑦𝑛𝑐ℎ𝑟𝑜𝑛𝑖𝑧𝑎𝑡𝑖𝑜𝑛 It necessitates a higher level of verification. 𝑆𝑦𝑛𝑐ℎ𝑟𝑜𝑛𝑖𝑧𝑎𝑡𝑖𝑜𝑛
necessitates that the communication partner sends all incoming
messages and receives all sent messages. This requirement is consistent
with the requirement that the actual message exchange occur exactly
as specified in the protocol description. Synchronization criteria ensure
that the protocol behaves in accordance with predefined explanations
even when an adversary is present.

𝐴𝑔𝑟𝑒𝑒𝑚𝑒𝑛𝑡 Another authentication criterion that focuses on the agreement reached
between the protocol’s parties is 𝐴𝑔𝑟𝑒𝑒𝑚𝑒𝑛𝑡. The 𝐴𝑔𝑟𝑒𝑒𝑚𝑒𝑛𝑡 criterion is
based on the idea that after running the protocol, the parties agree on
the values of certain variables. 𝐴𝑔𝑟𝑒𝑒𝑚𝑒𝑛𝑡 is defined as a criterion that
requires the message’s content to follow the message sent in accordance
with the protocol’s rules. As a result, the content of the variables will
be accurate as defined by the protocol after the protocol is executed. It
is not possible to change the message’s content from this perspective. If
there is a change in the message, the recipient will notice it.

𝑊 𝑒𝑎𝑘𝑎𝑔𝑟𝑒𝑒 As a result of this criterion, the communication partners must ensure
that they are communicating with each other in order to prevent one
of them from being fabricated by the adversary.

𝑁𝑖𝑠𝑦𝑛𝑐ℎ Non-injective synchronization, as defined in [40], means that receiving
and sending events are carried out by roles, in the order specified, and
with the primary content in question.

𝑁𝑖𝑎𝑔𝑟𝑒𝑒 Non-injective agreement on messages as defined in [40] means that the
sender and receiver agree on the secret values exchanged, and the
results of the analysis justify the validity of this claim.

𝐸𝑚𝑝𝑡𝑦 This claim has not been verified and is simply ignored. This claim
holds true only if the Scyther tool is used as a backend for other
security verification tools.

𝑅𝑒𝑎𝑐ℎ𝑎𝑏𝑙𝑒 When this claim is generated, the Scyther tool checks to see if it can
be materialized at all. This claim is true if there is a way for it to
occur. This claim is actually inserted when the Scyther tool check
mode is used and can be useful for checking any obvious errors in the
protocol specification.
• checks whether 𝑧′
?
= 𝑧 is valid or not, if it is, validates the

tag, then computes 𝑤′ = ℎ(𝑛 ∥ 𝑚 ∥ 𝑡𝑅 ∥ 𝐾𝑅𝑆 ).
• determines whether 𝑤′ ?

= 𝑤 is valid or not, if it is,
authenticates the reader.

• computes 𝐴𝐶𝐾1 = ℎ(𝑡𝑆 ∥ 𝑚 ∥ 𝐾𝑆𝑇 ∥ 𝐼𝐷𝑇 )
⨁

ℎ(𝑛 ∥ 𝐾𝑅𝑆 )
and 𝐴𝐶𝐾2 = ℎ(𝑡𝑆 ∥ 𝑛 ∥ 𝐾𝑅𝑆 ∥ 𝐼𝐷𝑅 ∥ 𝐴𝐶𝐾1 ∥ 𝐼𝐷𝑇 );

• Lets 𝐼𝐷𝑅𝐵
← 𝐼𝐷𝑅 and 𝐼𝐷𝑅 ← ℎ(𝐼𝐷𝑅 ∥ 𝑛 ∥ 𝐾𝑅𝑆 )

𝐾𝑅𝑆𝐵
← 𝐾𝑅𝑆 and 𝐾𝑅𝑆 ← ℎ(𝐾𝑅𝑆 ∥ 𝐼𝐷𝑅 ∥ 𝑛 ∥ 𝑠).

• Lets 𝐾𝑆𝑇𝐵 ← 𝐾𝑆𝑇 , 𝐾𝑆𝑇 ← ℎ(𝐾𝑆𝑇 ∥ 𝐼𝐷𝑇 ∥ 𝑚 ∥ 𝑠),
𝐼𝐷𝑇𝐵 ← 𝐼𝐷𝑇 , 𝐼𝐷𝑇 ← ℎ(𝐼𝐷𝑇 ∥ 𝑚 ∥ 𝐾𝑆𝑇 ).

• and sends message {𝐴𝐶𝐾1, 𝐴𝐶𝐾2, 𝑡𝑆} to the reader.

5. When the reader gets the server’s message, it:

• checks whether 𝑡𝑆 − 𝑡𝑅 ≤ 𝑇𝑡ℎ is true or not, if it is true,
computes 𝐴𝐶𝐾 ′

2 = ℎ(𝑡𝑆 ∥ 𝑛 ∥ 𝐾𝑅𝑆 ∥ 𝐼𝐷𝑅 ∥ 𝐴𝐶𝐾1 ∥ 𝐼𝐷𝑇 )

and checks whether 𝐴𝐶𝐾 ′
2

?
= 𝐴𝐶𝐾2 is true or not, if it is

true, authenticates the server.
• computes 𝐴𝐶𝐾 = 𝐴𝐶𝐾1

⨁

ℎ(𝑛 ∥ 𝐾𝑅𝑆 );
• sends message {𝐴𝐶𝐾, 𝑡𝑆} to the tag.
• and updates its secret records 𝐼𝐷𝑅 as ℎ(𝐼𝐷𝑅 ∥ 𝑛 ∥ 𝐾𝑅𝑆 ),
𝐾𝑅𝑆 as ℎ(𝐾𝑅𝑆 ∥ 𝐼𝐷𝑅 ∥ 𝑛 ∥ 𝑠), 𝐾𝑅𝑇𝐵 as 𝐾𝑅𝑇 and 𝐾𝑅𝑇 as
ℎ(𝐾𝑅𝑇 ∥ 𝑛 ∥ 𝑚 ∥ 𝐼𝐷𝑇 ∥ 𝑠).

6. Once the tag receives 𝐴𝐶𝐾, it:

• checks whether 𝑡𝑆 − 𝑡𝑅 ≤ 𝑇𝑡ℎ is valid or not, if it is
valid, computes 𝐴𝐶𝐾 ′ = ℎ(𝑡 ∥ 𝑚 ∥ 𝐾 ∥ 𝐼𝐷 ) and
7

𝑆 𝑆𝑇 𝑇
checks whether 𝐴𝐶𝐾 ′ ?
= 𝐴𝐶𝐾 is true or not, if it is true,

authenticates the server and the reader.
• sets the timer of the reader and the server to hold them in

sync.
• and updates its secret records 𝐼𝐷𝑇 as ℎ(𝐼𝐷𝑇 ∥ 𝑚 ∥ 𝐾𝑆𝑇 ),
𝐾𝑅𝑇 as ℎ(𝐾𝑅𝑇 ∥ 𝑛 ∥ 𝑚 ∥ 𝐼𝐷𝑇 ∥ 𝑠) and 𝐾𝑆𝑇 as ℎ(𝐾𝑆𝑇 ∥
𝐼𝐷𝑇 ∥ 𝑚 ∥ 𝑠).

5. Security analysis of the SAPWSN protocol

To demonstrate that our proposed protocol, i.e. SAPWSN, has the
needed security features, we first conduct an informal validation and
then a formal verification using the Compromise version of Scyther
tool.

5.1. Informal verification

• Resistance against Secret Disclosure Attacks
Given that we utilized the hash function in the structure of the
SAPWSN protocol’s messages, the attacker cannot obtain secret
values such as 𝐾𝑅𝑆 , 𝐾𝑅𝑇 and 𝐾𝑆𝑇 , and none of the reader’s and
tag’s other secret values. As a result, the SAPWSN protocol is
immune from secret disclosure attacks.

• Resistance against Impersonation Attacks
In the SAPWSN protocol, a wicked user cannot easily masquerade
as another authorized user. Because the attacker needs to know

the 𝐾𝑅𝑇 , 𝐾𝑅𝑆 and 𝐾𝑆𝑇 , and since the hash function has been
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Fig. 4. The process of SAPWSN: the proposed protocol to be employed in WSN.
utilized in the structure of the protocol’s messages, we can claim
it is impossible to obtain these values in the protocol; therefore,
the SAPWSN protocol can able to be safe against all kinds of
impersonation threats. More precisely, to impersonate the tag,
the adversary should compute the valid 𝑦 = ℎ(𝑚 ∥ 𝐾𝑅𝑇 ∥ 𝑛)
and 𝑧 = ℎ(𝑛 ∥ 𝑚 ∥ 𝐾𝑆𝑇 ) while 𝑛 is a fresh challenge sent by
the reader and 𝐾𝑆𝑇 and 𝐾𝑅𝑇 are secret parameters which is not
feasible. To impersonate the reader to the server, the adversary
should compute the valid 𝑤 = ℎ(𝑛 ∥ 𝑚 ∥ 𝑡𝑅 ∥ 𝐾𝑆𝑅) while
𝑡𝑅 is a fresh timestamp and out of the adversary’s control and
𝐾𝑆𝑅 is a secret parameter which is not feasible. On the other
hand, to impersonate the server, the adversary should successfully
compute 𝐴𝐶𝐾1 = ℎ(𝑡𝑆 ∥ 𝑚 ∥ 𝐾𝑆𝑇 ∥ 𝐼𝐷𝑇 ) ⊕ℎ(𝑛 ∥ 𝐾𝑅𝑆 ) and
𝐴𝐶𝐾2 = ℎ(𝑡𝑆 ∥ 𝑛 ∥ 𝐾𝑅𝑆 ∥ 𝐼𝐷𝑅) which is not feasible. Finally,
to impersonate the reader to the tag, the adversary should send
a valid 𝐴𝐶𝐾 = 𝐴𝐶𝐾1 ⊕ ℎ(𝑛 ∥ 𝐾𝑅𝑇 ) to the tag that is a factor of
the secret 𝐾𝑅𝑇 and other session dependent parameters such as
𝑚. All in all, the adversary cannot impersonate any entity of the
protocol.

• Resistance against Replay Attacks
The timestamp system and verifying transmission delay time are
utilized in the SAPWSN protocol. Moreover, the tag and reader
are involved in the randomization of protocol messages. As a
result, the attacker cannot transmit to an arbitrary entity the sent
prior messages in the protocol, then claim that these messages
have been sent by a legit entity. As a result, the SAPWSN protocol
is resistant to replay attacks.
8

• Resistance against Desynchronization Attack
In a desynchronization attack, the attacker sends bogus messages
to one or both sides of an active connection in a wireless sensor
network in order to mismatch the secret values. As a conse-
quence, the parties will be unable to identify each other in future
interactions.
The exchanged values in the messages in the SAPWSN protocol
are protected using the hash function, so the attacker cannot
simply modify these values without the communication sides
being realized. If the values are changed, the message receiver
will discover this by comparing the received amounts.

• Backward Security
Backward security of a protocol is achieved when an attacker has
a key of a protocol session but is unable to obtain the next session
key. As mentioned above, in our proposed protocol, the key to
each session is created using secret values such as 𝑠. Therefore,
revealing a session key does not imperil other keys in subsequent
sessions. Precisely, the keys in the SAPWSN protocol are updated
as 𝐾𝑅𝑆 = ℎ(𝐾𝑅𝑆 ∥ 𝐼𝐷𝑅 ∥ 𝑛 ∥ 𝑠), 𝐾𝑅𝑇 = ℎ(𝐾𝑅𝑇 ∥ 𝑛 ∥ 𝑚 ∥ 𝐼𝐷𝑇 ∥ 𝑠)
and 𝐾𝑆𝑇 = ℎ(𝐾𝑆𝑇 ∥ 𝐼𝐷𝑇 ∥ 𝑚 ∥ 𝑠), which are also dependent on
the updated parties identifiers and secret values. As a result, in
the proposed protocol, divulging the current session key will not
reveal the key of the next session.

• Forward Security
In this case, it is anticipated that if an attacker obtains the key of a
protocol session in any way, s/he will be unable to determine the
key of previous sessions using that key. The keys of the protocol
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sessions, i.e. 𝐾𝑅𝑆 = ℎ(𝐾𝑅𝑆 ∥ 𝐼𝐷𝑅 ∥ 𝑛 ∥ 𝑠), 𝐾𝑅𝑇 = ℎ(𝐾𝑅𝑇 ∥
𝑛 ∥ 𝑚 ∥ 𝐼𝐷𝑇 ∥ 𝑠) and 𝐾𝑆𝑇 = ℎ(𝐾𝑆𝑇 ∥ 𝐼𝐷𝑇 ∥ 𝑚 ∥ 𝑠), are
made through hash functions with secret values in the SAPWSN
protocol, so that the disclosure of one key does not endanger the
key of the previous sessions.

• Robustness
In seminal works, Anderson and Needham [41] and Abadi and
Needham [42] provided robustness principles for designing cryp-
tographic protocols. Following the first principle in [42], every
message should say exactly what it means: the message’s interpre-
tation should be based solely on its content. It should be possible
to write a simple English sentence describing the content; how-
ever, if a suitable formalism is available, that is also acceptable.
It is clear that all the transferred messages in the SAPWSN fulfill
this principle because we have clearly defined each part of the
transferred messages. The third principle contends that if the
identity of a principal is critical to the meaning of a message,
the principal’s name should be mentioned explicitly in the mes-
sage. However, implicit ID compromises the traceability property
and hence we included the IDs implicitly to avoid such attack,
i.e. 𝐴𝐶𝐾1 = ℎ(𝑡𝑆 ∥ 𝑚 ∥ 𝐾𝑆𝑇 ∥ 𝐼𝐷𝑇 ) ⊕ ℎ(𝑛 ∥ 𝐾𝑅𝑆 ) and 𝐴𝐶𝐾2 =
ℎ(𝑡𝑆 ∥ 𝑛 ∥ 𝐾𝑅𝑆 ∥ 𝐼𝐷𝑅 ∥ 𝐴𝐶𝐾1 ∥ 𝐼𝐷𝑇 ). Furthermore, the seventh
principle states that in order to a predictable quantity to be
effective, it must be protected so that an intruder cannot simulate
a challenge and then replay a response. The only predictable
value in the SAPWSN is the timestamp, which is protected by a
keyed hash. The second principle of [41] states that the same key
should not be used for two different purposes (such as signing and
decryption), and that different runs of the same protocol should
be distinguished from one another. In the SAPWSN, we do not
use encryption and also different sessions are distinguished by
different timestamps and the contributed nonces by the protocol’s
entities. Hence, the SAPWSN meets this principle also.

• No Key Control
The computed session keys, in each session of SAPWSN, are
𝐾𝑅𝑆 = ℎ(𝐾𝑅𝑆 ∥ 𝐼𝐷𝑅 ∥ 𝑛 ∥ 𝑠), 𝐾𝑆𝑇 = ℎ(𝐾𝑆𝑇 ∥ 𝐼𝐷𝑇 ∥ 𝑚 ∥ 𝑠)
and 𝐾𝑅𝑇 = ℎ(𝐾𝑅𝑇 ∥ 𝑛 ∥ 𝑚 ∥ 𝐼𝐷𝑇 ∥ 𝑠). It is clear each session key
contains an equal share of both participants’ session parameters
as well as their private keys. As a result, none of the participants
has any control over the formation of the session key, and the
SAPWSN satisfies the No Key Control (NKC) property.

5.2. Formal verification

In this section, we will use the Compromise version of Scyther tool
to verify the security of the SAPWSN protocol. The Scyther tool has
two versions, Standard and Compromise, the difference between these
two versions is that in the Standard model, the adversary model is the
Dolev–Yao adversary model [43], and in the Compromise version, in
addition to the Dolev–Yao adversary model, is also possible to check
advanced security properties such as backward secrecy and forward
secrecy. Fig. 5 shows the settings page in the Compromise version of the
Scyther tool, which is easy to see where it is possible to check attacks
in which it is assumed that long term keys or session keys or random
numbers are exposed.

We employed Scyther Compromise-0.9.2 tool because we needed to
prove that our protocol provides both backward and forward security.
All available protocols in the Standard version are supported by this
version of the Scyther. To confirm that the proposed protocol’s back-
ward and forward security is accomplished, in the first run of Scyther
codes, we choose the ‘‘after (PFC) option’’, and in the second run, we
select the ‘‘Session Key Reveal’’ option, so we present Scyther results in
these two conditions.

In the first subsection, we will study the claim events and security
attributes in the Scyther tool, and in the second subsection, we will
evaluate the security and accuracy of the SAPWSN protocol using the
9

Scyther Compromise-0.9.2 tool.
Table 3
Reader role definitions of the SAPWSN protocol in the Scyther tool.

Role Code

Public const XOR : Function;
var n : Nonce;
var m: Nonce;
usertype Timestamp;
secret s;
hashfunction h1;

Reader fresh n:Nonce;
secret 𝐼𝐷𝑟 , 𝐼𝐷𝑡;
secret 𝐾𝑟𝑡 , 𝐾𝑠𝑡 , 𝐾𝑠𝑟;
fresh 𝑇𝑟 : Timestamp;
var Ts:Timestamp;
var m:Nonce;
macro x = XOR(n, 𝐾𝑟𝑡);
macro y=h1(x, 𝑇𝑟);
𝑠𝑒𝑛𝑑1(𝑟𝑒𝑎𝑑𝑒𝑟, 𝑡𝑎𝑔, 𝑇𝑟 , 𝑛, 𝑦);
𝑟𝑒𝑐𝑣2(𝑡𝑎𝑔, 𝑟𝑒𝑎𝑑𝑒𝑟, 𝑚, ℎ1(𝑚,𝐾𝑟𝑡 , 𝑛), ℎ1(𝑛, 𝑚,𝐾𝑠𝑡));
claim(reader,Secret,h1(m, 𝐾𝑟𝑡,n));
claim(reader,Secret,h1(n,m,Kst));
𝑠𝑒𝑛𝑑3(𝑟𝑒𝑎𝑑𝑒𝑟, 𝑠𝑒𝑟𝑣𝑒𝑟, ℎ1(𝑛, 𝑚,𝐾𝑠𝑡), ℎ1(𝑛, 𝑚, 𝑇𝑟 , 𝐾𝑠𝑟), 𝑛, 𝑚, 𝑇𝑟);
𝑟𝑒𝑐𝑣4(𝑠𝑒𝑟𝑣𝑒𝑟, 𝑟𝑒𝑎𝑑𝑒𝑟, 𝑇 𝑠,𝑋𝑂𝑅(ℎ1(𝑚,𝐾𝑠𝑡, 𝐼𝐷𝑡, 𝑇 𝑠), ℎ1(𝑛,𝐾𝑠𝑟)), ;
ℎ1(𝑇 𝑠, 𝑛, 𝐾𝑠𝑟, 𝐼𝐷𝑟,𝑋𝑂𝑅(ℎ1(𝑚,𝐾𝑠𝑡, 𝐼𝐷𝑡, 𝑇 𝑠), ℎ1(𝑛,𝐾𝑠𝑟)), 𝐼𝐷𝑡));
claim(𝑟𝑒𝑎𝑑𝑒𝑟, 𝑆𝑒𝑐𝑟𝑒𝑡, 𝑋𝑂𝑅(ℎ1(𝑚,𝐾𝑠𝑡, 𝐼𝐷𝑡, 𝑇 𝑠), ℎ1(𝑛,𝐾𝑠𝑟)));
//Server is legitimate
claim (reader,Secret, 𝑋𝑂𝑅(ℎ1(𝑚,𝐾𝑠𝑡 , 𝐼𝐷𝑡 , 𝑇 𝑠), ℎ1(𝑛,𝐾𝑠𝑟));
𝑠𝑒𝑛𝑑5(𝑟𝑒𝑎𝑑𝑒𝑟, 𝑡𝑎𝑔, 𝑇 𝑠,𝑋𝑂𝑅(𝑋𝑂𝑅(ℎ1(𝑚,𝐾𝑠𝑡 , 𝐼𝐷𝑡 , 𝑇 𝑠), ℎ1(𝑛,𝐾𝑠𝑟)), ℎ1(𝑛,𝐾𝑠𝑟)));
claim(reader,Alive);
claim(reader,Weakagree);
claim(reader,Niagree);
claim(reader,Nisynch);
claim (reader,Secret, ℎ1(𝑛, 𝑚,𝐾𝑠𝑡);
claim (reader,Secret, 𝑋𝑂𝑅(𝑋𝑂𝑅(ℎ1(𝑚,𝐾𝑠𝑡 , 𝐼𝐷𝑡 , 𝑇 𝑠), ℎ1(𝑛,𝐾𝑠𝑟)), ℎ1(𝑛,𝐾𝑠𝑟));
};

Table 4
Tag role definitions of the SAPWSN protocol in the Scyther tool.

Role Code

Tag var n:Nonce;
fresh m:Nonce;
secret 𝐼𝐷𝑡;
secret 𝐾𝑟𝑡 , 𝐾𝑠𝑡 , 𝐾𝑠𝑟;
var 𝑇𝑟, 𝑇𝑠:Timestamp;
𝑟𝑒𝑐𝑣1(𝑟𝑒𝑎𝑑𝑒𝑟, 𝑡𝑎𝑔, 𝑇𝑟 , 𝑛, 𝑦);
claim(tag,Secret,n);
claim(tag,Secret,y);
𝑐𝑙𝑎𝑖𝑚(𝑡𝑎𝑔, 𝑆𝑒𝑐𝑟𝑒𝑡, 𝑇𝑟);
𝑠𝑒𝑛𝑑2(𝑡𝑎𝑔, 𝑟𝑒𝑎𝑑𝑒𝑟, 𝑚, ℎ1(𝑚,𝐾𝑟𝑡 , 𝑛), ℎ1(𝑛, 𝑚,𝐾𝑠𝑡));
𝑟𝑒𝑐𝑣5(𝑟𝑒𝑎𝑑𝑒𝑟, 𝑡𝑎𝑔, 𝑇 𝑠,𝑋𝑂𝑅(𝑋𝑂𝑅(ℎ1(𝑇𝑠 , 𝑚,𝐾𝑠𝑡 , 𝐼𝐷𝑡), ℎ1(𝑛,𝐾𝑠𝑟)), ℎ1(𝑛,𝐾𝑠𝑟)));
𝑐𝑙𝑎𝑖𝑚(𝑡𝑎𝑔, 𝑆𝑒𝑐𝑟𝑒𝑡, 𝑋𝑂𝑅(𝑋𝑂𝑅(ℎ1(𝑇𝑠 , 𝑚,𝐾𝑠𝑡 , 𝐼𝐷𝑡), ℎ1(𝑛,𝐾𝑠𝑟)), ℎ1(𝑚,𝐾𝑠𝑟)));
claim(tag,Alive);
claim(tag,Weakagree);
claim(tag,Niagree);
claim(tag,Nisynch);
claim(tag,Secret,h1(m, 𝐾𝑟𝑡,n));
claim(tag,Secret,h1(n,m, 𝐾𝑠𝑡));
};

5.2.1. The scyther tool’s security claim events and security properties
In role specifications of one security protocol in the Scyther tool,

claim events are used to simulate the required security attributes. The
Scyther tool has a number of predetermined claim types. (see Table 2.)

As shown in Tables 3, 4, and 5, we defined all parties of the
proposed protocol in separated roles.

The Scyther tool results for the SAPWSN protocol are depicted in
Figs. 6 and 7. Figs. 8 and 9 also show the security of the SAPWSN
protocol against all the Scyther tool attacks scenarios while selecting
the ‘‘Session Key Reveal’’ option. It is easy to see that the security
evaluation results of the proposed protocol in all different cases show
that the proposed protocol is secure against all possible attacks.
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Fig. 5. The setting page in the Scyther Compromise-0.9.2 tool.
6. Comparison

We compared our proposed protocol to the most recent similar
schemes in terms of security features, computational costs, execution
times, communication cost and storage cost in this section. It worth
noting that the phases of authentication and updating the secret values
is taken into account in the comparison section calculations.

6.1. Comparison of security features

Table 6 compares the security features of our improved protocol to
those of the most recent and similar schemes. As can be observed, all of
these protocols except ours are vulnerable to one or more threats, but
we are attempting to develop a protocol that is resistant to all known
10
active and passive attacks. Sections 5.1 and 5.2 evaluate the security
of our improved protocol.

6.2. Comparison of computational cost

The type of cryptographic operation used in the protocol influences
its security and execution time. Some designers use lightweight op-
erations such as XOR, Rotation, AND, and OR operations instead of
traditional encryption functions to drastically reduce protocol execu-
tion time. However, almost all of these schemes have been shown
to be vulnerable to various attacks, so we excluded them from the
comparison.

In Table 7 and graphically in Fig. 10, we compared the type and the
number of operations used in SAPWSN with those of other protocols.
In Table 8, the execution time of a modular squaring operation is
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Fig. 6. Security verification results of the SAPWSN protocol using the Scyther Compromise-0.9.2 tool (selecting ‘‘after(PFC)’’ option).
Table 5
Server role definitions of the SAPWSN protocol in the Scyther tool.

Role Code

Server var 𝑇𝑟:Timestamp;
fresh 𝑇𝑠:Timestamp;
var n:Nonce;
var m:Nonce;
secret 𝐼𝐷𝑟 , 𝐼𝐷𝑡;
secret 𝐾𝑟𝑡 , 𝐾𝑠𝑡 , 𝐾𝑠𝑟;
𝑟𝑒𝑐𝑣3(𝑟𝑒𝑎𝑑𝑒𝑟, 𝑠𝑒𝑟𝑣𝑒𝑟, ℎ1(𝑛, 𝑚,𝐾𝑠𝑡), ℎ1(𝑛, 𝑚, 𝑇𝑟 , 𝐾𝑠𝑟), 𝑛, 𝑚, 𝑇𝑟);
claim(server,Secret,m);
claim(server,Secret,n);
claim(server,Secret, 𝑇𝑟);
claim(server,Secret, ℎ1(𝑛, 𝑚,𝐾𝑠𝑡));
//Tag is Legitimate
claim(server,Secret, ℎ1(𝑛, 𝑚, 𝑇𝑟 , 𝐾𝑠𝑟));
//User is Legitimate
𝑠𝑒𝑛𝑑4(𝑠𝑒𝑟𝑣𝑒𝑟, 𝑟𝑒𝑎𝑑𝑒𝑟, 𝑇𝑠 , 𝑋𝑂𝑅(ℎ1(𝑚,𝐾𝑠𝑡 , 𝐼𝐷𝑡 , 𝑇𝑠), ℎ1(𝑛,𝐾𝑠𝑟)),
ℎ1(𝑇𝑠 , 𝑛, 𝐾𝑠𝑟 , 𝐼𝐷𝑟,
𝑋𝑂𝑅(ℎ1(𝑚,𝐾𝑠𝑡 , 𝐼𝐷𝑡 , 𝑇𝑠), ℎ1(𝑛,𝐾𝑠𝑟)), 𝐼𝐷𝑡));
claim(server,Alive);
claim(server,Weakagree);
claim(server,Niagree);
claim(server,Nisynch);
claim(server,Secret, 𝑋𝑂𝑅(ℎ1(𝑇𝑠 , 𝑚,𝐾𝑠𝑡 , 𝐼𝐷𝑡), ℎ1(𝑛,𝐾𝑠𝑟)));
};

represented as 𝑇𝑠, the execution time of square root modular solving
is represented as 𝑇𝑟, the execution time of a pseudo random number
generation operation is denoted as 𝑇𝑝, and the execution time of a hash
operation is indicated as 𝑇 . According to [46], 𝑇 = 1.896 ms, 𝑇 =
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ℎ 𝑠 𝑟
Table 6
Security comparison of the SAPWSN protocol with other similar protocols.

Protocol A1 A2 A3 A4

Cho et al. [17] No No Yes [21] Yes [21]
Doss et al. [21] Yes No [22] Yes Yes
Chiou and Chang
[22]

Yes No(in this paper) Yes Yes

Yeh et al. [44] Yes No [45] No [45] Yes
SAPWSN Yes Yes Yes Yes

A1: Secret Disclosure Attack Resistance; A2: Backward/Forward Secrecy
A3: Impersonation Attack Resistance, A4: Desynchronization Attack Resistance

3.481 ms, 𝑇𝑝 = 0.021 ms, 𝑇ℎ = 0.253 ms, and also because the execution
time of the exclusive or operation (Xor) and concatenation operation is
negligible, they are ignored at this step. Fig. 11 graphically compares
the proposed protocol to other recent similar protocols in terms of the
execution time. Based on the results of the calculations presented in
Table 8 and Fig. 11, the Cho et al. [17] and SAPWSN protocols have
the shortest execution times, but because the Cho et al. [17] protocol is
insecure against secret disclosure attack and lacks backward/forward
secrecy, we can conclude that our proposed protocol is superior in
terms of both security features and execution time.

6.3. Comparison of communication cost

Another criterion for comparing security protocols with each other
is the communication costs in the protocol. Communication costs mean
the number of bits exchanged during the execution of the protocol
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Fig. 7. Continuation of security verification results of the SAPWSN protocol using the Scyther Compromise-0.9.2 tool (selecting ‘‘after(PFC)’’ option).

Fig. 8. Security verification results of the SAPWSN protocol using the Scyther Compromise-0.9.2 tool (selecting ‘‘Session Key Reveal’’ option).
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Fig. 9. Continuation of security verification results of the SAPWSN protocol using the Scyther Compromise-0.9.2 tool (selecting ‘‘Session Key Reveal’’ option).
Fig. 10. Comparison of the protocols based on the number of used operations.
between different parties. For this purpose, the length of the parameters
used in the protocol is needed, which we have shown in Table 9. After
that, we calculated the total communication cost for the considered
protocols based on the bit, so by comparing the total communication
cost of protocols presented in Table 10, it can be concluded that
the SAPWSN protocol can both provide higher security and after the
Cho et al. protocol has the best computation cost compared to other
protocols. Fig. 12 graphically compares the proposed protocol to other
recent similar protocols in terms of the communication cost.
13
6.4. Comparison of storage cost

Storage costs are usually used to compare different protocols. Stor-
age cost usually refers to the number of bits that the limited party
in the protocol, such as a tag or sensor, must store for the correct
implementation of the protocol. Usually, because other components
involved in the protocol such as servers, gateways or readers do not
have many restrictions, they are not considered in these storage costs.

In this section, using the length of the parameters shown in Table 9,
the storage cost of the proposed protocol is compared with other



Computer Networks 220 (2023) 109469F.G. Darbandeh and M. Safkhani
Fig. 11. Comparison of the execution time of protocols.
Fig. 12. Communication cost comparison of the SAPWSN protocol with other similar protocols.
Table 7
Comparison of the SAPWSN protocol with other similar protocols based on the type
and number of operations where SRMS: Square Root Modular Solving.

Protocol Squaring SRMS PRNG Hash

Cho et al. [17] – – – 4
Doss et al. [21] 6 4 6 2
Chiou and Chang [22] 6 2 10 –
Yeh et al. [44] 2 2 2 8
SAPWSN – – – 24

protocols in Table 11 and Fig. 13. As can be seen, the storage cost in
the proposed protocol is lower compared to other protocols after the
Cho et al.’s protocol and the proposed protocol has not imposed more
storage cost on the sensors to create security.

7. Conclusion

In this paper, we evaluated the security of the Chiou and Chang
EPC Class 1 Gen-2 authentication protocol and demonstrated its flaws.
14
Table 8
Execution time comparison of the SAPWSN protocol with other similar protocols (in
milliseconds).

Protocol Computational cost Execution time (ms)

Cho et al. [17] 4𝑇ℎ 1.012
Doss et al. [21] 6𝑇𝑠 + 4𝑇𝑟 + 6𝑇𝑝 + 2𝑇ℎ 25.932
Chiou and Chang [22] 6𝑇𝑠 + 2𝑇𝑟 + 10𝑇𝑝 18.548
Yeh et al. [44] 2𝑇𝑠 + 2𝑇𝑟 + 2𝑇𝑝 + 8𝑇ℎ 12.82
SAPWSN 24𝑇ℎ 6.072

To be more specific, we revealed security flaws in the protocol that
potentially reveal all of the secret information. The main disadvantage
of this protocol is that it is vulnerable to backward security contradic-
tion attack. We also presented a novel way to amend the Chiou and
Chang authentication protocol’s flaws. Furthermore, we demonstrated
by both informal and formal methods that our proposed protocol is
secure against the attack mentioned in this paper, as well as all other
known active and passive attacks. We used the Compromise version
of Scyther tool which is one of the formal methods for assessing the
security of all kinds of security protocols.
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Table 9
The length of the protocols’ parameters based on bit.

Parameter Symbol Length(bit)

Hash function 𝑙ℎ 160 bits
CRC and PRNG 𝑙𝑐 128 bits
Random numbers 𝑙𝑟 128 bits
Data 𝑙𝑑 40 bits
Encrypted/Decryption 𝑙𝑒 128 bits
Message ‘‘hello’’ 𝑙𝑚 40 bits
Secret values, modules and random numbers
in the quadratic residue-based protocols

𝑙𝑛 1024 bits

Secret values in the non-quadratic residue
based protocols

𝑙𝑘 128 bits

𝐼𝐷, 𝑆𝐼𝐷 𝑙𝐼𝐷 128 bits
Time 𝑙𝑡 32 bits
𝐸𝑃𝐶 𝑙𝑒𝑝𝑐 96 bits
A
W
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Table 10
Comparison of communication cost.

Protocol Tag Reader Server Total (bit)

Cho et al. [17] 𝑙ℎ + 𝑙𝑟 2𝑙ℎ + 4𝑙𝑟 𝑙𝑑 + 𝑙ℎ + 𝑙𝑟 1448 bits
Doss et al. [21] 2𝑙𝑛 𝑙𝑚 + 2𝑙𝑟 + 𝑙ℎ + 𝑙𝑐 + 4𝑙𝑛 𝑙ℎ + 𝑙𝑐 6956 bits
Chiou and Chang [22] 𝑙𝑐 + 𝑙𝑛 3𝑙𝑐 + 2𝑙𝑛 + 2𝑙𝑡 2𝑙𝑐 3904 bits
Yeh et al. [44] 3𝑙𝑛 + 3𝑙ℎ 𝑙𝑚 + 3𝑙ℎ + 2𝑙𝑛 + 2𝑙𝑟 𝑙ℎ 6536 bits
SAPWSN 𝑙𝑟 + 2𝑙ℎ 3𝑙𝑡 + 4𝑙ℎ + 3𝑙𝑟 𝑙𝑡 + 2𝑙ℎ 1920 bits

Table 11
Storage cost comparison of the SAPWSN protocol with other similar protocols.

Protocol Tag Total

Cho et al. [17] 𝑙𝐼𝐷 + 𝑙𝐾 256 bits
Doss et al. [21] 𝑙𝑟 + 𝑙𝐼𝐷 + 𝑙ℎ + 𝑙𝑛 1440 bits
Chiou and Chang [22] 2𝑙𝐼𝐷 + 𝑙𝑘 + 𝑙𝑛 2304 bits
Yeh et al. [44] 𝑙𝑟 + 𝑙𝐼𝐷 + 𝑙ℎ + 𝑙𝑛 2336 bits
SAPWSN 2𝑙𝐼𝐷 + 2𝑙𝑘 + 𝑙ℎ 672 bits

Although the performed analysis shows that the proposed scheme
utperforms the most recent related works, any cryptographic protocol
hould not be trusted unless its security is independently evaluated,
hich is left as a future work for interested researchers. In addition, to
rovide a fair comparison for different protocols, we did not consider
ontrol unit costs in our cost analysis, instead focusing on the number
f calls to cryptographic primitives. However, each platform has its
wn recruitment process. As a result, another research direction is to
reate prototypes based on the proposed protocol and test its efficiency
n various platforms, such as microcontrollers and FPGAs. From the
tandpoint of design strategy, it is worth noting that WSN sensors are
15
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dispersed throughout the field, so an adversary could always capture
them and read their memory directly or using side-channel attacks. In
that case, cloning a sensor might be possible. Designers commonly use
Physically unclonable functions (PUFs) as a device fingerprint to avoid
such attacks in the literature. Although this approach has its own set
of advantages and disadvantages, it is intriguing to consider adapting
it to the proposed protocol in this study.
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