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ABSTRACT

RFID technology offers an affordable and user-friendly solution for contactless identification of objects
and individuals. However, the widespread adoption of RFID systems raises concerns regarding security and
privacy. Vulnerabilities such as message tampering, interception, and eavesdropping pose significant risks to
the integrity of the system. This study examines the effectiveness of two recently proposed ultra-lightweight
RFID authentication protocols, URASP and KUAJB, in addressing these security challenges.

Surprisingly, our findings reveal that both URASP and KUAJB protocols are susceptible to secret disclosure
attacks, despite their claims of providing robust security. Consequently, the development of a truly ultra-
lightweight protocol that ensures adequate security becomes a formidable task. As a potential solution,
the enhancement of the URASP protocol through the integration of a simple cryptographic primitive is
suggested to bolster its security measures.

INDEX TERMS RFID; Ultra-lightweight; Permutation; Secret Disclosure Attack; Quark Hash Function

. INTRODUCTION

RFID technology is extensively employed across various
industries, such as manufacturing, supply chains, and health-
care, owing to its affordability and energy efficiency. More-
over, it is recognized as a highly promising technology for
the Internet of Things (IoT). Device authentication is one of
the most important challenges when it comes to security and
privacy in RFID systems. Due to RFID tags’ limited compu-
tational capabilities, which prevent them from carrying out
sophisticated cryptographic primitives, the implementation
of well-known authentication methods is constrained. Several
lightweight authentication techniques have been put out to
address this problem, such as the one described in [1l], which
makes use of a pseudo-identifier SID and a secret key « that
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is given by the administrator to each valid tag. The suggested
system has been security assessed against various RFID
attacks and guarantees the secret data’s secrecy, integrity, and
authenticity.

Researchers have developed several security approaches,
which can be divided into four main categories: full-fledged,
simple, lightweight, and ultra-lightweight, to solve the se-
curity and privacy concerns in RFID systems. Different
cryptography operations can be used without limitations
by full-fledged security mechanisms. Schemes that sup-
port hash functions and pseudo-random number generators
(PRNGsS) to build security protocols are under the simple
category. Security protocols can be built using lightweight
cryptographic primitives like the cyclic redundancy check
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(CRC), the pseudo-random number generator (PRNG), and
other procedures. The bit-wise operations XOR, OR, Rotate,
and similar ones are the only ones allowed by the ultra-
lightweight protocols. Although creating security protocols
that are only extremely lightweight is exciting, researchers
have discovered numerous security flaws in them, and there
are few such schemes in use [2} 3] 14} [5]].

As shown in Figure [I] an RFID system is made up of three
main parts: a tag, a reader, and a back-end server that stores
and manages data from the tag and reader. Based on how they
are powered, tags can be divided into three categories: active,
semi-active, and passive tags. Passive tags, which are the least
expensive tags, can only communicate with a reader’s signal.
Active tags are powered by internal batteries. Semi-active
tags can utilize either a reader’s signal or its battery [6].

Ultra-high frequency passive tags are frequently employed
in a variety of applications, operate between 860 and 960
MHz. Additionally, there are numerous common attacks on
inexpensive RFID tags, such as response injection attacks,
unauthorized cloning, unauthorized deactivating, and tracked
without authorization. For more information, see Table[l]

A. OUR CONTRIBUTIONS

This paper’s main contribution can be summarized as fol-
lows:

« This paper illustrates a secret disclosure attack against
two recent authentication protocols, i.e. Sharigh et al.
[7] protocol (URASP) and Khan et al. [8] protocol
(KUAJB from now).

« This paper addresses [7]’s authentication protocol secu-
rity flaw and suggests a new authentication protocol.
In order to keep the proposed protocol lightweight,
lightweight hash functions such as Quark hash func-
tion [9] have been used instead of conventional hash
functions such as SHA-3.

« Security of authentication protocols is always demon-
strated through informal and formal security analysis.
Comparing our proposed scheme with similar recent
protocols reveals that our proposed protocol outper-
forms its predecessors, the URASP protocol, in terms
of security or effectiveness.

o The analyzes carried out in this paper involves formal
tools such as Scyther and ProVerif and a wide range
of informal discussions against the resistance of the
proposed authentication scheme against different active
and passive attacks.

B. PAPER ORGANIZATION

The body of this essay is organized as follows: The re-
lated work in this field is summarized in Section [[Il The
preliminaries and basic definitions used in this paper are
stated in Section [[II} Section [IV] briefly explains URASP
and KUAJB authentication schemes. The security analysis
of those authentication schemes is explained in Section
which is actually secret value disclosure attacks against the
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discussed protocols. Section [V introduces a new authentica-
tion scheme, and Section[VII]analyzes security of this scheme
using both formal and informal methods. Section eval-
uates how well this approach worked and the conclusion is
presented in Section [[X]

Il. RELATED WORK

In this section, many authentication schemes, such as
lightweight, ultra-lightweight, and simple are reviewed. Fur-
thermore, as with other authentication protocols (i.e., full-
fledged), these authentication protocols must provide all re-
quired security properties. A modern authentication protocol
for Medical Wireless Sensor Networks (MWSN) was pro-
posed by [[10] and they believed their own scheme satisfied all
security requirements. However, [L1] made the observation
that the proposed protocol in [[10] is vulnerable to privileged
attacks. Additionally, that protocol does not protect user
anonymity. After that [11] presented a modification to their
authentication scheme. Although, [12]] drew attention to the
improvement’s flaws, which include a lack of password iden-
tification and vulnerability to a de-synchronization attack.
[13] also revealed that the proposed protocol in [11] had a
few additional security flaws, such as vulnerability to offline
password guessing and user impersonation.

[[14] proposed a XOR and Rotation operations based pro-
tocol. However, some researchers such as [[15} 5, [16] demon-
strated that their protocol is weak and vulnerable to secret
disclosure and de-synchronization attacks. In addition, [[15]]
suggested a modified version of [[14] scheme, but [17] reveals
that [[15]]’s scheme suffers from secret disclosure for instance.

A cloud-assisted authentication scheme for Telecare Med-
ical Information Systems (TMIS) was asserted by [18] and
they thought their scheme was secure against well-known
privacy and security attacks. While [19] showed that their
authentication scheme is insecure and susceptible to secu-
rity issues such as impersonation and patient anonymity
contradiction attacks. Also, another authentication scheme
for healthcare systems was suggested by [20], while, [21]]
presented convincing impersonation and replay attacks for
their protocol. Furthermore, [22]] proposed a protocol for
device identification in residential automation systems with
a smart grid. However, [23] showed that [22]]’s protocol
suffers from stolen smart devices, impersonation, and session
key exposure, and also is unable to provide a secure authen-
tication mechanism.

Also, [24] developed a lightweight authentication scheme
for wearable devices. After that, [25] illustrated that their
protocol is insecure and vulnerable to privileged insiders,
compromised sensing devices, and de-synchronization at-
tacks. [26] asserted a lightweight protocol and claimed it
to be a secure protocol, however [27] showed that their
scheme is not secure and suspicious to key compromise,
replay, and impersonation attacks. Also, two respectively
ultra-lightweight and lightweight schemes were proposed
by [28] and [29]. Whereas, [30] illustrated that [28]’s
scheme is suspect to secret disclosure and de-synchronization
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TABLE 1: Types of RFID attacks

Attacks Explanation

Tag tracking By sending authentication requests to the tag as a trustworthy reader and assessing the
tag’s response messages, the tag could be traced.

Forgery Every time a valid tag’s identity information is intercepted, an attacker can pose as a
genuine tag and ask the valid reader for confirmation.

Replay By intercepting RFID session data in an effort to verify the target object, the intruder can

send stolen info to authorized members in the later times.

In this attack, one of the authentication sides only updates secret shared values and so the
other side cannot validate it for the subsequent round of authentication, as a result, the
ensuing phases are halted.

Securing the communication message before transmission is crucial to preventing the
leakage of critical and secret information, as an attacker may get crucial information
through maliciously listening in on session messages between authorized users. In the
absence of a key value, an attacker will not be able to decrypt the communication message
or identify the secret value.

The integrity of data prevents data from being altered while in transit. Data integrity
and data origin authentication are both parts of data authentication. The recipient can
be certain that the data has not been changed if there is a data integrity preservation
mechanism. In the symmetric key cryptography a method which is used to offer message
authentication is the message authentication code(MAC).

RFID security protocols are required to ensure that user data is protected and to stop
attacker from intercepting the RFID tag. To secure and privacy-preserving RFID authen-
tication, numerous authentication methods and protocols have been put forth. To prevent
information leakage or falsification by unauthorized users, it is crucial to maintain privacy
and confidentiality of all crucial messages in the system throughout communication.
Given that the long-term key kept on the tag was obtained by an attacker through a variety
of illicit means. If the past/future session keys are computed only using these long-term
secret values, it does not satisfy the forward/backward secrecy property. Because the
attacker knowing that the long-term secret values, can compute the past/future session
keys. Therefore, in order to guarantee the RFID system’s forward/backward secrecy, for
example, the shared session key values must be also connected to the random numbers
generated in its time.

De-synchronization

Data  confidentiality
contradiction

Data integrity contra-
diction

User privacy contra-
diction

Forward/Backward se-
crecy contradiction

attacks. Regarding the proposed protocol in [29]], it suffers
from tag impersonation and de-synchronization attack, given
that required parameters can be extracted from the tag’s
response. As another authentication scheme, [31] suggested
an ultra-lightweight authentication scheme for medical pri-
vacy, while [32]] showed drawbacks in their protocol such as
vulnerability against reader impersonation, secret disclosure,
and tag traceability attacks, and they proposed a new authen-
tication scheme called SecLap. However, [33] demonstrated
that the SecLap protocol is vulnerable to the secret disclosure
attack for instance. [34]] proposed a claimed to be secure
ECC-based protocol for IoT medical systems, whereas [35]]
demonstrated that [34]’s protocol is not secure and is
vulnerable to a variety of attacks such as traceability, de-
synchronization, and integrity contradiction. Furthermore,
using encryption and decryption algorithms, [36] proposed
an authentication mechanism for RFID-based IoT devices.
Another ultra-lightweight protocol called ESRAS has been

VOLUME 4, 2016

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4

proposed by Shariq et al. [37]]. The proposed scheme aims to
achieve confusion and diffusion by using an ultra-lightweight
operation termed Rank(X,Y") as the heart of non-linearity,
where X and Y are strings of bits, and the function is
conducted using bitwise operations efficiently. However, lat-
ter [30]] demonstrated that this protocol, similar to many other
ultra-lightweight protocols, suffers from various attacks, in-
cluding secret disclosure attacks and de-synchronization.
In [38]] Safkhani et al. proposed a generalized framework
for the security analysis of any two-party authentication
protocol in which a protocol party does not contribute to
the session randomness and updates the shared parameters
to avoid traceability. They have shown that such a protocol
suffers from de-synchronization attacks. They applied the
attack to several known ultra-lightweight protocols and also
proposed a generalized scheme called GIMAP to avoid such
attacks, supported by a concrete example. Inspired by [39]],
the proposed protocol employs xper(-) as the source of



This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and

IEEE Access

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2024.3364690

Hosseinzadeh et al.: An Enhanced Authentication Protocol Suitable for Constrained RFID Systems

Wireless Network

Wireless Network

Wireless Network

Wireless Network

Wireless Network

Network

Wireless Network

Wireless Network

Wireless Network

Computer Cloud Server

FIGURE 1: A typical architecture of an RFID system

non-linearity. However, the protocol’s tag sends a parameter
IDS which is constant as long it does not participate in a
successful session. It shows that this protocol is a target for
conditional traceability. Khan et al. [8] recently proposed a
protocol to solve the anonymity and traceability difficulties
in existing ultra-lightweight protocols. This protocol which
we call it KUAJB (the first letters of the designers’ last name)
benefits from Cross Operation called Cro(z,y) as the source
of non-linearity, which has been already introduced in [40].
Similar to Rank(X,Y) function in [41]], Cro(z,y) is also
very efficient in hardware and can be implemented using bit-
wise operations efficiently. Although they claimed security
against various attacks, however, in this paper we show
its security flaws. Another protocol that has been recently
proposed inspired by the mentioned Cro(x,y) function, is
AnonSURP [41]. It also belongs to ultra-lightweight RFID
protocols. However, in this protocol, the shared parameters
are updated after each successful session and the reader is
the only entity that contributes to the session freshness by
generating two random numbers R; and R,, see [41, Sec
5:Fig. 4] for more details. Hence, it is a clear victim for
the generalized de-synchronization attack proposed in [38]],
an interested reader can refer to [38|] and we omit details
of the attack in this paper due to its simplicity. Recently,
[7] proposed an ultra-lightweight authentication scheme, and
they claimed that their protocol addressed all security issues.
However, we show that their protocol is also not secure
against a secret disclosure attack, and we use it as a basis
to introduce a new lightweight authentication scheme that is
resistant to well-known attacks. Table[2)illustrates a summary
of the reviewed authentication schemes.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4

lll. PRELIMINARIES

This section describes the notations and preliminaries used
in this paper. The notations used throughout the paper are
represented in Table [3]

Because the permutation function used in [7] has been ex-
posed to the URASP’s vulnerability to secret value discovery
attacks, we will explain the permutation operation and left
rotation operation used in [7] briefly here.

A. PERMUTATION OPERATION

We revisit the permutation operation proposed by Tian et
al. in [42], and then revisit an improved version of it in
[7]. Furthermore, Figure |Z| illustrates an example of this
operation.

Definition Given two [-bit strings X and Y, where:

X =xx9..2y, x; €{0,1}, i =1,2,...1
Y =yiye..y, y; €4{0,1}, 7=1,2,...,1
Let the hamming weight of Y, wt(Y"), is m (0 < m <) and
Yky = Yky = - = Yk, = 1
Ykmir = Yhpys = - =Yy =0
where 1 < k1 < ko < .k < land 1 < k1 <
km+t2 < ...k <. Then, Per(X,Y) is defined as follows:

Per(X, Y) =Tk Lo+ Tk, They They_q - Tk Tk

m+2 m+1

The authors of [7] point out some flaws in the preceding
permutation and present a new permutation operation that

VOLUME 4, 2016
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TABLE 2: A recap of related works
References | Feature Weaknesses
1) Anonymity
[10] Lightweight 2) Insider attack
3) Off-line guessing attacks
1) De-synchronization attack
(1] Lightweight 2) User impersonation attack
3) Off-line guessing attacks
(L8] Lightweight De-synchronization attack
. . 1) De-synchronization attack
[14] Lightweight 2) Secrgt disclosure attack
. . 1) De-synchronization attack
1K Collan=lle el 2) Secre}:/t disclosure attack
1371 Ultra-lightweight | Secret disclosure attack
[41] Ultra-lightweight | De-synchronization attack
[38] Lightweight Conditional traceability attack
. . 1) Replay attack
[0] L e 2) Imger}s]onation attack
1) Impersonation attacks
[22] Lightweight 2) Stolen smart card attack
3) Session key disclosure attack
1) Privileged-insider attack
[24] Lightweight 2) Compromise sensing device attack
3) De-synchronization attack
1) Key compromise impersonation attack
[26] Lightweight 2) Replay attack
3) Impersonation attack
. . 1) De-synchronization attack
[28] Ultra-lightweight 2; Secreyt disclosure attack
. . 1) Impersonation attack
1291 DLz g it 2) De[—)synchronization attack
. . 1) Traceability attack
[32] Lightweight 2) Personal di};closure attack
1) Traceability attack
[34] ECC-based 2) Integrity contradiction attack
3) De-synchronization attack
[35] ECC-based Energy consuming

works as follows:
Perpew(X,Y) = Peroa(X @Y,Y)

Where Per,;q4 represents Tian et al.’s permutation. For more
information, please see [7]].

B. ROTATION OPERATION

We will discuss the left rotation operation utilized in [[7] in
this part. Rot(X,Y") indicates that the string X is rotated to
the left by wt(Y) (mod 1) bits.

perixv)| 1 [ 0 [ o [ o | o | 1| 1] 0]

FIGURE 2: The Per(X,Y’) operation
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IV. EVALUATED PROTOCOLS
A. URASP PROTOCOL

URASP comprises two stages: startup and authentication.
Furthermore, Figure E] demonstrates [7]]’s authentication

scheme.

1) Initialization phase

During this phase, legitimate entities share some basic values
that will be used later in the authentication step, as follows:
1) Ineachtag, SA stores a unique identity I D, secret keys
K, K’, and an index pseudonym I DS.
2) SA also saves ID, K, IDS,, ., and IDS,;4 in the
server for each tag. We start with I DS, = Null

and IDSOld =1IDS.

3) SA stores K in each reader for each tag.

2) Authentication phase

The URASP protocol conducts the following stages during

the authentication phase:

1) step I: R — T : {Query, «, 5}: The reader chooses
two random numbers i.e. R; and R», calculates o =

5
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TABLE 3: Used notations in this paper

Notation Description

SA System Administrator in [7]
T Tag

R Reader

A Adversary

ID Tag’s unique identifier in [[7]]
IDS Tag’s pseudonym in [7]

IDSneer, IDSnewL
K

The right half and left half of 1 DS,,¢,, in [[7]
Tag’s secret value in [[7], also given to the reader

K’ The tag’s secret value in [7]], also known to the server
Ri, Ro, R3 Random numbers

I Concatenation operation

P Exclusive-or (XOR) operation

H(.) Cryptographic one-way hash functions

Per(X,Y) Permutation function in [[7]

wt(Y) Y’s Hamming weight

Rp Random Nonce of Reader in []]

Rg Random Number of Server in [§]]

Ry Random Number of Tag in [8]]

Rip Reader ID in [8]]

TID Tag’s ID in [§]

Ksr Pre-shared Key between Server and Reader in [§]]
Kgr Pre-shared Key between Reader and Tag in [8]]

K Current Session Number in [8]]

Kiew Next Session Number in [8]]
Cro(x,y) Cross Operation in [[8]]
Rot(x,y) Rotation Operation, 2 < wit(y) in [8]
Ry ® K and f = Ry @ K, and sends (Query, o, 3) to a) finds IDS" =  Per(Rot(Rot(IDS,K ®
the tag. R1),Ry®ID),ID & K).
2) step2: T — R : {IDS,~.}: Using its key K, the tag b) finds &' = Per(Rot(Per(vygr,IDS’), Ra),vL, ®
extracts Ry and Ry from received « and 3. Then the tag IDS' @ Kg).
computes ¥ = Per(Rot(Rot(ID ® Ry, Rp), K), K® ¢) determines whether 6%, 2 §p. If that's the case,

R3) and sends (IDS,~r) to the reader (If wt(y) is
even, it sends YR).

3) step3: R — BS : {IDS, Ry, R2,vr}: Over a secure
channel, the reader sends (IDS, Ry, Ro,vr) to the
server.

4) step 4: BS — T : {yr}: The server pulls ID and K
from the database based on the received 1D S and then
conducts the following actions:

a) computesy’ = Per(Rot(Rot(ID®R;, Rs), K),

the tag authenticates the server and modifies the
index IDS =IDS’.

B. KUAJB PROTOCOL

KUAIJB authentication includes several steps between the
reader, the tag, and the server. All communications are over
public channels and accessible by the adversary. The steps of

the protocol are as follows, also depicted in
1) The reader generates a random number Ry and com-

K @ R»).
,
b) determines whether 77 = . If this is

the case, the server authenticates the tag and
IDS and IDSpe, =

putes N = R @& Krr and sends it to the tag as M7,
where K pr is a pre-shared key between the tag and the
reader.

changes [DSoq = 2) The tagextracts Rp = Nj,@® K gy, generates a random
Per(Rot(Rot(IDS, K @ Ry), Ry ® ID), ID @ number R and sets mark = 00 to indicate the start of
K). , the session. Next, it computes N» = Ry & Krr and
©) computes § = Per(Rot(Per(vg, IDSnewr), Re), Cro(RID ® TID, K) and sends them to the reader.
VL @ IDSpewr, ® Kr). 3) The reader extracts R = N & Kgp, computes

5) Tag verification. The tag does the following to authen-

ticate the server:

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4

Ng = Rr®Kgr, Néf = Rr® Kgpr and CI‘O(RID@
TID, K) and sends them as M3 to the server.
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Server Message  Reader Message  Tag
Generates R and Ro, calculates o« =
Ry ® KandB = Ry @ K; My :
{Query, o, B}

{M;y} - _ )
—_— Using its key K, extracts Ry and Ro
from received cv and 3. Then the tag com-
putes v = Per(Rot(Rot(ID @
R1, Rg), K), K ® Rg) and sends
(IDS, ~v,) to the reader (If wt(~y)
is even, it sends ypR) Mg H
{IDS,~vr/vRr}
o {Mo}
ver a secure channel, the reader sends —
(IDS, Ry, Ry, v[,) to the server;
Mg : {IDS, Ry, Ro,~vp,}.
The  server . . {M3}
e server pulls ID and K —~—
from the database based on the
received IDS and computes
v/ = Per(Rot(Rot(ID &
Ry, R3),K), K & Rg), deter-
mines whether 'y’ = [, to authenti-
cate the tag and changes IDS ;4 =
IDS and IDSpew =
Per(Rot(Rot(IDS, K (&)
R1),Ry & ID),ID &
K) and mmpme 8 =
PeT(Rot(Per(’yR IDSnewR) R3),
v, @ IDSpewr © KR)
My : {7r}
{My}
_—
%) Computes DS’ =
Per(Rot(Rot(IDS, K ®
Ry),Ry & ID),ID &
K) and s =
Per(Rot(Per(vyR, IDS’), Ry), v, ®
IDS’ @ KpR). verifies whether
'SR z S R to authenticates the server
and do the update I DS = I1DS’.
FIGURE 3: URASP authentication scheme proposed by [7]]
4) The server extracts Rp = Nj & Kgr and Ry = 12) The server extracts and verifies Mark = 01

5)

6)

7)

NI & Kgg. It also searches the ID table IDT to find
arecord for Cro(TID & RID, K). Next, it generates
arandom number Rg and computes N = Rg® Kgrg,
Cro(RID@TID,N; @ K), Rot(K@TID, RID®
K), and K @ N§ and sends them as My to the reader
over a public channel.

The reader extracts Rg = N¢ & Kgpr and wt(K &
TID) and verifies the received token from the server
to authenticate it. It then sends TID @ R and NJ =
Rgs @& Kgrr as Mj to the tag over a public channel.
The tag extracts Rg = N& & Kpp and
verifies the received token to authenticate the
reader. Next, it updates the session number K
as Kpew = Cro(Ngp@® Ng® Np,K) and sends
Cro (TID, K e @ RID) as Mg to the reader.

The reader verifies the received Cro (T'ID, K ey @ RID)

to authenticate the tag and also update K to Ke-
It then sends Cro (T'ID, Ky e, ® RID) as My to the
server.

to store a new record {Cro(RID ®TID, Kyey ),
Rot (Kpew @ TID, Kpew @ RID)} in its index table
IDT.

13) Finally the tag sets Mark = 10 after receiving a
notification that indicates the authentication has been
accomplished successfully.

V. ON THE SECURITY OF URASP AND KUAJB

A. CRYPTANALYSIS OF URASP

This section takes a closer look at URASP. We will expose
some flaws in this protocol. The attacker A does the follow-
ing:

1) sends @ = 0 and 8 = 0 to the RFID tag and receives
{IDS,~r} while preventing communication and up-
dating between the tag and the reader. So K = Rj,
K = Ry,andy = Per(Rot(Rot(ID® K, K), K),0).
We show it as Z because Per(z,0) is actually a rear-
rangement of z from MSB to LSB. This results in v =

8) The server also verifies the received Cro (T1D, K pew EB RID) ROt(ROt(ID @ K, K),K) = Rot(ID & K, 2K).
to authenticate the tag and also update K to K,cy. I 2) Again, the adversary 'sends a =1 anf‘ g =20
then sends Koy @ Ry @ Rp as Mg to the reader. to RFID tag ar}d receives {IDS,~} while he pre-

9) The reader verifies the received token and sends vents . communication between tag and reader and
Knew ® Rr @ Np as My to the tag. updating. So, we have K = R; & 1, K = Ry,

10) The tag also verifies the received token from the reader 7 = Per(Rot(Rot(ID & K ©1,K),K),0) = v =
to make sure that K is synchronized and sets Mark = Rot(Rot(ID® K & 1,K),K) = Rot(ID & K & 1,2K).
01. It also computes Mark @& Rg and sends it to the Because the attacker in both situations knows vz, the value
reader as M. of ID & K will almost surely leak, signaling a disclosure

11) The reader also forwards the received message to the attack with a success rate of “1” and the complexity of three

server as M.
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Server Message Reader Message  Tag
Generates Rpz and computes M7 : {N}2 =
Rr ® Krr}
{M;} — N/ < a
Saet = IN Rp = @ KRo. generates a random
number R and sets mark = 00, computes
My : {N. = Rp @ Kgpp; Cro(RID &
TID, K)?
_ ’ . {M2}
Rp = NT @ KRp. computes Mg —=
{N{, = Rrp ® Kggr. N/} = Rpr &

Kgp;Cro(RID & TID, K)}

M
Rp - N} @ Kgp and AMs)

Ry = NJ @& Kgpg; finds a record for
Cro(TID & RID,K); generates Rg

and compues My : N§g = Rg ®
KgpR;Cro (RID ® TID, N @ K) i Rot(K®
TID,RID ® K); K ® N}

{My} ’
—_— RS=NS€BKSRandwt(K€BTID)and
verifies the received token from the server and computes
M5 : {TID®RR; N§ = Rg® Kpr}
{Ms5} 1 - !
—_ Rg = Ns @ K R and verifies the received
token. Updates the session number K as Kpew =
Cro(Np @ Ngp @ N, K) and computes
Mg : {Cro (TID, Kpew ® RID)}
Verifies the received Cro (T I D, Kpew @ RID) &
to authenticate the tag and also update K
to Knpew- It then computes My
{Cro (TID, Knew ® RID)}
) . {M7}
Verifies the received Cro (T'ID, Kpew ® RID) —
to authenticate the tag and also update K to Kpeqp-
It computes Mg : {Kpew ® R ® R}
ﬂ) Verifies the received token and computes Mg
{Knew ® R @ Nr}
{My} . . )
—_— Verifies the received token to make sure that K is
synchronized and sets M ark = 01 and computes
Mjg : {Mark ® Rg}
- ) ) . B {Mip}
e reader also forwards the received message to the —
serveras M11 : {Mark ® Rg}.
. {M11}
Verifies Mark = 01 to store a new —
record {Cro (RID & TID, Kpew ) .

Rot (Knew ® TID, Knew @ RID)}

in its index table IDT.
Sets Mark = 10 after receiving a notification
that indicates the has been i
successfully.

FIGURE 4: KUAJB authentication scheme proposed by [§]]

Because the attacker knows ~, in both cases, the value access to all transferred messages, i.e. M1, ..., M7, where:
of ID @& K will almost certainly leak, indicating a secret . .
disclosure attack with the success probability of "1" and also My {Np=Rgr®Krr}

the complexity of three runs of the protocol. My : {N;=Rr®Kgr}
Ms {N”:RR®KSR,NQ/£:RT@KSR;
Cro(RID®TID,K)}

My, : {Ni=Rs®Ksr;Cro(RID®TID,N; ®K);
Rot(K @ TID,RID & K); K & N§}

Ms : {TID® Rr;N{ = Rs® Kgpr}

Ms : {Cro(TID, Knew @ RID)}

M; : {Cro(TID, Kpew @ RID)}

Mg : {Kpw ® Rr ® Rg}

My : {Kpew ® Rr ® Ng}

Myy : {Mark® Rg}

My {Mark ® Rg}

B. CRYPTANALYSIS OF KUAJB

The designer of KUAJB claimed security against various
attacks and verified its security formally and informally.
However, in this section, we show that this protocol has
important security flaws, by proposing an efficient secret
disclosure attack. Recall from [Ssubsection TV-B] all commu-
nications take place over public channels and are accessible
by the adversary. Hence, we can assume the adversary has
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Now, let the adversary to do the following computations,
given My, M5 and Ms:

M, & My & Mg Nll%@Né"@KnEW@RT@RR

= Rr®Krr® Rr ® Krr ® Kew
@®RT @ Rr

= Kuew

which is expected to be a secret parameter. In addition, M :

{Mark ® Rg} and it is clear to the adversary that Mark =

01 in this stage. Hence:

01 Markéd Rs =019 01 Rs = Rg

On the other hand, M5 : {TID & Rr; N§ = Rs ® Kpr}
and given Rg the adversary can extract K g as:

Ng ® Rs = Rs ® Krr ® Rs = Kgr

Similarly, the adversary also can extract the following secret
parameters:

M, — Nh®Kpr=Rpg
Ms — Ny & Kpr=Rp
M; — Nj&Rp=Ksp
Ms — TID®Rr® Rr=TID

Following the description of Cor(z,y) form [40], given
Cro(x,y) and y it is possible to determine x. Hence, the
adversary can also extract RI D, the only remain parameter,
from Mg : {Cro(TID, Kyeww ® RID)} for instance. Even
if we consider Cro(x,y) as a random function, then any
malicious tag has access to RID. Hence the protocol also
suffers from an insider attack, despite the designer’s claim.

VI. IMPROVED PROTOCOL

This section provides a brief overview of the proposed
protocol. The proposed protocol same as its predecessor is
divided into two phases: initialization and authentication. It
worth noting that in order to keep the proposed protocol
lightweight, instead of normal hash functions, we have used
Quark hash function [9]. Quark is a lightweight hash func-
tion designed based on the sponge construction and has a
multitude of types such as D-QUARK, U-QUARK, and S-
QUARK. Compared to the D-QUARK and the S-QUARK,
the U-QUARK is lighter than the S-QUARK and D-QUARK.
Therefore, we used the U-QUARK hash function in the
proposed protocol structure.

A. INITIALIZATION PHASE
This phase shares some initial values between legitimate
entities that will be used later in the authentication phase. The
system administrator S A performs the following actions:

1) Ineachtag, SA stores a unique identity I D, secret keys

K, K’, and an index pseudonym I DS.
2) SAsaves ID, K', IDS,ew, and IDS,;4 in the server
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for each tag. We start with I1DS,., = Null and
IDS,q=1DS.
3) SA stores a counter value Count = 0 in each reader.

B. AUTHENTICATION PHASE
During the authentication phase, following Figure [5] the
improved protocol performs the following steps:

1) step 1: R — BS : {Hello}: The reader sends a hello
to the server.

2) step 2: BS — R : {R;1}: The server generates and
sends a random value 7 to the reader.

3) step 3: R — T : {Hello, R1}: The reader sends a
hello along R; to the tag.

4) step 4 T — R : {Re,«a,IDS}: After receiving
{Hello, R, } messages, the tag generates another ran-
dom value Ry, computes « = H(R2 @ K| ID @ R1)
and sends (Ra, o, IDS) to the reader.

5) step5: R — BS : {R2,a, IDS}: The reader sends the
received message to the server.

6) step 6: BS — T : {f’}: Based on the received IDS,
the server retrieves I D and (K, K') from its database
and performs the following actions:

a) Determines whether a — H(Ry® K| ID®R1)to
authenticate the tag.

b) If the tag has been authenticated, the server com-
putes 5 = H(Ry||K||ID| R;) and sends through
the reader to the tag. Then it updates the tag’s
indexes as IDS,; = IDS and IDS,., =
H(IDS|Ry|[ Ry [|K).

7) Tag verification. The tag does the following to authen-
ticate the server:

a) Verifies whether 3 = H(Ry||K||ID||Ry)to au-
thenticate the server.

b) If the server has been authenticated, the tag up-
dates its index as IDS = H(IDS| Rz|| Ry || K").

Vil. SECURITY ANALYSIS OF THE IMPROVED
PROTOCOL

A. FORMAL SECURITY ANALYSIS

We evaluated the proposed protocol’s security from a for-
mal viewpoint. Numerous formal methods for evaluating
the reliability of a cryptographic protocol have already been
developed. GNY logic and BAN logic are examples of man-
ual processes, while Scyther and ProVerif are examples of
automated methods. Scyther and ProVeirf were chosen from
among them to formally simulate the suggested scheme and
validate its protection.

1) Through Scyther

This section gives formal security confirmation of our pro-
tocol using the Scyther tool, which is widely used. It is a
verification tool that is used to formally evaluate security
schemes, security requirements, and security flaws. Scyther’s
adversary model is predetermined and based on the Dolev-
Yao model. Scyther ensures that the suggested protocol’s

9
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Server Reader Tag
(D, K, K, IDSnew, IDSo10) (D, K, K', 1DS)
M The reader sends a hello to
the server
Generates R
Ry
Forwards R; along a hello
Hello,Rq
—Y
Generates Rg, computes « = H(Ra @
K||ID @ R1)
Ra,a,IDS
<—
Forwards (Rz,ca,IDS)
to the server
Ro,a,IDS
%
Verifies whether @ — H(R2 ® K||ID &
R1)to authenticate the tag, compute 8 =
H(R2||K||ID||R1) and sends through the
reader to the tag and updates the tag’s in-
dexes as IDS,;q = IDS and IDSpew =
H(IDS|| Ra|| Ry || K")
N
Forwards the received
value to the tag
N
Verifies whether 8 = H(Rz||K|ID||R1)
to authenticate the server and update I DS =
H(IDS||Ra|| Ru||K")

FIGURE 5: Proposed scheme

secret information is safe from the adversary during proto-
col execution. Compared to other simulation tools such as
AVISPA, ProVerif, and others, the Scyther simulation is now
very prevalent for authentication protocols. The AVISPA tool
includes a role-based language called HLPSL, which, after
execution, shows whether the protocol is secure or not. If it
is secure, it indicates the protocol is resistant to man-in-the-
middle and replay attacks. Other security threats are not taken
into account, e.g. password guessing. It is normal for an in-
truder to find security assaults extremely difficult if sensitive
and critical data cannot be found during protocol execution
or from the protocol explanation. We established three basic
functions in the Scyther tool for security verification of the
proposed protocol: Tag, server, and reader.

Security verification results show that the suggested
scheme is secure, and Figure E] confirms this validation.
Figure [7] also shows our implementation codes in SPDL. It
worth noting that in this paper we use the compromise-0.9.2
version of Scyther, while the v1.1.3 version has the same
verification result as well and Table [4] shows the security
claims of the Scyther tool.

2) Through ProVerif

ProVerif is a software application that allows for automated
reasoning about the security features of cryptographic pro-
tocols. It is capable of validating security aspects like au-
thentication, process equivalency, and confidentiality. The
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program has been used to examine the implementations of
cryptographic protocols such as the Transport Layer Security
(TLS) protocol. ProVerif can prove various security features
for an unbounded message space and an infinite number
of sessions by supporting a wide range of cryptographic
primitives. ProVerif was used to simulate and test the security
of the suggested authentication strategy, and the results in
Figure [I0] also shows a security flaw of the [7]’s protocol. It
is worth noting that Figure [9]demonstrates that our proposed
scheme is secure and efficient against a wide range of attacks,
which is an important aspect for authentication protocols.

B. STRUCTURAL CRYPT-ANALYSIS

Ahmadian et al. [44] proposed two structural crypt-analysis
methods: RLC (Recursive Linear Cryptanalysis) and RDC
(Recursive Differential Cryptanalysis).

RDC: In RDC, the adversary efforts to learn secret variables
by manipulating and gaining responses for cipher texts over
multiple sessions. It operates on the principle of calculating
linear equations between public value differences. In our
protocol, however, each session authentication includes an
independently generated random nonce. Even if the adver-
sary obtains responses from the tag for different sessions,
the randomness introduced by the nonces prevents them from
deducing linear relationships between the sessions’ outputs.
RLC: The RLC primarily uses the T-function’s intrinsic
weak diffusion properties to try to construct a linear matrix
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TABLE 4: Scyther tool security claims

Claims Description

Secrecy Secrecy implies that no particular confidential data is made available to the adversary
and that, even if it is conveyed across an insecure channel, there are many degrees of
secrecy with discernible limits.

Aliveness According to the description, the targeted communication partner has really carried
out an incident anytime a person meets a role description up until the claim incident
and feels he is communicating with a trustworthy agent.

Weakagree In order to prevent one of the communication partners from being generated by the
attacker, the communication partners must certify that they are interacting with one
another.

Nisynch According to [43]], non-injective synchronization means that roles carry out receiving
and transmitting events in the prescribed order and with the relevant primary content.

Niagree Non-injective consensus on messages, according to [43], signifies that the sender

and receiver agree on the private values transmitted, and the findings of the study

corroborate this assumption.

of known and unknown variables, then solves the matrix
to obtain the unknown parameters. Nevertheless, RLC will
not be useful in the proposed scheme because we utilize
non-T functions (Clock) in our message architecture, which
prohibits attackers from computing the linear matrix.

C. INFORMAL SECURITY ANALYSIS

1) Mutual authentication

Mutual authentication is a crucial characteristic in verifica-
tion schemes that transmit sensitive data to ensure data secu-
rity. It is also important in RFID systems to ensure security
and privacy, and security protocols can be developed to offer
reader authentication to tags. In the proposed authentication
scheme, mutual authentication occurs between the valid tag
and the server, as well as vice versa. The server authenticates
the valid tag by making comparisons between the received o
and the locally computed one, while the valid tag similarly
verifies the server by comparing the S with the computed
version. As a result, both the valid tag and the server must
verify each other.

2) Confidentiality

Various authentication techniques have been proposed to
ensure the security of RFID systems, including schemes
that use pseudo-random number generators (PRNG) and
cryptographic algorithms to protect the secret information
stored inside the tags and ensure confidentiality, integrity,
and authentication. These schemes are designed to resist
common types of attacks on RFID tags, such as unauthorized
disabling, cloning, and tracking, and to ensure the privacy
and security of the system. Some proposed schemes use one-
way hash operations, bit-wise exclusive-OR operations, and
synchronized shared secrets to achieve mutual authentication
and resist known attacks. These schemes have been proposed
for various applications, including medical environments,
where the security and privacy of patient information are
critical. In the proposed protocol, the transferred values over
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the public channel are IDS,Ry, o = H(Ry @ K||ID @
R1), Ry and 8 = H(R||K||IDJ||R;1) and the secrets are
(ID,K,K’). The adversary has no chance to determine
those values without converting the has function, which is
infeasible.

3) Tag location privacy

RFID systems are prone to a variety of security concerns,
such as passive eavesdropping, active interference, unautho-
rized tracking, and others. As a result, a secure RFID system
should enable mutual authentication while also preventing
unwanted tracking. Cryptographic algorithms and secret key
management are at the heart of the proposed approaches
for secure RFID authentication. If the exchanged messages
remain static during each authentication session, a malicious
user can use unauthorized readers to follow the tag’s loca-
tion. However, in the proposed authentication technique, the
response message calculated by the tag consists of a pseudo-
random number generated in each authentication process
by the genuine tag and a valid reader, exclude I D.S which
is updated after each successful session. As a result, an
adversary cannot determine the location of the tags even if
they eavesdrop on the channel and collect data transferred
between the tag and the reader.

4) De-synchronization attack

To prevent de-synchronization attacks, the suggested authen-
tication method keeps two pseudonyms for each tag on the
server: 1DS,;4, which is a record from a previously finished
authentication session, and IDS,,.,,, which is utilized in
the current session. If an attacker intercepts or modifies the
delivered messages, the server matches the /DS supplied
by the tag to its previously saved I DS, throughout the
next authentication session. If the /DS is not identical to
I1DS,, .., owing to a prior authentication session that was not
completed, the server checks it against the prior pseudonym,
1DS,4, and proceeds with the authentication process.
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Scyther results : verify x

Claim
improved R improved,R Nisynch
improved,R3  Alive
improved,R4  Weakagree
S improved,s secret D
improved,51  SecretK
improved,52 SecretK'
improved,53  Nisynch
improved,s4  Alive
improved,55 Weakagree
T improved,T Nisynch
improved,T1  Alive
improved, T2  Weakagree
improved, T3  SecretID
improved,T4 SecretK
improved,T5  SecretK'

Done.

Status Comments

Ok Mo attacks within boung
ok Mo attacks within boung
Ok Mo attacks within boung
ok No attacks within bound
ok Mo attacks within boung
ok Mo attacks within boung
Ok Mo attacks within boung
Ok No attacks within bound
Ok Mo attacks within boung
ok Mo attacks within boung
Ok Mo attacks within bound
ok No attacks within bound
ok Mo attacks within boung
ok Mo attacks within bound
Ok Mo attacks within bound

FIGURE 6: The security verification results of improved authentication scheme through compromise-0.9.2 version of Scyther

tool

5) Impersonation attack

RFID authentication systems attempt to increase security by
preventing timing attacks and delivering low-cost solutions.
An attacker eavesdropping on a session in which a tag gener-
ates a response message using random numbers R;, Ro and
the tag’s identification number I D would be unable to spoof
the tag using a and [ because each authentication session
uses unique random numbers.

6) Replay attack

Replay attacks occur when an attacker intercepts certain au-
thentication communications between the tag and the reader
and then replays these messages in an authentication session
in order to authenticate as a genuine tag. The proposed au-
thentication method, on the other hand, is resistant to replay
attacks because it uses one-time pad random numbers and
checks data before transmission, making it impossible for an
attacker to use the same information to authenticate a tag as
genuine.

7) Man In the Middle (MITM) attack

MITM attacks attempt to evade mutual authentication and are
only successful if the attacker impersonates each endpoint
effectively enough to satisfy authentication. Secure cryp-
tographic systems provide some sort of message authenti-
cation, commonly employing key-agreement protocols, and
have been created to authenticate the certificate authority
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(CA). Given that both the tag and the server contribute to
the computed responses, « = H(R2 @ K||ID @ R1) and
B8 = H(R3||K||ID||R1), a MITM adversary has no chance
to do impersonation without the knowledge of ID, K or K’
in practice.

D. VHDL IMPLEMENTATION

VHSIC Hardware Description Language (VHDL) is a pow-
erful language used for simulating and representing the ar-
chitecture and functionality of digital systems. Designers can
utilize VHDL to represent digital systems at various levels
of abstraction, ranging from high-level system behavior to
low-level implementation details such as logic gates. VHDL
serves as a valuable tool for digital design verification,
documentation, and design entry. It enables designers to
accurately describe the behavior and structure of complex
digital systems, facilitating the design process and allowing
for extensive testing and analysis. In our work, we have
simulated the QUARK hash function as a fundamental com-
ponent of our proposed authentication scheme. Simulation
results obtained using the ModelSim application, as depicted
in Figures [[1] and [T2] demonstrate the effectiveness and
feasibility of this hash function.

VIll. PERFORMANCE ANALYSIS
The suggested authentication technique was compared to
other systems in terms of security and functionality aspects,
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hashfunction H;

const xor:Function;

const con:Function;

usertype Ticket;

secret K,K';

secret ID;

const IDS;

protocol improved(R,S,T){

role R{

var R1: Nonce;
var R2: Nonce;
const Hello;
var beta;
var alpha;
const IDS;
send_1(R,S,Hello);
recv_2(S,R,R1);
send_3(R,T,Hello,R1);
recv_4(T,R,R2,alpha,IDS);
send_5(R,S,R2,alpha,IDS);
recv_6(S,R,beta);
send_7(R,T,beta);
claim_R (R, Nisynch );
claim_R (R, Alive );
claim_R (R, Weakagree);

}

role S{

fresh R1: Nonce;
var R2: Nonce;
secret K,K';
secret ID;
const IDS;
const Hello;
var alpha;
macro beta=H(con(con(con(R2,K),ID),R1));
recv_1(R,S,Hello);
send_2(S,R,R1);
recv_5(R,S,R2,alpha,IDS);

role T{

macro alphaprim=H(con(xor(R2,K),xor(ID,R1)));
match(alphaprim,alpha);

send_6(S,R,beta);

claim_S (S, Secret, ID);

claim_S (S, Secret, K);

claim_S (S, Secret, K');

claim_S(S, Nisynch );

claim_S (S, Alive );

claim_S (S, Weakagree);

fresh R2:Nonce;

var R1:Nonce;

secret K,K';

secret ID;

const IDS;

const Hello;

macro alpha=H(con(xor(R2,K),xor(ID,R1)));
recv_3(R,T,Hello,R1);
send_4(T,R,R2,alpha,IDS);
recv_7(R,T,beta);

macro betaprim=H(con(con(con(R2,K),ID),R1));
match(betaprim,beta);

claim_T(T, Nisynch );

claim_T(T, Alive );

claim_T(T, Weakagree);

claim_T (T, Secret, ID);

claim_T (T, Secret, K);

claim_T (T, Secret, K');

FIGURE 7: SPDL implementation of our proposed scheme

Verification summary:

o Weak secret ID is true.
e Weak secret K'is true.
o Weak secret Kis true.

e Query inj-event(endT) ==> inj-event(beginT) is true.
e Query inj-event(endR) ==> inj-event(beginR) is true.
e Query inj-event(endSB) ==> inj-event(beginSB) is true.

FIGURE 8: The security verification outcome of the proposed system using the Proverif tool

computation and communication costs [[43] i71.
According to the performance evaluation, the suggested au-
thentication technique increases the efficiency and security of
RFID communication networks. Other studies compared the
functionality, computational cost, and communication cost of
proposed authentication approaches to those of other compa-
rable state-of-the-art schemes. Tools such as E3C have been
proposed for quantifying the computing and transmission
costs of authentication and key exchange protocols.

A. SECURITY COMPARISON

The proposed authentication scheme was compared to recent
protocols in terms of security requirements, and Table [3]
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summarizes the security properties of the proposed scheme
and protocols from the literature [[43] [71]. The
linked methods were discovered to have numerous security
weaknesses against various security attacks such as imper-
sonation, disclosure, and de-synchronization. Other research
has shown security issues in password-based remote user
authentication techniques using smart cards.

B. COMPUTATIONAL COST COMPARISON

In Table [f] the computational cost of the proposed authen-
tication scheme was determined and compared to various
protocols [[45] [7, 48])]. It is important to mention
that the execution time of the rotation operation, permutation
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(FHHFHRAAKKAAKKAAK KR @] @ ¥ KKK HHKH KKK KAAK K AK)

let R=
event beginR;
out(ch,(hello));
in(ch,(R1:bitstring));
out(ch,(R1));
in(ch,(R2:bitstring,alpha:bitstring,|DS:bitstring));
out(ch,(R2,alpha,IDS));
in(ch,(beta:bitstring));
out(ch,(beta));

event endR.
R P A R

(*-channels-*)

free ch: channel.

free sch1: channel [private].
(*-constant-*)

free R1: bitstring [private].

free R2: bitstring [private].

free ID: bitstring [private].

free IDS: bitstring [private].

free K: bitstring [private].

free K': bitstring [private].

free hello: bitstring [private].
(*-functions-*)

fun xor(bitstring , bitstring): bitstring.
fun con(bitstring,bitstring): bitstring. let T=

fun H(bitstring): bitstring. event beginT;

(*-equations-*) in(ch,(R1:bitstring));

equation forall m: bitstring, n:bitstring; let alpha=H(con(xor(R2,K),xor(ID,R1))) in
xor(xor(mfn),n)=m. out(ch,(R2,alpha,IDS));

event beginT. in(ch,(beta:bitstring));

event endT. ° .
event beginR let betaprim=H(con(con(con(R2,K),ID),R1)) in
event endR. if betaprim=beta then

let IDS=H(con(con(con(IDS,R2),R1),K")) in
event endT.
(FRRRRRERKKRR KRR KR DrOCagS KARKKRRKKRRK KRR KAR)

process((!R) | (!T) | ('SB))

event beginSB.
event endSB.
(*-queries-*)
weaksecret ID.
weaksecret K'.
weaksecret K.
query inj-event(endT)==>inj-event(beginT).
query inj-event(endR)==>inj-event(beginR).
query inj-event(endSB)==>inj-event(beginSB).
(#rwx
let SB=
event beginSB;
in(ch, (hello:bitstring));
out(ch,(R1));
let alphaprim=H(con(xor(R2,K),xor(ID,R1))) in
in(ch,(R2:bitstring,alpha:bitstring,IDS:bitstring));
if alphaprim=alpha then
let beta=H(con(con(con(R2,K),ID),R1)) in
let IDSold=IDS in
let IDSnew=H(con(con(con(IDS,R2),R1),K")) in
out(ch,(beta));
event endSB.

B )

FIGURE 9: ProVerif implementation code of the improved protocol

Verification summary:

e« Weak secret ID is true.

e Weak secret IDS is false.

¢ Weak secret R1 is true.

¢« Weak secret R2 is true.

« Weak secret K is true.

e Query inj-event(endT) ==> inj-event(beginT) is true.

e Query inj-event(endR) ==> inj-event(beginR) is true.

e Query inj-event(endSB) ==> inj-event(beginSB) is true.

FIGURE 10: The security verification results of URASP through ProVeirf tool

operation, and Cross operation, denoted as Trot, T per, and
Tecro tespectively, are very small and can be disregarded.
These operations are defined in [[7] and [8] protocols.

[9] recommended the QUARK hash function for RFID
infrastructure owing to its high performance and inexpensive
cost. To keep the protocol lightweight, the suggested protocol
uses the U-QUARK hash function instead of standard hash
functions. The U-QUARK hash function was lighter than
the D-QUARK and S-QUARK, according to [9]]. The hash
function (7}) took 0.5ms to complete, but the encryption and
decryption procedure (Ir,p) took 8.7ms. The Quark hash
took 0.002892 ms to complete. As demonstrated in Table [6]
the suggested authentication system outperforms competing

14
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protocols. Table [f] demonstrates that the proposed protocol
has a significantly lower execution time compared to other
designs that employ conventional hash functions, owing to
the utilization of Quark lightweight hash function.

C. COMMUNICATION COSTS COMPARISON

In Table [7] and Figure [I3] the communication costs of the
proposed authentication technique and other current schemes
were estimated and compared. The suggested authentication
technique is less expensive in terms of communication than
comparable protocols. Each scheme’s communication cost
was calculated using a 160-bit identity, a 160-bit secret key,
a 32-bit timestamp, and 64-bit random numbers. The hash
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function’s 160-bit message digest (SHA-1) and 256-bit sym-
metric cryptographic encryption and decryption (AES-256)
were also employed. In [48]],[7]] and [8] protocols, since the
exclusive-or value of the key and random number are sent in
the insecure channel, the minimum bit length of the random
number, secret keys, and pseudonym values is considered
160 bits. It should be noted that the designers of [7] and [§]]
protocols did not determine length of the parameters used
in their protocol. As you can see in Table [7] the proposed
protocol is in a good position in terms of the number of
rounds and communication costs in comparison with recent
similar protocols due to the complete security it provides.

VOLUME 4, 2016
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The comparison of storage costs on the limited capacity
side of the examined protocols is shown in Table [§] and
Figure [T4] which indicate that the storage expenses of the
suggested protocol are reasonable when compared to other
similar protocols.

IX. CONCLUSION

Several ultra-lightweight authentication techniques have
been proposed over the years; however, all of those protocols
are insecure and are frequently prone to various attacks that
include secret disclosure, de-synchronization, and imperson-
ation. These techniques rely on limited bit-wise operations
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TABLE 5: A comparison of the proposed authentication scheme’s security with current comparable schemes

Protocols Year Al AQ A3 A4 A5 A6 A7 Ag
[45]] 208 v v V VX v v 7/

[46] 2009 x v X v/ X X v

[47] 2019 v v Vv Vv / v v X

[49] 209 x x X v V/ X X X

[48] 2022 x X v o/ / v X

[7] 2021 v X V /O / v v o/

(8] 2023 v X v vV / v v /
Proposed scheme v v v v/ v v /

Aj: Replay attack; As: Secret disclosure attack;

Aj: Tag anonymity contradiction attack; A4: De-synchronization attack;
As: Data confidentiality contradiction attack; Ag: MITM attack

A7: Impersonation attack; Ag: Privilege insider attacks

TABLE 6: Computational cost of the proposed protocol vs current comparable protocols (in milliseconds)

Protocols Overall cost Operation Type Execution cost

[45]] 8Ty, Standard Hash 4ms

[46l] 8Ty +21k/p Standard Hash 21.4ms
47 29T}, Standard Hash 14.5ms
[49]] 367}, Standard Hash 18ms
(48] 9Ty, Standard Hash 4.5ms

71 8T per + 10T R0t Ultra lightweight Negligible
(181 12Tcro + 2T Rot Lightweight Negligible

Proposed scheme 61}, Lightweight QUARK Hash ~ 0.017352ms

TABLE 7: Communication cost comparison of the suggested scheme with recent similar protocols

Protocols Total Communication Cost No. of Messages
in bits

[45] 1536 5

[46] 2720 4

[47] 2208 4

[49] 3360 4

[48] 2560 4

(71 1280 5

(8] 1760 11

Proposed scheme 1248 7

such as AND, OR, and XOR, which are insufficient to offer a
fully robust security protocol. In this paper, we demonstrate
how to use URASP and KUAIJB protocols security flaws to
launch a secret disclosure attack against them. Furthermore,
we provide a new improved protocol that can withstand
various security attacks by leveraging lightweight hash func-
tions such as QUARK. Despite having higher computation
and storage costs than URASP and KUAIJB protocols, the
improved protocol is more resistant to a variety of security
risks.
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