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Abstract One of the most challenging problems in cloud datacenters is the
degradation of performance and energy efficiency due to the overutilization of
hosts and their exposition to excessive workload. Virtual machine (VM) con-
solidation and migration from one host to another are strategies that have been
proven to successfully bring about performance improvements and energy effi-
ciency. These schemes help in energy optimization by moving VMs experienc-
ing difficulty functioning on an overloaded host to another host. Similarly, by
migrating VMs from an underloaded host and consolidating them, unnecessary
resources have a chance to be shut down. This makes clear why the accurate
detection of overloaded and underloaded hosts is of fundamental importance
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when energy consumption, quality of services, and service level agreements are
targeted. In this paper, an energy-aware QoS-based consolidation algorithm is
proposed to dynamically manage VMs in cloud datacenters. The proposed al-
gorithm applies reinforcement learning and artificial neural networks. The first
method is used to select a suitable VM for migration, while the latter helps
to predict the future state of hosts and detect overloaded and underloaded
hosts. We simulated the proposed algorithm using the CloudSim framework
and compared it to the baselines and state-of-the-art algorithms. The results
show that the proposed approach surpasses other methods in what concerns
both performance and energy efficiency.

Keywords cloud datacenters · virtual machine · live migration · energy
efficiency · reinforcement learning · artificial neural network.

1 Introduction

Owing to the ever-growing applicability and prevalence of data processing and
storage, along with the ubiquity of internet-based services in recent years, ac-
cess to resources and services has become facilitated. Thus, cloud computing is
used so that organizations’ needs, such as the storage of resources, computing,
and accessing a variety of services can be outsourced. This means that instead
of investing unreasonable amounts of money in a private computing center
and paying for its maintenance, the cloud can be used as a more economical
solution [1].

As an increasing number of users are getting involved in cloud technology,
efficient use and proper management of cloud servers to manage resources and
reduce energy consumption have become crucial [2]. Data centers require a lot
of energy to meet the ever-growing needs of users. Computing is one of the
subsystems that if optimized, can be of great help to energy efficiency. One
of the most promising approaches to reaching this goal is dynamic VM con-
solidation, which gathers virtual machines in such a way that the number of
required servers is minimized [3]. Since servers are incapable of fully exploit-
ing their resources, if VMs are migrated and consolidated on a single host,
the remaining computing systems can be shut down leading to a considerable
amount of energy being saved [2,4]. Studies show that organizations and re-
search institutes have carried out extensive research in this area over the past
few years [5]. This scheme, however, introduces some challenges regarding the
performance of hosts and the quality of service (QoS) [6–9]. For instance, if the
abundance of VMs incapacitates the server from providing sufficient resources
and handling the abrupt fluctuations in VMs, a large delay will be imposed on
the system, which diminishes the QoS and, consequently, raises the probability
of service level agreement (SLA) violations [10–12]. Therefore, there is a need
for a strategy to obtain an energy-SLA balance and offer high-quality services.

In general, the proposed approach, in this paper, tries to answer the follow-
ing questions to solve this problem: (1) which hosts are overloaded? (2) which
hosts are underloaded? (3) which VM should be selected for migration? The
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appropriate answer to these questions leads to efficient resource management,
reduction of energy consumption, and higher QoS. Various VM consolidation
approaches for efficient energy consumption have been put forward. However,
performance degradation stemming from the huge number of migrations still
remains an issue in those methods [13]. The proposed approach pays extra
attention to the number of migrations in addition to energy efficiency and
QoS. To achieve this objective, artificial neural networks (ANNs) are initially
used to intelligently predict the future state of hosts and to find overloaded
or underloaded servers. ANNs help us in gaining insights into future resource
and energy requirements, thus assisting us in the efficient management of these
resources. RL solutions work based on the observation of the environment and
take actions according to the knowledge they have gained through trial and
error. It helps them identify complex relations between the parameters of the
problem, thus achieving more reliable results. This is why the selection of the
proper VM for migration is performed using reinforcement learning (RL). We
evaluated the proposed approach using PlanetLab’s real workload and com-
pared it to other approaches. The results show that the proposed approach
reduces energy consumption and the number of SLA violations by 22% and
94%, respectively, thus significantly improving the QoS.

The rest of this paper is organized as follows. Section 3 reviews related
research. Section 2 provides background information on ANN and RL. In Sec-
tion 4, the proposed approach is introduced, and it is evaluated in Section 5,
through numerical results. Finally, Section 6 concludes the paper and provides
some guidelines for future work.

2 Background information

This section provides background information on ANNs and RL. For more
detailed information please see [14–17].

2.1 Artificial Neural Networks

Artificial neural networks (ANNs), simply called neural networks, are massive
computing systems, inspired by the structure of a biological brain, consisting
of a huge number of simple units known as nodes and their means of connec-
tivity called edges. The way they are modeled enables them to learn from the
examples provided by independent datasets without the need for any specific
programming [14], which helps them predict and execute functions similar to
the way a human brain does. This outstanding property of neural networks
called self-learning makes it possible to learn through experience and appar-
ently unrelated data. Therefore, they are adaptable to various contexts such as
predictive modeling, data validation, anomaly detection in data, speech recog-
nition, pattern processing, network traffic checking, and other problems even
too convoluted for humans or computers to solve. Fig. 1 shows the structure
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Fig. 1 The schematic view of a three-layered neural network

of a neural network. As it is shown in Fig. 1, ANNs generally encompass three
layers starting from the input layer, a hidden layer, and finally, the output
layer. These networks are trained using a workload consisting of input and
output pairs. In the first step, the workload is given to the nodes as inputs,
which is then modified by non-linear functions and the weights of edges, cre-
ating the outputs of each layer. After that, these outputs are compared with
optimal results (target outputs), and the error is determined by the difference
between these two values, which is also used to adjust the weights of the edges
in the final step. This procedure is repeated with all datasets until the en-
tire network is trained, the weights reach the desired values and the outputs
achieve an acceptable error. Once the training has been completed, multiple
datasets are given to the network for evaluation. Then the training stops and
from this moment on, actual inputs are given to the input layer to predict the
outputs. In other words, the network is now able to predict and model the
results and generate a suitable output for each new input data [18]. This indi-
cates that by the appropriate adjustment of variables and selection of datasets
more accurate results are produced as the network is well-trained.

As mentioned earlier, learning takes place based on the comparison of the
predicted outcomes and target values. For this purpose, feedforward and back-
propagation algorithms are used [15]. A feedforward neural network, as a sim-
ple network, has no cycles or loops and transmits and processes data only in
a forward direction from the first layer to the last. When the data is received
by the input layer of this network, it is sent to the output layer via hidden
layers. In each step, it processes the data based on its weights and functions,
and then the obtained values are sent to the next layer [15].

A backpropagation neural network is a network that propagates the value
of the difference between the output and the target, and then adjusts the edge
weights. This is done by running the feedforward algorithm and processing the
input data based on weights and functions to obtain an output. Next, having
the error and using backpropagation, weights are adjusted in a way that the
error is minimized. Backpropagation and the adjustment of weights using the
mean square error and regression analysis needs to be repeated until the error
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Fig. 2 Agent-environment interaction in RL

is acceptable and the performance of the system is optimized [15]. Afterwards,
the training stops, and from this moment on, actual inputs are given to the
input layer to predict the outputs. In other words, the network is able to model
the system, predict the results, and generate a suitable output for each new
input data [15].

From all the above-mentioned points, it can be concluded that ANNs can be
very helpful in predicting the usage of resources, such as CPU utilization in this
work. Although other less computationally complex methods have been used
in previous work to predict CPU utilization, their sensitivity to data dispersion
makes them prone to inaccurate predictions. By using historical data, ANNs
can be used to predict CPU utilization in cloud datacenters, and to anticipate
situations where host overload or underload may occur. To reach this goal,
we have implemented an ANN that consists of an input layer, a hidden layer,
and an output layer. Feedforward and backpropagation algorithms are used to
train the network and adjust the weights.

2.2 Reinforcement Learning

Reinforcement learning (RL) algorithms can be efficiently applied to resource
management in the cloud, automatic reconfiguration of shared VMs, and opti-
mization of energy consumption, which is the subject of this work [16]. In the
scope of this work, RL is adopted for VM selection to avoid system overload.
RL algorithms run using an agent that aims at broadening its knowledge of
its ever-changing environment by trial and error [16]. This means that should
this agent choose the optimal action, it is rewarded, and if not, it is penalized,
assuring that the agent will gradually gain insights into what the better option
is.

RL problems are described by the Markov decision process (MDP) [17],
which is a random control process for modeling sequential decisions in un-
certain conditions. In MDPs, in order for the agent to choose an action, a
knowledge of the current state and possible set of actions is required. Each
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time, a reward is given to the agent based on the action that it has chosen.
The better the action is, the greater the cumulative sum of rewards becomes,
implying that the sum of received rewards is to be maximized. In an opti-
mal situation where a complete environmental model is observable, the MDP
problems can be solved by dynamic programming; otherwise, methods such
as model-based RL are used for predicting the best value function or policy.
RL algorithms such as Q-learning may be used to find optimal policies for
partially observable environments.

The Q-learning algorithm belongs to the temporal difference (TD) category
of RL algorithms that estimate the long-term value of an action in a particu-
lar state at a given time, denoted by a state-action pair Q(st, at). Thorough
knowledge of the system is not required as it estimates the long-term value
of an action by exploring the environment based on the defined policy and
the Bellman equation [16]. After every state-action-reward-state transition,
Q-learning calculates the Q-value and stores it in the agent’s Q-Matrix using
Eq. 1.

Q(st, at)← Q(st, at) + α · [rt + γ ·maxQ((st+1, at)−Q(st, at))] (1)

where Q(s, a) represents the expected long-term cost of selecting action a in
the state s. The learning rate α determines how much information is newly
acquired by the agent, meaning that should this value be zero, nothing new
is learned and the prior information is still exploited, while as it gets closer
to one, it is implied that future decisions will be chiefly based on the recent
information. The discount factor γ holds a value between zero and one, which
shows the importance of future rewards. A value close to one generates an
inclination towards future rewards, whereas a value close to zero brings current
rewards into focus. maxQ(st+1, at) returns the maximum possible reward for
the future state [16].

Concisely, in the standard Q-learning algorithm, the goal is to select the
optimal policy leading to the maximum cumulative reward. Accordingly, Q-
learning chooses the desired action from a set of possible actions based on the
previously defined policies.

3 Related Work

VM consolidation plays an important role in energy consumption and resource
management for datacenters, which has resulted in various research efforts in
recent years. This has motivated researchers and engineers to investigate var-
ious strategies and make significant strides toward the betterment of consol-
idation approaches. The VM consolidation problem is completed in different
phases: host overload detection, host underload detection, VM selection, and
VM placement. In this section, we review some of the methods that have been
put forward so far to solve this problem.
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Azizi et al. [19] have introduced a heuristic-based approach for choosing a
destination for VMs to enhance resource management and reduce energy con-
sumption. This approach optimizes the number of running hosts and prioritizes
them when choosing a VM destination, thus, lowering energy consumption. It
also helps in the better management of resources by preventing them from
being wasted and remaining idle. Khan et al. [20] have introduced a consolida-
tion algorithm, which selects the most suitable VM, container, or application
for migration. This method successfully reduces energy consumption without
significant performance loss. In this method, the heterogeneity of applications
is modeled by the priority of tasks, representing the workload type. The au-
thors focused on reducing the total node costs accumulated in the inherent
heterogeneous system instead of lowering the number of (physical machines)
PMs. They have shown how much of an improvement the migration of appli-
cations can make when it comes to energy consumption. VM migration, on
the other hand, led to better performance. The migration of applications could
strike an energy-performance balance. However, The QoS, SLA, and other re-
lated metrics have not been investigated despite being an integral part of VM
consolidation. Zeng et al. [21] introduced a framework for VM consolidation
and employed a DRL-based algorithm and an influence coefficient to intelli-
gently select the suitable VM for migration and a proper destination. Despite
the acceptable results having been provided, metrics such as the number of
VM migrations, ESV, SLATAH, and PDM have not been considered, among
which the number of migrations is of paramount importance. Not only does
VM migration increase energy consumption and SLA violations, but also it in-
creases network traffic during migration. This is why in addition to the metrics
mentioned above, extra attention should be paid to the number of migrations

Parvizi et al. [22] have proposed an approach for VM allocation targeting
energy consumption and the number of running hosts. Their main focus is
choosing the right destination for VMs so that the number of hosts and the
consumption of energy can be optimized and the resources can be used more
efficiently. They have treated the problem as a non-linear convex optimization
and employed a non-dominated sorting genetic algorithm to find the most suit-
able destination for VMs. The results show that it performs better than similar
approaches with regard to energy consumption. Li et al. [23] targeted energy
consumption and resource utilization. For this purpose, a discrete differential
evolution algorithm was presented to select the best host for the placement of
migrated VMs. The results show that it positively affected energy consumption
and QoS by minimizing SLA violations. The only weakness, however, was the
lack of attention to the number of migrations. Optimizing this number plays
a huge role in real-life datacenters in addition to the management of energy
consumption and host overload.

Khan [24] has introduced a normalization-based method for VM consol-
idation to reduce energy consumption, SLA violations, and the number of
VM migrations. To detect overloaded and underloaded hosts in a cloud en-
vironment, the parameters related to VMs and hosts were used. It should
be noted that for host overload detection, static thresholds were used. Con-
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sidering the dynamic characteristics of real workloads, it is required to use
dynamic thresholds as well. The performance of this method, however, was
acceptable in reducing energy consumption and SLA violations. Ranjbari et
al. [25] introduced an automata-based learning algorithm to reduce energy
consumption and SLA violations in the area of VM consolidation. This algo-
rithm utilizes learning automata to predict CPU utilization and to identify
overloaded hosts. Although it has been done successfully, the reduction of
energy consumption and the number of VM migrations still need more inves-
tigation. Beloglazov et al. [26] have introduced five methods for host overload
detection. One method is the static threshold (THR), which, as the name im-
plies, uses a static threshold to decide whether or not the host is overloaded.
This means that THR lacks the ability to adapt to varying workloads. The
other four methods adjust the threshold based on the historical data, which
helps in estimating when migrations might happen under different load condi-
tions. They are the interquartile range (IQR), the median absolute deviation
(MAD), the local regression (LR), and the local robust regression (LRR). The
authors of [26] have also introduced three VM selection methods, including
minimum migration time (MMT), maximum correlation (MC), which selects
the VM with the highest correlation of CPU utilization with other VMs, and
random choice (RC), which randomly chooses VMs. It should be noted that
these methods can be used independently or in combination with other ap-
proaches. We have used the combinations of the above-mentioned methods
(IQR-MC, IQR-MMT, LR-MC, LR-MMT, LRR-MC, LRR-MMT, MAD-MC,
MAD-MMT, THR-MC, THR-MMT) to evaluate the approach proposed in
this paper.

Monil et al. [27] have proposed an algorithm based on fuzzy logic for the
selection of a suitable VM for migration. The overload detection was also
done based on the CPU usage standard deviation. This method could save
energy and achieve favorable results regarding QoS improvement and SLA vi-
olations. However, using the mean value is a pitfall in this method as it is
extensively influenced by minimum and maximum values. Han et al. [28] used
the Markov decision process (MDP) to model the problem of VM manage-
ment, along with the value iteration algorithm [29], which tries to choose the
best policy for VM management in every step. However, the large state space
of the problem required them to put forward an approximate dynamic VM
management method based on MDP to overcome the problem of dimension-
ality. Rasouli et al. [30] have introduced a learning automata-based approach
to reduce energy consumption in the process of VM migration. This approach
uses CPU utilization as the sole parameter for choosing destination hosts with
no knowledge of the applications running on the cloud. The results show that
it significantly reduces energy consumption and satisfies QoS. Wu et al. [31]
aimed at optimizing energy cost with minimum migration cost. They proposed
an improved grouping genetic algorithm (IGGA) to calculate the maximum
value of the consolidation score by dynamic VM consolidation. In a consolida-
tion score function, the two conflicting objectives are normalized and summed
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up with different preference weights. This method successfully reduced energy
consumption but was not as successful in lowering SLA violations.

Hallawi et al. [32] proposed a genetic-based approach for VM consolidation
and resource management. The approach aims at the reduction of running
hosts and the optimization of resource usage. For this purpose, they developed
two genetic algorithms, namely COFFGA and CONFGA, to help with the
efficient use of resources. This is done by obtaining a proper order of VMs
as the solution evolves. Despite these improvements, the adoption of first-fit
decreasing (FFD) for VM placement adversely affects QoS and the availability
of reserved resources that increases SLA violations. Monil et al. [33] worked on
a method that provides a tradeoff between QoS and energy consumption in VM
consolidation. This method uses best-fit descending bin packing to reduce the
number of hosts and consolidate VMs efficiently. The authors decomposed the
dynamic VM consolidation problem into multiple sub-problems and proposed
an approach that states that an already shutdown host cannot be activated
unless there is no better option. To achieve this goal, an optimization phase
was introduced.

Telenyk et al. [34] proposed a method based on simulated annealing to
optimize energy consumption and improve QoS. Although this approach suc-
cessfully met those expectations, it failed in handling the host re-overload as
it does not take the stochastic resource demands into account. Li et al. [35]
adopted the bee colony optimization to decrease both the energy consump-
tion and the number of VM migrations. They also detect host overload and
underload, however, the convergence speed is still comparatively low. Lu et
al. [36] used proactive resource management to present new host detection
techniques that operate based on forecasting exchange rates using an expo-
nentially weighted moving average. Their approach could enhance QoS, reduce
energy consumption, and help in the process of host overload detection. Tara-
homi et al. [37] aimed at reducing energy consumption using an evolutionary
algorithm for VM allocation. They have designed a micro-genetic algorithm
to find a suitable destination for VMs. The fitness value in this algorithm is
calculated based on the total power consumption obtained from CPU utiliza-
tion. This algorithm is applied to overloaded or underloaded hosts whenever
a migration is going to take place. It searches the state space effectively and
its fast convergence makes it efficient for selecting a suitable VM destination
while reducing energy consumption and SLA violations.

Liu et al. [38] introduced a dynamic virtual machine consolidation method
that migrates VMs before hosts overload to save energy and guarantee QoS.
They address the four main problems of VM consolidation (overload detec-
tion, underload detection, VM selection, destination host selection) using an
autoregressive integrated moving average (ARIMA) model. This model obtains
a stationary time series from an original time series to predict the future host
CPU utilization. An adaptive reserved resources model was also proposed to
prevent host re-overload. Aslam et al. [39] succeeded at reducing energy con-
sumption by using neural networks, along with feedforward and backpropaga-
tion algorithms for the selection of the proper VM for migration. This approach
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utilizes factors such as the amount of RAM, CPU usage standard deviation,
and correlation of each VM for prediction and VM selection, but it neglects
the overall status of servers after the migration. Basu et al. [40] introduced
Megh, an online RL-based algorithm with reduced computational overhead
throughout the live migration of VMs. This method learns from the dynamic
real workload and models the problem of energy consumption and resource
management in VM migration as an MDP and solves it using a functional
approximation scheme. The complexity of the state space of this problem was
also reduced to a polynomial dimensional space with a sparse basis using a
projection method.

4 The proposed approach

In this paper, the infrastructure-as-a-service (IaaS) type of cloud systems is
considered. Cloud service providers offer computing, storage, and network re-
sources on demand. We assume that the system consists of M heterogeneous
hosts. The performance of these hosts can be described by the CPU capacity,
defined in millions of instructions per second (MIPS), the amount of RAM,
and the network bandwidth. In this system model, each user is assigned a VM
chosen from the N existing VMs. In order to achieve versatility and adaptabil-
ity in varying conditions, no assumptions are made regarding the applications
and machines’ workload, while CPU utilization is considered a prime factor
for defining workload.

As mentioned earlier, for the sake of clarity, we break down the VM con-
solidation problem into four sub-problems: (1) detecting any cases of host
overload, (2) choosing a proper VM for migration, (3) detecting any cases of
host underload, and finally, (4) choosing a suitable destination host on which
the VM can be placed. This method of breaking down the VM consolidation
problem into multiple parts has been adopted by researchers [20]. The herein
proposed approach addresses the first three sub-problems in three separate
parts, as it is illustrated in Fig. 3, and described in the following.

– At the left-hand side of Fig. 3, an ANN is used for host overload and
underload detection to reduce energy consumption and SLA violations by
predicting the host CPU utilization and migrating VMs. Host overload and
underload detection algorithms are presented in Sections 4.1 and 4.3.

– At the right-hand side of Fig. 3, RL is used for the smart selection of VMs
on overloaded hosts, minimization of the number of unnecessary migra-
tions, and reduction of SLA violations. The proposed RL is described in
Section 4.2.

– At the bottom of Fig. 3, after detecting overloaded hosts and selecting VMs
for migration, they are migrated to normal hosts. The underloaded hosts
can also be shut down after having their VMs migrated to other hosts with
enough capacity. This way, resources are managed more efficiently, energy
consumption is reduced, and SLAs are prevented from being violated. This
algorithm is presented in Section 4.3.
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Fig. 3 The entire process of the proposed approach

It should be noted that the last problem of VM consolidation (selection of
a suitable destination host) is done using a modified version of the best fit
decreasing (BFD) algorithm introduced in [13]. In this algorithm, VMs are
sorted in decreasing order of their current CPU utilization, and using the
heterogeneity of resources, each of them is allocated to a host that appears
to result in the minimum rise in energy consumption and is the most power-
efficient.

4.1 Proposed ANN for host overload detection

To take the first step towards VM consolidation, as it is shown in Fig 3, an
ANN is applied to predict host utilization and avoid host overload. Despite all
the improvements in this area, there are still some hidden parameters that can
impact the performance of servers, such as the details involved in hardware
design. Due to the abundance of these factors, using an analytical model is
almost impossible and inefficient as it can become useless with the advent
of next-generation processors with system architectures that differ from the
old ones. This makes it more suitable to choose a more flexible and time-
saving solution such as ANNs, which can provide a satisfying model once
you have the suitable dataset for training. In the first step, the feed forward
algorithm is used to propagate data from the input to the output layer. Then
the backpropagation algorithm, iterating backward from the last to the first
layer, is used for training the network until weights are efficiently adjusted and
minimum error is produced.

The inputs of the proposed ANN are gathered from the last 10 iterations
of hosts’ past CPU utilization measured at regular intervals. As it is shown in
Algorithm 1, for any host j, the historical CPU utilization data set {Huj (n−
9), Huj (n − 8), Huj (n − 7), ...,Huj (n)} is given to the network as the input
set. Since Huj (n) denotes the amount of CPU utilization for host j at each
iteration, a well-trained neural network is able to make use of this historical
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data to predict future CPU utilization. Next, overloaded hosts are detected,
which is done by checking whether the condition Huj (n + 1) > 1 is satisfied
or not. If this is the case, the host is categorized as overloaded.

Algorithm 1 Detection of overloaded hosts
Input: HostList
Output: OverloadedHostList

1: for each host in Hostlist do
2: inputneural ← UtilizationDataSet
3: outputneural ← predictedCPU (UtilizationDataSet)
4: PredictUtil(host) ← outputneural
5: if PredictUtil(host) > 1 then
6: OverloadedHostList.add(host)
7: end if
8: end for
9: return OverloadedHostList

4.2 Proposed RL for VM selection

In order to reduce the load of the hosts detected in the previous stage, some
VMs should be migrated from overloaded hosts to appropriate destinations.
This may cause performance degradation and be reflected in the QoS, so the
meticulous selection of the proper VM is key when handling SLA violations.
The ability of RL agents to learn by observing the environment and adapting
to its dynamic nature makes them a suitable choice to overcome these chal-
lenges. RL techniques have also been used in public clouds that provide IaaS
for the auto-configuration and the migration of VMs [40–43]. In contrast to
the previous use cases of RL techniques that mostly revolved around the re-
duction of energy consumption, the proposed approach employs RL to reduce
the number of migrations and improve the QoS. Research has shown that pre-
venting frequent and unnecessary migrations by selecting the right VM can
significantly boost resource management and reduce energy consumption and
SLA violations. As it is shown in Fig 3, the suitable VM for migration is se-
lected by the RL algorithm after the detection of overloaded hosts. The details
of the proposed RL algorithm are presented in the following subsection.

4.2.1 State and action spaces

The state space is defined as the percentage of the CPU utilized by overloaded
hosts. On every overloaded host, there is a set of VMs running and using a
specific proportion of the CPU, meaning that the total CPU utilization at any
given time is equal to the sum of each individual VMs’ utilization. Based on
this, the state space ranges from 0 to 100, or in other words: st ∈ S = {0 : 100}.

The action space of Algorithm 2 is equal to the set of VMs running on the
host. The agent chooses an action from the set and receives reward feedback
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from the environment to evaluate the choice. The environment also enters a
new state after the selection of the VM. As the interaction of the agent and
the environment continues, the agent learns what actions are better to take. It
chooses an action based on the greedy-ϵ policy at each step, which might end
up being an exploration instead of exploitation. The agent uses this knowledge
to update Q-values. The Q-matrix of the RL algorithm is updated by the Q-
value obtained from the Bellman equation for each state-action pair [16].

Algorithm 2 VM Selection
Input: OverloadedHost h
Output: VMtoMigrate , VMm

1: Take action at : VMm ← Choose VM from set of VMList(h) using policy
2: Migrate selected VM
3: Observe state st+1

4: Reward ← calculate reward using Eq. 3
5: Q(st, at ) ← calculate Q(st, at) using the Bellman equation
6: update Q-matrix
7: return VMm

4.2.2 Reward function

An RL agent tries to achieve the highest possible reward during the process of
mapping actions to states, which makes frequent interactions with the environ-
ment necessary. When the agent at state st receives information and chooses
action at, a reward commensurate to the quality of that action is assigned
to it through the reward function R(st, at). This way, the agent learns how
smart its move has been and tries to improve it in future iterations. This re-
ward might fluctuate, but as the process continues, reward values converge to
the expected value, which leads to Q-value converging over time. The reward
function is defined according to the CPU usage standard deviation factor.

One way to achieve energy efficiency and reduce traffic load is migration
control. Using migration control methods, we are able to identify the VM that
regularly consumes resources and take control over its migrations [44]. One
of the root causes of host overload is the CPU usage of a fluctuating VM.
When VM CPU requests change erratically, the host might not be capable of
provisioning resources when they are required, which leads to SLA violations.
In other words, the less deviated VM utilization values are from the standard,
the less likely it is for the host to become overloaded. This concept is used to
select the suitable VM and define the reward function. Since host utilization
can be calculated using the utilization of running VMs, similarly, the standard
deviation of the CPU usage of these VMs (within N time frames) can be used
to calculate that of the associated host. Eq. 2 shows how the average of the
sum of M VMs’ standard deviations can be used to calculate this value.
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Table 1 The configuration of hosts

Hosts CPU type Frequency (GHz) Cores RAM (GB)

HP ProLiant G4 Intel Xeon 3040 1.86 2 4

HP ProLiant G5 Intel Xeon 3075 2.86 2 4

Stdevhost =

√∑N
i=1(CPUi

V M1
−CPUavg

V M1
)2+...+

∑N
i=1(CPUi

V MM
−CPUavg

V MM
)2

M∗N (2)

In Eq. 2, CPU i
V M1

is the ith CPU usage of VM1 and CPUavg
VM1

is the
average CPU usage over the course of N iterations. Then, in order for these
policies to be reflected in the RL algorithm and prevent SLA violations, the
reward function is written as Eq. 3.

Reward = 1− Stdevhost (3)

4.2.3 VM selection procedure

As specified in Algorithm 2, the RL agent calculates the states and set of
actions for the overloaded host identified by the ANN proposed in Section 4.1.
VMs suitable for migration are detected and selected by the agent based on the
defined policy and Q-values for each action-state pair in the Q-matrix. Once
the VM is selected, it is migrated to a proper host, but the process does not
finish before the reward is assigned in proportion to the quality of the action.
The standard deviation-based reward is calculated and the Q-value for each
state-action pair updates the Q-matrix. Unless the host workload is balanced,
the RL agent continues the process of VM selection based on the feedback
given by the reward function.

4.3 Proposed ANN for host underload detection

The detection of underloaded hosts is also a significant part of VM consolida-
tion. As it is illustrated in Fig 3, during this stage, all the VMs running on the
underloaded host are migrated to other suitable hosts so that the underloaded
host can be shut down. This is a fruitful mechanism for energy efficiency and
efficient resource management. Once all the required migrations have taken
place, CPU utilization values are predicted for hosts that were not categorized
as either overloaded or allocated (hosts chosen as VM destinations). As it is
explained in Algorithm 3, the host with the least predicted CPU utilization
value of below 30% is defined as underloaded.
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Algorithm 3 Detection of underloaded host
Input: HostList
Output: Underloadedhost

1: HostList.remove(OverloadedHostList)
2: HostList.remove(AllocatedHostlist)
3: HostList.remove(SwitchedOffHostlist)
4: minhostUtil = 1
5: Underloadedhost = NULL
6: for each host in Hostlist do
7: inputneural ← UtilizationDataSet
8: outputneural ← predictedCPU(UtilizationDataSet)
9: PredictUtil(host) ← outputneural
10: if PredictUtil(host) < minhostUtil and 30% then
11: minhostUtil ← PredictCpuUtil(host)
12: Underloadhost ← host
13: end if
14: end for
15: return Underloadedhost

Table 2 Power consumption of servers at different load levels in Watts

Server

Utilization
sleep 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

HP ProLiant G4 10 86 89.4 92.6 96 99.5 102 106 108 112 114 117

HP ProLiant G5 10 93.7 97 101 105 110 116 121 125 129 133 135

5 Numerical Results

This section compares the proposed approach to other related methods and
evaluates its performance and efficiency based on different experiments carried
out with the CloudSim framework [45]. The data and setup for our experiment
are similar to what researchers working in this area had previously used. In
the following, the experimental setup and performance metrics are introduced,
and then numerical results are provided.

5.1 Experiment Setup

CloudSim is a simulation toolkit designed to offer a platform for the test and
evaluation of new policies and strategies before being applied to real data-
centers [45]. The heterogeneous datacenter we simulated in our experiments
encompasses 400 HP ProLiant ML110 G4 servers and 400 HP ProLiant ML110
G5 servers. The configuration of hosts used in these experiments is provided
in Table 1. Moreover, Table 2 and Table 3 represent the power consumption of
servers for different percentages of utilization, and the characteristics of VMs,
respectively.

The data used for the evaluation of the proposed approach is the real
workload collected from the CoMon project [46]. These data are included in
PlanetLab files in the CloudSim framework, which includes CPU utilization
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Table 3 VM types

VM type CPU (MIPS) RAM (GB)

High CPU medium instance 2500 0.85

Large instance 2000 1.70

Small instance 1000 1.70

Micro instance 500 0.61

Table 4 PlanetLab trace data

Date VMs

2011/03/03 1052

2011/03/06 898

2011/03/09 1061

2011/03/22 1516

2011/03/25 1078

2011/04/03 1463

2011/04/09 1358

2011/04/11 1233

2011/04/12 1054

2011/04/20 1033

of VMs running on thousands of servers located in about 500 different places
around the globe. This project measures CPU utilization every five minutes
within 24 hours. As shown in Table 4, data for 10 different days are considered.

The proposed ANN is trained using the feedforward and backpropagation
algorithms. The network is trained using the k-fold cross-validation method
with k equal to 10. This method divides the dataset into k chunks, k − 1 of
which are used for training, and one is used for validation. The dataset used
in this work reflects the workload of a real system. This workload includes the
CPU utilization of VMs that are highly independent and different from each
other. It has also been collected within 10 random days [45].

A three-layer feedforward network is trained, which includes an input layer
of ten nodes, a hidden layer of six nodes, and an output layer of one node.
The transfer functions for the hidden units and output units are a sigmoid
and a linear function, respectively. These units are fully connected, meaning
that every unit in the input layer is connected to every other unit in the
hidden layer and every unit in the hidden layer is connected to every other
unit in the output layer. Weights are initialized randomly and the learning
rate is set to 0.1. As was mentioned in Section 4, the input data (host CPU
utilization) is updated by weights, propagated to the hidden layer, and then,
to the output layer. In the proposed approach, to minimize the error rate, the
backpropagation algorithm is used for training. In our experiments, the epoch
value, denoting the number of times the algorithm sees the entire training
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dataset, is set to 50. This value is incremented every time a forward and a
backward pass takes place and a cycle is completed.

In the process of RL training, the agent learns to choose the suitable VM
by following the defined policy, meaning that considering the current state of
the system, it chooses the action resulting in the greatest Q-value. For the RL
algorithm to converge toward the desired policy, RL parameters should be ad-
justed considering the problem requirements. In our experiments, parameters,
α, γ, and ϵ are set to 0.5, 0.7, and 0.01, respectively.

5.2 Performance metrics

The main goal of the approach presented in this paper is to reduce both energy
consumption and SLA violations to keep QoS at an acceptable level. For this
purpose, the six below-mentioned metrics are adopted to evaluate the proposed
approach.

– Energy Consumption (EC)
It shows the amount of energy consumed by physical hosts in the datacen-
ter. It has a direct relation with the power consumption of CPU, memory,
storage, and VM migrations [47,48]. Research has shown that the power
consumption of physical hosts can be defined as a linear function of CPU
utilization, as shown in Eq. 4 [49],

P (h) = K ∗ Pmax + (1−K) ∗ Pmax ∗ hu (4)

where Pmax shows the maximum power required when the host’s CPU is
fully utilized (100%), the constant K, set to 0.7 based on previous research,
is the percentage of power consumption for an idle host, and hu denotes the
current host CPU utilization [50]. The CPU utilization variations over time
indicate that the CPU utilization of the host can be described as a function
of time, which helps us to define the host’s total energy consumption by
Eq. 5.

EC =

∫ t1

t0

P (hu(t))dt (5)

– Total Number of VM Migrations (VMMigNo)
Live migration techniques aim to transfer a VM between physical hosts in
a shorter amount of time without experiencing any suspension [51,52]. De-
spite this merit, live migration negatively affects the performance of VMs,
resulting in average performance degradation of 10% as previous research
has shown [53]. The migration time and the performance degradation due
to migration can be approximately expressed by Eq. 6 and Eq. 7, respec-
tively [26].

Tmj =
Mj

Bj
(6)

Udj
= 0.1 ∗

∫ t0+Tm
j

t0

uj(t)dt (7)
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In Eq. 6, Mj denotes the amount of RAM used by the VM and Bj rep-
resents the network bandwidth. In Eq. 7, Udj is the total performance
degradation for VM j. t0 and Tm

j represent the starting and the comple-
tion times of the migration respectively, and uj shows the amount of CPU
utilization by VM j.
From these models, it can be easily deduced that VM migration is a con-
tributing factor in performance degradation, which gives rise to SLA viola-
tions; Thus, the less frequent VM migrations are, the fewer SLA violations
occur.

– SLA violation Time per Active Host (SLATAH)
This metric is the percentage of time during which active hosts undergo a
period of overload due to 100% CPU utilization. It is known that it signif-
icantly limits the performance of the system when applications running on
the host fully utilize the CPU. Consequently, VMs will not be able to fulfill
the requirements of clients [54]. This means that the application will not
get the required performance from the host which results in SLA violations.
This value is calculated using Eq. 8 [26],

SLATAH =
1

N

N∑
i=1

Tsi

Tai

(8)

where N is the number of physical hosts. Moreover, Tsi and Tai
represent

the total time during which the utilization of host i is 100% and the total
time during which host i is active, respectively.

– Performance Degradation due to Migrations (PDM)
Overall performance degradation caused by migration can be calculated by
Eq. 9,

PDM =
1

M

M∑
j=1

Cdj

Crj

(9)

where M is the number of VMs, Crj represents the total CPU capacity
of VM j requested during the time it is active, and Cdj is an estimation
of performance degradation of VM j, happening due to VM migrations.
This estimation is based on the performance of the VM before and during
migrations. Similar to the previous metric, this adversely affects the ability
of the system to provide applications with the performance they require,
which creates SLA violations.

– SLA Violations Cost (SLAV)
Since the level of service expected by clients from a provider is of paramount
importance, various metrics such as the minimum CPU capacity or the
maximum response time of the system are agreed upon in contracts called
SLA. These metrics might differ across various applications. This is why it
is important to define a workload-independent metric when evaluating the
quality of services. In this work, we assume that SLA has been met only
if, at any time interval, the performance requirements of the applications
are fully (100%) met by the host. For measuring SLA violations in an IaaS
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environment, the above-mentioned metrics (SLATAH and PDM) can be
used. Each of these two metrics independently measures SLA violations;
however, in order to intelligently exploit the features both of these metrics
offer, the SLAV metric is derived from their combination.

SLAV = SLATAH ∗ PDM (10)

As Eq. 10 suggests, SLAV takes into account both overload-related and
migration-related performance degradation.

– Energy Consumption and SLAV (ESV)
As Eq. 11 suggests, ESV is calculated as the product of EC and SLAV
metrics. Based on this combination, the smaller this value is, the more
efficient the approach will be.

ESV = EC ∗ SLAV (11)

5.3 Comparison and performance analysis

To evaluate the interest of the proposed approach, results are compared with
the related state-of-the-art methods, including DTHMF [33], EQVC [38], and
MMSD-FS [27], in addition to 10 baselines named IQR-MC, IQR-MMT, LR-
MC, LR-MMT, LRR-MC, LRR-MMT, MAD-MC, MAD-MMT, THR-MC,
AND THR-MMT. Table 5 provides results obtained for the metrics men-
tioned in Section 5.2. These are the average values obtained from running
each algorithm using PlanetLab’s workload. Results show that the proposed
approach provides a successful energy-SLA balance by predicting hosts’ future
status and improving the VM selection process. This means that it outper-
forms baselines, and achieves better results than state-of-the-art methods in
most of the metrics, which makes it more efficient overall.

In Table 5, it can be observed that the proposed approach shows improve-
ments when compared to all the other algorithms. Regarding PDM, our ap-
proach successfully reduces the number of VM migrations that contribute to
a larger PDM, by requesting and occupying the CPU capacity more produc-
tively. The prediction strategy and overload detection using ANN not only
lowers the number of overloaded hosts but also optimizes the number of mi-
grations, due to host overload, thus improving the PDM value. From Fig. 4 it
can be concluded that, on average, our approach reduces PDM by 88% in com-
parison to the baselines. The comparison with the state-of-the-art algorithms
also shows a 63% decrease in PDM.

The SLATAH metric shows how host overload can affect the QoS. Fig. 5
demonstrates that the proposed approach outperforms other algorithms by
minimizing SLATAH. From Fig. 5, it is also noticed that an state-of-the-art
method such as DTHMF, along with baselines such as LR and LRR, account
for high values of SLATAH under varying workloads. However, from the per-
spective of energy consumption, Table 5 shows that these methods are efficient
since the strategy they have adopted consolidates VMs to a great degree but
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Table 5 Performance evaluation using PlanetLab with six metrics

Strategy

Metric
EC VMMigNo SLAV SLATAH PDM ESV

(KWh) (10−5) (%) (%) (10−2)

Proposed Approach 123.10 2502 0.2530 2.46 0.010 0.031

EQVC 111.52 6552 0.638 2.55 0.020 0.71

DTHMF 146.23 13609 3.600 9.0 0.040 0.526

MMSD-FS 136.50 7943 0.500 2.50 0.020 0.068

LR-MMT 161.87 27632 4.970 6.231 0.080 0.804

LR-MC 148.50 23929 7.608 7.484 0.102 1.129

THR-MMT 188.50 26602 3.368 5.038 0.068 0.634

THR-MC 179.37 23956 6.995 6.911 0.101 1.254

MAD-MMT 183.49 26301 3.348 5.284 0.063 0.614

MAD- MC 173.82 23418 7.111 7.053 0.100 1.236

IQR-MMT 187.50 26497 3.288 5.023 0.060 0.616

IQR-MC 177.70 23393 6.805 6.914 0.098 1.209

LRR-MMT 161.87 27632 4.970 6.231 0.080 0.804

LRR-MC 148.50 23929 7.608 7.484 0.102 1.129
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Fig. 4 Performance degradation due to migrations (PDM) calculated for the (a)
state-of-the-art, and (b) baseline algorithms
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Fig. 5 SLA violation time per active host (SLATAH) calculated for the (a)
state-of-the-art, and (b) baseline algorithms

at the cost of increasing the probability of host overload. MMT performs bet-
ter than MC in this regard as it reduces the VM migration time and CPU
utilization throughout the migration process, which has favorable effects on
host overload. Despite this, the ability of the proposed approach to predict
host overload in the upcoming step makes it the most efficient by reducing
SLATAH by around 58% on average, for both the baselines and the state-of-
the-art.

The efficiency of the proposed approach in avoiding host overload promotes
the availability of resources, which consequently, prevents SLA violations. Ac-
cording to Fig. 6, this improvement is 95% and 83% for the baselines and the
state-of-the-art algorithms, respectively. It should also be noted that since the
SLAV metric is closely linked to QoS, customers can experience a better QoS
with the proposed approach.

Based on the results in Fig. 7, the proposed approach is responsible for the
fewest number of migrations by holding the value of 2502, while the average
number of migrations for the baselines and state-of-the-art are 26567 and 9368
respectively. It shows that the proposed approach significantly outperforms
other approaches as the number of migrations resulting from it is much lower
than that of other approaches shown in Table. 5. This means that when the
proposed approach is employed, the VMMigNo can result in lower energy
consumption by declining by 90% and 73% for the baselines and state-of-the-
art algorithms, respectively.

The smart detection of overloaded and underloaded hosts prevents fre-
quent host shutdowns and plays an important role in enhancing the process
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Fig. 6 SLA violations cost (SLAV) calculated for the (a) state-of-the-art, and (b) baseline
algorithms

by minimizing the number of unnecessary migrations. This way, performance
degradation can be controlled, meaning that SLA violations can be reduced
and energy can be saved.

Fig. 8(a) shows that the proposed approach improves energy consumption
except for EQVC. Although this algorithm consumes less energy, it does not
perform as efficiently as the proposed approach when other metrics are also
taken into account. Our approach is 29% more energy-efficient than baselines.
Although less perceptible, it improves EC by 3% for the state-of-the-art algo-
rithms. This is even more pronounced in the results of IQR-MMT and THR-
MMT, which rank first and second for the highest energy consumption due
to weak predictions. As it is presented in Fig. 8(b), costs are higher for MMT
as this algorithm solely takes the migration time into account. This leads to
the selection of unsuitable VMs and gives rise to energy consumption. MC is
another VM selection approach, which performs better than MMT. The huge
number of migrations, however, hinders its ability to reduce energy consump-
tion, whereas the proposed approach successfully overcomes this problem.

The last metric considered herein is ESV, which gives insights into both
EC and SLAV parameters. As it can be seen in Fig. 9, the proposed approach
could once again surpass the other approaches, meaning that it can guarantee
high QoS while saving energy. It also goes further and lowers operational
costs, which makes it a win-win strategy for both customers and providers.
Neither of the DTHMF and MMSD-FS methods, despite being among the
recent research works, could perform better than the proposed approach in
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Fig. 7 Total number of VM migrations (VMMigNo) calculated for the (a) state-of-the-art,
and (b) baseline algorithms
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Fig. 8 Energy consumption (EC) calculated for the (a) state-of-the-art, and (b) baseline
algorithms
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Fig. 9 Energy consumption and SLAV (ESV) calculated for the (a) state-of-the-art, and
(b) baseline algorithms

ESV since the number of migrations is still higher. The figures show that our
approach is 90% better than the state-of-the-art algorithms, and compared to
the baselines, the ESV improved drastically by 96%. In addition to the above
methods, we have compared the proposed approach to the state of the art,
such as EPC [20], NVMC [24], and the proposed algorithm in [37]. The results
indicate that compared to EPC, the energy consumption is reduced by 32%
when the proposed approach is applied. This value is 22% when it is compared
to the method in [37]. Next to NVMC, the SLA violations and the number of
migrations are also reduced by 47% and 14%, respectively.

Experimental results show that using ANNs to predict the CPU utilization
of hosts helps us achieve better results than algorithms that predict the CPU
utilization of only one host, such as LR and LRR, or state-of-the-art algorithms
such as MMSD. Using RL algorithms for VM selection could effectively lower
the number of migrations compared to MMT, EQVC, and DTHMF and pre-
vent host overload. This allows the proposed approach to overtake others in
saving energy and guaranteeing QoS. The proposed approach proved to have
the potential for helping providers use resources more intelligently, not only
to lower datacenter costs but also to provide customers with high QoS, and
pave the way for the development of cloud-based services.
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6 Conclusions and future work

The dynamic nature of datacenter workloads has intensified the role of proper
resource management and energy efficiency. Thus, various approaches have
been put forward, among which we can highlight VM live migration from un-
derloaded and overloaded hosts. These approaches, however, face challenges.
In this paper, we proposed a new approach using ANNs and the RL algo-
rithm. With ANNs and the completion of learning using the training set, we
predict the future CPU utilization of hosts. Subsequently, the RL algorithm is
used to select the suitable VM for migration. After the process of VM migra-
tion is over, the proposed approach detects the underloaded host. This way,
not only does our approach detect host overload, but also intelligently selects
VMs for migrations and identifies underloaded hosts that can be shut down.
We have used Planetlab’s real workload to evaluate the proposed approach
and compare it to other algorithms. The results show that the proposed ap-
proach effectively reduces energy consumption, improves QoS under varying
workloads, optimizes the number of migrations, and reduces SLA violations.
This leads to a more stable system with fewer hosts running, thus reducing
the energy consumption of the whole datacenter.

VM consolidation consists of four parts, three of which have been addressed
in this paper. For future work, we will look into the fourth part, the selection
of the most suitable destination for a VM. Although CPU is one the most
significant factors affecting the energy consumption of hosts, we want to con-
sider other contributing factors including memory, disk storage, and workload.
This way, we can further improve upon our current approach by optimizing
the number of necessary migrations and preventing host overload.
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