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Yuz: Improving Performance of Cluster-Based Services
by Near-L4 Session-Persistent Load Balancing
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Abstract— Large-scale services are deployed in data centers
using clusters of servers, and load balancers (LB) are responsible
for distributing requests for a service among its servers. Layer-4
(L4) LBs process requests faster than Layer-7 (L7) ones, but they
cannot provide session-persistent load balancing, and therefore,
they direct connections of an application-level session to different
servers. On the other side, L7 LBs can direct all requests of an
application-level session to the same server, but they have a very
limited capacity because they act as a reverse-proxy and process
requests at the application layer. We present “Yuz”, a stateless
session-persistent load balancer that does not act as a reverse-
proxy. Yuz works near layer 4, and it makes use of TLS session
data instead of processing incoming requests at the application
level. Our evaluations show that the request rate that can be
handled by cluster-based services equipped with Yuz is twice as
high as when the clusters use the best existing load balancers.
Yuz also significantly reduces the average and tail of the clusters’
response time. Moreover, while each of the existing session-
persistent LBs works only for a specific application, Yuz provides
an application-independent session-persistent load balancing.

Index Terms—Clustered Session-

persistent, TLS.

service, Load balancer,

I. INTRODUCTION

N the late 1990s, the rapid rise of demand for Internet-

based services led to the emergence of data centers, where

high-demand Internet-based services such as websites are
replicated on multiple servers to increase the capacity of
processing incoming requests. Data centers rely on the key
role of load balancers (LB) to distribute the requests among
the servers and cope with the huge amount of traffic load. The
design and method of a load balancer have a significant
impact on the performance of services running on such
clustered servers. Hence, many studies have been carried out
to improve the design of LBs. Basically, the load balancing
approaches can be classified into two categories according to
the OSI protocol stack layer at which they operate: Layer-4
(L4) and Layer-7 (L7) load balancing.

Layer-4 load balancers are typically simpler and faster than
layer-7 ones because they only deal with network-level
connection information such as IP addresses and port
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numbers. The main issue in the context of L4 load balancing is
connection affinity (also known as connection persistence),
that is, to direct packets belonging to the same connection to
the same server. When a layer-4 LB receives a new connection
request packet (TCP SYN) from a client, it selects one of the
servers based on a load balancing logic and then forwards the
packet and all the subsequent packets that have the same 5-
tuple to the selected server until the connection is closed. The
dynamic nature of servers and load balancers in data centers
makes the connection affinity issue an important problem
addressed by several studies [1]-[5].

Another important issue regarding L4 load balancers is that
they cannot recognize application-level sessions. A session is
a series of transactions issued by the same client during an
entire work and interaction with an application, and it can
store temporary information related to the activities of the
client. For example, in web applications, this can include
filling out a series of forms on a website, adding items to a
shopping cart, or checking a mailbox and sending emails after
logging in. The transactions can result in many network-level
connections (TCP) established and closed during the time the
session is open. A session can last from a few minutes to
several hours and even days [6]. The important point is that
sessions cannot be recognized by network-level information
such as IP addresses and port numbers. Therefore, applications
deal with their session identifiers in the application layer,
which is invisible to L4 load balancers.

A consequence of session-unaware load balancing is that
TCP connections of an application session are directed to
different servers during the time the session is open. As
discussed in the next section, it imposes significant
performance penalties on the services that keep and use
sessions. On the other side, layer-7 load balancers [7]-[10] can
provide session persistence (also known as client affinity).
Being session-persistent means that when an application-level
session is established between a client and a server, the load
balancer directs all subsequent TCP connections of the client’s
session to the same server until the session is closed. L7 load
balancers act as a reverse-proxy; that is, they terminate each
incoming connection request, process application-layer
information of the request, and make a new connection to the
server. Hence, acting as a reverse-proxy makes the capacity of
L7 load balancers very limited [11]. Ideally, we need a load
balancer that can process incoming requests as fast as L4 load
balancers while also providing session persistence.

In this paper, we present “Yuz”, a high-performance
session-persistent load balancer that does not act as a reverse-
proxy. This paper is the extended version of our short paper
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presented in CNSM™21 [12]. In the previous short paper, we
briefly discussed how the session data and the session
resumption mechanism of Transport Layer Security (TLS) 1.2
protocol can be utilized to achieve an application-level
session-persistent load balancer for clustered web servers
without processing information in the application layer or
even terminating TLS sessions. In this paper, we discuss the
approach in detail and present the fully matured method,
which has become a completely stateless solution. The method
works with not only TLS 1.2 but also TLS 1.3, which is the
most recent version of the protocol. Unlike existing session-
persistent load balancers, each of which works for only a
specific application such as Web, the proposed method works
regardless of the application type running on the servers. The
only necessary condition is that the application is required to
use TLS, the standard and widespread protocol used by
Internet-based applications to secure their connections. We
have carried out a realistic evaluation by measuring the
performance of a cluster-based service equipped with different
load balancers. The evaluation shows that the cluster-based
service can handle a significantly higher request rate when it is
equipped with Yuz. Moreover, Yuz significantly decreases the
response time of the clustered system. Our contributions can
be summarized as follows:

e We demonstrate how session-persistent load balancing
can improve the performance of cluster-based services.

o We investigate the limitations of existing L4 and L7
load balancers and present an experiment that reveals
how the high processing cost of L7 LBs and the
session-unaware load balancing of L4 LBs limit the
performance of cluster-based services.

e We present Yuz, the first session-persistent load
balancer whose processing cost is near existing L4 load
balancers. Moreover, Yuz is the first session-persistent
LB that is fully stateless, which means it can be easily
and efficiently deployed in a scalable manner.
Furthermore, thanks to our new connection hand-off
mechanism, Yuz is the only session-persistent LB that
is not application-specific, which makes it suitable for
cloud environments.

e We conduct an evaluation to assess the performance of
a cluster-based service provided with state-of-the-art L4
and L7 load balancers. Our evaluation is the first
evaluation in the literature that takes application
sessions into account, which leads to a more realistic
evaluation. It shows that when the cluster is equipped
with Yuz, the cluster can handle a request rate about
twice as high as when it is provided with the best
existing solution. Moreover, the evaluation shows that
Yuz reduces the average and tail of the cluster’s
response time by a factor of 2 and 14, respectively.

The rest of this paper is organized as follows: in Section I,
after reviewing the load balancing background, we illustrate
the problem of session-persistent load balancing. Section 111
presents the proposed method, and in Section 1V, it is
evaluated. In Section V, we discuss some important issues

regarding the proposed method. Finally, Section VI concludes
the paper and presents future works.

I1. BACKGROUND AND MOTIVATION

In this section, we outline the architecture of a cluster-
based service, provide a brief background of load balancers,
and then discuss the importance of session-persistent load
balancing and the limitations of existing load balancers
regarding this issue. Before discussing the background of load
balancing, it is important to note that there are two types of
load balancing in data centers, which are orthogonal to each
other: flow (or network) load balancing, and server load
balancing. The first, which is related to the routing problem,
focuses on the network and tries to minimize the congestion
on network links and consequently reduce the flow completion
time tail latency by distributing the flows evenly among the
internal paths and links of a data center [13]-[18]. The second
focuses on the servers and aims at distributing the load of
requests evenly among them and consequently increasing the
request processing capacity. We show that our server load
balancing scheme not only increases the capacity but also can
lead to a significant reduction in the average and tail of end-to-
end request completion time, i.e., the time it takes between
sending the request and receiving its response.

A. Background of L4 Load Balancers

A cluster-based system consists of a collection of servers
tied together in a data center to act as a single entity providing
a service. Each server of the service is assigned a private IP
address in the data center network, which is called Direct IP
(DIP). The service itself has a public IP address called Virtual
IP (VIP) by which it is identified on the Internet. A load
balancer, as the front-end node of the service, receives
incoming requests destined for the service (VIP) and evenly
distributes them among the servers (DIPs).

Early load balancers were implemented as dedicated
hardware devices. As mentioned in [1], [19], the traditional
hardware load balancers were not scalable, and it did not take
long for them to fall short of the capacity needed for the rapid
growth of network traffic. Hence, scalable load balancing
systems were introduced which deploy a dynamic cluster of
load balancers in front of the service’s cluster of servers [1]-
[4], [19]. The scalable load balancers typically run on
commodity servers or programmable switches of data centers.
The border router of data centers splits the traffic between LBs
using equal-cost multipath routing (ECMP).

An important problem of scalable load balancers is to
provide connection affinity, especially when the set of LBs or
back-end servers changes due to failure, upgrading, or
adding/removing servers to handle different traffic loads. The
approaches to this problem can be divided into two categories
depending on whether they store per-connection state or not,
i.e., stateful or stateless.

Ananta [1] and Maglev [2] are well-known stateful
software load balancers proposed in the literature for data
centers. They keep a connection-to-server mapping table in
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Fig. 1. Clustered servers equipped with layer-4 (L4) and layer-7 (L7) load balancers. (There are two client sessions: session A and
session B. Dashed lines represent connections. Each session has established two connections at different times, for example, connection C1a

during time t1 to t2, and connection C2a during ts to t4, where ts>t2)

each load balancer machine. Each load balancer machine
forwards packets to servers by looking up the 5-tuple of
packets in its internal connection table. However, Ananta has
failed to address the connection affinity issue when the pool of
LBs changes. As a result of changing the number of load
balancers, the mapping of ECMP changes, and the border
router directs packets of ongoing connections to load
balancers that do not have any state for them. As for Maglev,
it does not guarantee connection affinity when the pool of
servers changes because its load-balancing logic is carried out
by consistent hashing. Niagara [3] addresses this problem by
making use of a centralized Open-Flow-based controller. The
controller can share the connection states among load
balancers. Therefore, if a packet is directed to a wrong load
balancer by ECMP, the controller can give the load balancer
the identifier of the server that is in charge of the packet’s
connection. However, the controller not only adds latency
overhead but also negatively affects forwarding performance.
Stateful approaches, which are based on storing a
connection table, suffer from important disadvantages. The
considerable time of 5-tuple insertion and lookup operations in
the table negatively affects their performance. Moreover, the
space limitation of the table makes the stateful methods prone
to SYN flood attacks. To cope with these problems, stateless
load balancers were proposed. Beamer [4] is a stateless LB. It
maps and forwards packets to servers using an improved
version of consistent hashing [20]. Nevertheless, since
consistent hashing does not guarantee connection affinity,
Beamer uses a mechanism named “daisy chaining” to deal
with  wrong connection-to-server mappings. In this
mechanism, if a server receives a packet for which it does not
have a state, the server tries to forward it to the server that is
responsible for the packet’s connection. The state-of-the-art
load balancing method, Cheetah [5], [21], has adopted a
stateless approach as well. It decouples the load balancing
logic from the connection affinity mechanism and
consequently can easily achieve a uniform distribution of
connections among servers. To deal with the connection
affinity problem, Cheetah encodes the identifier of the selected
server into the TCP timestamp options field of packets

directed toward the client. On the other side, the client is
expected to include the identifier in the subsequent packets
that it sends to the server. Hence, Cheetah can process packets
with less processing cost than the previous methods, and it has
achieved the highest capacity compared to the other load
balancers. However, there is no guarantee that all clients echo
the TCP timestamp options back to the servers; most notably
Microsoft Windows does not echo the option field as
mentioned in the Cheetah paper.

Some other load balancing research, namely Duet [19],
SilkRoad [22], and Tiara [23], have focused on implementing
L4 load balancers on programmable data planes using P4. It
allows them to achieve line-rate throughput on several high-
bandwidth links. It is noteworthy that the most recent L4 load
balancing methods, Beamer and Cheetah, have achieved line-
rate throughput (over one 40G and one 100G link,
respectively) in their software implementation as well.

B. The Issue of Sessions and the L7 load balancers

All the mentioned studies have focused on scalable L4 load
balancing. Their goal is to provide a better L4 load balancing
system in terms of scalability, availability, connection affinity,
and uniform distribution. However, none of the L4 load
balancers can provide session persistence, a feature that is
currently offered by L7 load balancers, such as Nginx* [9],
HAProxy [10], and Yoda [7] for Web applications. We
demonstrate the importance of sessions and session-persistent
load balancing by the simple example illustrated in Fig. 1.

As stated before, each application session can result in
several connections established and closed during the time the
session is open. L4 load balancers cannot recognize sessions,
and consequently, they direct different connections of a
session to different servers. Fig. 1a depicts an example of this,
where connections C1a and C2a of session A are directed to
two different servers. Hence, while the session is open,
clients’ session data (also known as session context), such as
cart items in an online shopping application, must be saved in
a shared database so that all the servers that deal with the

! The feature can be enabled using the sticky directive in the configuration
file of Nginx machines.
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session can access the session data. When a server receives a
connection request, it processes the request at the application
layer and determines the request’s session. Then, the server
gets the session data from the shared database (in case of a
request that is related to an open session), processes the
request, and saves all modifications to the session data in the
database to be used by the next connections of the session,
which may be served by other servers?. The back-and-forth
transfer of session data between the servers and database,
along with consistency problems (mutual exclusion),
significantly affects the performance of this approach. At
heavy loads, the queuing time of requests for getting the
session data can increase the mean, and especially, the tail of
response time. The long tail latency directly leads to bad user
experiences and loss of revenue in interactive services and
web applications that must respond quickly [18], [24].

On the other side, L7 load balancers, which consider and
analyze application-level information of incoming requests,
can recognize sessions and perform session-persistent load
balancing. As a result of having a session-persistent load
balancer, all connections of a session are directed to the same
server. Therefore, while a session is open, the server that is in
charge of the session can save the session data in its internal
memory rather than a shared database (as depicted in Fig. 1b).
It means the server can process requests of sessions faster and
with less latency because it does not need to read/write session
data from/to a shared database for each new connection of an
open session. Moreover, when it comes to session-persistent
load balancing, consistency problems become off-topic issues.

However, the session persistence ability of existing load
balancers does not come for free. Current L7 load balancers
act as a reverse-proxy. A reverse-proxy terminates each
incoming connection request (for example, connection Cla in
Fig. 1b) and processes application layer information such as
HTTP cookies to identify the request’s session. After looking
up the server that is in charge of the session, the load balancer
makes a new connection (C1a") to the server and relays data
between the client and the server. Taking a web application as
an example, a layer-7 LB becomes a complete web server
when it acts as a reverse-proxy. Algorithm 1 shows the details
of such a reverse-proxy.

Compared to the L4 load balancing approach, this
procedure imposes a heavy processing cost and significantly
limits the capacity of L7 load balancer machines. In other
words, a layer-7 load balancer machine can handle a
considerably lower request rate and traffic than layer-4 ones. It
means that L7 load balancers are more prone to becoming a
bottleneck and limiting the performance of clustered services
than L4 load balancers. Our experiment, which is presented in
Section 1V, confirms it. Prism [8], which is an improved
reverse-proxy, has alleviated the problem by handing off TCP

2 To implement this scheme in PHP, session handlers such as
on_session_read() and on_session_write() are overridden to utilize a shared
database as the storage for session data, and the custom handlers are registered
using session_set_save_handler() function. ASP.NET provides this
functionality internally, and it can be enabled by setting sessionState mode to
“SQLServer” or “StateServer” (instead of “InProc”) in the Web.config file.

4

Algorithm 1. The procedure of a layer-7 load balancer
(reverse-proxy)

Input: msg, client (a message from a client)
1: if (msg is NEW_TCP_CONNECTION) then

2: tcp_client_socket <— TCPAccept(client);
3: else if (msg is NEW_TLS_CONNECTION) then

B

tls_client_socket < TLSHandshake(tcp_client_socket);
else

o

6: request « TCPReceiveAndDecrypt(msg,
tls_client_socket);

7 session_id «— GetSessionID(request);
8: server_id < LookUpServer(session_id);

9: tcp_server_socket < TCPNewConnection(server_id);
10:  TCPSend(tcp_server_socket, request);

11:  response < TCPReceive(tcp_server_socket);
12:  TLSEncryptAndSend(response, tls_client_socket);
13: end if

connections to the back-end server. This solution resolves the
problem of the high processing cost of relaying traffic between
clients and servers. However, it does not address the problem
of processing requests and determining sessions at the
application layer by the load balancer. We discuss Prism’s
approach in more detail in the next section, and we also show
why its hand-off mechanism is not efficient. Furthermore, the
stateful design of L7 load balancers imposes scalability
problems. They maintain the session-to-server mapping in
either a local memory or a shared database. Again, the former
(which is adopted by Nginx3) can fail when the set of load
balancers changes, and the latter (which is adopted by Yoda
[7] to become fault tolerant) imposes latency and bottleneck.

Hence, the clustered server systems that deal with millions
of requests per second adopt L4 load balancing (such as the
Maglev solution [2], which is used by Google) and handle
clients’ intermediate information using a shared database.
Therefore, we aimed to enrich existing L4 load balancers with
the session persistence feature. We ended up with a high-
performance near-L4 load balancing system that not only
provides a traffic processing capacity and throughput as high
as L4 load balancers but also features session-persistent load
balancing and reduces the tail latency of responses.

It is noteworthy that the session persistence is not the only
advantage of L7 load balancers or reverse-proxies, and our
solution does not replace them. For example, they can direct
incoming requests to appropriate servers according to the
requested content. Sometimes, L7 load balancers are placed
after L4 load balancers to benefit from L7 load balancing
features. However, when there are several load balancers in
each tier of L4 and L7 load balancers, the L7 load balancers

% Nginx works around the problem by defining a shared zone where load
balancer machines periodically exchange their session states. It is defined by
the zone_sync directive in the configuration file of each Nginx machine.
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cannot provide the session persistence feature because
connections of a session are directed to different L7 load
balancers by L4 ones. We propose Yuz for those who need a
high-performance load balancer featuring session persistence.
In other words, we add the session persistence feature to L4
load balancers. It is also noteworthy that while each L7 load
balancer works only for a specific application, our solution
provides session persistence for all applications that make use
of TLS.

I11. YUZ: SESSION-PERSISTENT LOAD BALANCING

We propose an effective solution to session-persistent load
balancing that is based on the session resumption mechanism
of the TLS protocol. In the following, we first take a look at
TLS and then present the method of Yuz.

A. Transport Layer Security

Transport Layer Security or TLS is the widely adopted
security protocol of the Internet. It is a cryptographic protocol
that adds a layer of security on top of reliable transport
protocols (such as TCP) and provides end-to-end privacy and
security of data sent between clients and servers over the
Internet. TLS, which evolved from Secure Socket Layer
(SSL), is used by many applications, such as Web (HTTPS),
email, instant messaging, and VolIP. The most recent version
of the protocol is TLS 1.3 [25], which was published in 2018.
However, its previous version, TLS 1.2 [26], is still prevalent.

TLS defines and makes use of sessions to speed up the
connection  establishment  procedure of  consecutive
connections between a client and a server. It should be noted
that a TLS session differs from an application session, and a
session-persistent load balancer aims at application sessions.
However, as discussed in the following, the session
resumption mechanism of TLS can be easily utilized to
achieve an application-level session-persistent load balancer
even without terminating TLS sessions at the load balancer.

Fig. 2 shows the TLS handshake protocol between a client
and a server. The TLS handshake is the first step in

Client Server Client Server
=] £ = Gy
P A L I[
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ChentRandomNumber, SessionID, ...
serverHello
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(a) Full handshake (TLS 1.2)

Application Data
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establishing a TLS connection between a client and a server.
During TLS handshaking, the client and the server exchange
some messages to acknowledge and verify each other and
agree on encryption algorithms and keys. This procedure adds
considerable startup latency to the connections. To mitigate
the latency cost of their subsequent connections, the client and
server deploy a mechanism called session resumption. In TLS
1.2, after the initial full handshake (Fig. 2a), they store the
negotiated session secret, i.e., the encryption algorithms and
secret keys, along with the TLS session ID sent to the client by
the server (within ServerHello message). The client includes
the session ID in its first TLS message (ClientHello message)
of subsequent TLS connection requests sent to the server. If
the server recognizes the session, it replies with the same
session ID, and they perform an abbreviated handshake as
shown in Fig. 2b, and consequently, they reuse the previously
negotiated session secret. Otherwise, the server may reply
with a new session ID, and they carry out a full handshake.
TLS 1.2 [26] has recommended an upper limit of one day for
the session resumption lifetime.

An issue of the TLS session resumption by session IDs is
that the server is required to deal with caching session secrets
of many clients. Moreover, in the case of a cluster-based
service, subsequent connections of the client are directed to
different servers (especially because of the L4 load balancers),
and servers that do not have the session secret cannot resume
the TLS session, and they carry out a full handshake. To
address this concern, TLS 1.2 also supports another kind of
session resumption mechanism based on session tickets [27].
In the last step of handshaking, the server creates a ticket
including the negotiated session secret encrypted with a secret
key held only by the server itself and sends the ticket to the
client. The client stores the ticket and includes it in the
ClientHello message of subsequent TLS connection requests
sent to the server. The server then decrypts the received ticket,
recovers the session secret, and quickly resumes the session.

TLS 1.3 has replaced the two session resumption
mechanisms with the concept of session resumption via Pre-
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Fig. 2. TLS handshake protocol. (Highlighted fields are encrypted messages)
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Shared Keys (PSK), which is similar to the ticket mechanism.
In TLS 1.3, once a handshake has been finished, the server
creates a PSK identity and sends it to the client (within
NewSessionTicket message). The content of the PSK identity
depends on the server and may include a database lookup key
or a self-encrypted ticket. As with the two previous session
resumption mechanisms, the client includes the PSK identity
in the ClientHello message so the client and server can resume
the session quickly.

B. Application-level session-persistent load balancing by
utilizing TLS

The important points of the previous paragraphs can be
summed up in two sentences: the server sends a piece of data
as the TLS session identifier to the client, and the client
includes the identifier in the first message of its subsequent
connection requests. Hence, as long as a TLS session is valid,
we can direct the subsequent connections of the client to the
same server by utilizing the TLS session identifier coming
with each connection request of the client. Since the client’s
requests are directed to the same server, we can achieve
application-level session-persistent load balancing.

A naive approach to this problem is to make load balancers
keep track of TLS sessions. To this end, a load balancer can
look at the outgoing packets to find TLS messages carrying a
session identifier (ServerHello in TLS 12 and
NewSessionTicket in TLS 1.3) and consequently store TLS
session identifiers issued by each server along with the
server’s ID in a session table. However, this approach suffers
from the problems of stateful solutions, i.e., scalability,
availability, and table insertion/lookup latency problems.
Moreover, the NewSessionTicket message of TLS 1.3 is sent
after finishing the handshake protocol. It means the message is
encrypted, and therefore, a load balancer cannot read the
included PSK of the message.

We conduct a stateless approach. A straightforward
stateless solution is to make servers append their server
identifier (for example, DIP) to the TLS session identifier they
create and send to clients. Therefore, a load balancer can
readily extract the server identifier from the session identifier
of the ClientHello message and forward the subsequent packets

using a load balancing logic

of the connection to the server specified by the server
identifier. However, this solution is prone to DDOS attacks. It
allows users to realize if they are connected to the same
server. They can wait to initiate their sessions to the same
server and then suddenly increase the number and the load of
their connections. To countermeasure this problem, Yuz
employs a more robust technique. In the following, we discuss
the method of Yuz in detail.

The method of Yuz. Fig. 3 represents the operations that
Yuz carries out on packets received from a client. To make a
new connection to the service, each client first sends a TCP
connection request, i.e., a TCP SYN packet. The load balancer
terminates each incoming TCP connection request by sending
a SYN/ACK packet back to the client. Then, the client sends a
TLS ClientHello message (typically as the payload of the third
step of the TCP handshake, i.e., the ACK packet). The load
balancer checks whether the ClientHello message contains a
PSK* for resuming a TLS session. A ClientHello message that
does not contain a PSK indicates that the client has not already
established a TLS session or that the lifetime of its previous
TLS session has expired. In this case, the load balancer selects
a server according to a load balancing logic, such as Round
Robin, least loaded, or random, and then transfers its endpoint
of the connection along with the ClientHello message to the
selected server using a TCP hand-off mechanism. We describe
our TCP hand-off protocol and its advantages over Prism’s
mechanism later in this section. The server, which is now in
charge of resuming the TCP connection with the client, creates
a PSK and sends it to the client. Let S and B, be the server’s
identifier and the PSK that a server normally creates for a TLS
session, respectively. We make servers append their identifier
to the normal PSK, which results in a new PSK, i.e., P;:

P, = append(F,, 5) 0
It can be easily done by modifying the TLS library of

servers. To prevent clients from realizing the server’s identity,
the server makes P, obscure using a simple encryption

4 Considering the most recent version of TLS, the term “PSK” will be used
to refer to the session identifier of a TLS session in the rest of this paper.
However, it can be replaced by “session ID” or “session ticket” as for TLS 1.2
without any considerable difference in the implementations.
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function and a secret key, K, which is held only by the servers
and the load balancers.
P, = encrypt (P, K) (m

As a result of the encryption, the part of P, that represents
the server identifier becomes dependent on B, and K. The
server sends P, to the client as the PSK of the TLS session.
Subsequent connection requests of the client will include the
PSK. The load balancer extracts P, that is included in the
subsequent ClientHello messages, decrypts it using key K to
obtain P;, gets the server ID (i.e., S) from P, and directs the
connections to the specified server. Therefore, Yuz maps all
connections of each TLS session to the same server. It means
the connections of each client are directed to the same server
during its TLS session lifetime, and consequently, the server
can keep application-layer session data in its local memory
rather than the shared database. It should be noted that when a
TLS session expires, the server writes the application session
data into the shared database because a new TLS session of a
client may be established with another server.

Connection  hand-off. The connection hand-off
mechanism of Yuz is simple and fast. Before presenting it, we
review Prism’s mechanism, the state-of-the-art TCP hand-off
mechanism. Both methods are shown in Fig. 4. In the
following discussion, we assume the simple network topology
depicted in Fig. 5.

Prism is a reverse-proxy. Similar to most applications,
Prism uses a TCP socket to establish a TCP connection with a
client. After processing the incoming request at the application
layer, Prism passes the socket to the application running on the
chosen back-end server. Prism makes use of the TCP_REPAIR
option and the connection serialization of Linux sockets to
implement its TCP hand-off protocol. The load balancer puts
its socket into repair mode, gets and serializes its state data
such as buffer contents, sequence and ACK numbers, and TCP
options, and sends the data to the application running on the
chosen server. The application creates a new socket, puts it
immediately into the repair mode, sets the data on the socket,
and makes the socket resume its normal operation®. Moreover,
since Prism is a reverse-proxy and processes incoming
requests at the application layer, it also needs to hand off the
TLS connection information and the application request to the
back-end server. Before migrating the connection, the load
balancer instructs the edge switches of the data center’s
network to block incoming packets of the connection (which is
unlikely to happen). After the migration, the server instructs
the switches to rewrite the destination IP and MAC addresses
of the incoming packets of the connection to the server’s
addresses (DIP) and rewrite the source addresses of the
outgoing packets of the connection to the load balancer’s
addresses (VIP). The address rewriting can be easily
implemented by programmable switches.

Passing a socket to an application running on a back-end
server must be done in the application layer, which results in

® The serialization/deserialization procedure is done using TCP socket
functions getsockopt(), setsockopt(), and connect().
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Fig. 4. Details of the hand-off mechanisms of Prism and Yuz.

an application-specific load balancer. It also means that each
application (e.g, a Web application) that wants to deploy
Prism needs to be modified in order that it includes the hand-
off mechanism of Prism. Instead of the normal procedure of
establishing a connection, the application must follow the
mentioned steps to make a connection. Moreover, the state
serialization/deserialization of TCP, TLS, and the application
request in Prism takes a considerable processing time. As
stated by the Prism paper, half of the time that is spent on the
whole connection procedure is consumed by the TLS hand-off
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procedure [8]. On the other side, the load balancer machines
of Yuz do not create and pass sockets, nor do they create and
pass TLS sockets. Thanks to the early detection of the session,
Yuz can replicate the TCP connection establishment procedure
for the back-end server on behalf of the client. Hence, the
server’s application can normally establish TCP, TLS, and
application-level connections.

Yuz load balancer does raw packet processing instead of
using OS TCP sockets. Yuz responds to the TCP SYN packet
of a client by sending a SYN/ACK packet. Then, the client
sends the ClientHello packet. After processing the ClientHello
packet and choosing a back-end server, the load balancer
reproduces the TCP SYN packet of the client with destination
MAC and IP addresses set to the server’s addresses. As a
result of receiving the SYN packet, the application running on
the server, which is normally listening for a connection
request, creates a socket to establish a connection with the
client. In response to the packet, the server sends a SYN/ACK
packet to the client. The switches are instructed to drop the
SYN/ACK packet originating from the back-end server because
it has already been sent by the load balancer to the client.
Then, the load balancer sends the client’s ClientHello packet
(with destination addresses set to the server’s) to the server.
Finally, the load balancer instructs the switches to rewrite the
IP and MAC addresses of the packets of the connection as
stated before. We have used OpenFlow protocol for adding the
address rewriting rules to the switches. From this point on, the
client and the server can continue the connection.

The problem with this hand-off mechanism is the server-
side TCP sequence number. At the time of TCP connection
establishment, each side of the connection generates a random
number as its initial sequence number. When the server
creates a new socket, its initial sequence number is different
from that of the load balancer. To resolve this problem, Yuz
appends its initial sequence number to the payload of the TCP
SYN packet that it sends to the server. We have made a slight
modification to the implementation of the network stack (TCP
library)® of the server in order that it uses the appended

& In Linux, the function tcp_v4 init_seq, which is located in tcp_ipv4.c file,
generates the sequence number.

sequence number instead of a random number as the initial
sequence number of new connections.

As can be seen, the complexity and cost of the hand-off
mechanism of Yuz are much lower than the Prism’s protocol.
Since Yuz does not involve in establishing a TLS connection,
processing an application request, and handing off them, it can
hand off the established connection much faster than Prism.
Moreover, Yuz stores neither session-to-server nor
connection-to-server mappings. The fully stateless design of
Yuz not only increases its performance but also provides a
scalable solution. Since no session and connection state is
stored in a load balancer, load balancer machines can be easily
added or removed without any concern for ECMP remapping
and consequently session persistence and connection affinity
issues. Even though the connections of a session may initially
go to different load balancers (by ECMP), they are ultimately
directed to the same server by the load balancers.

C. Implementation

Implementing the proposed method entails two steps:
making servers insert their identifier into PSK, and
implementing a load balancer machine.

Servers. To make servers insert their identifier into PSK,
we do not need to modify the services or applications such as
Web, Email, FTP, or VolP software. The applications
typically make use of the TLS library of the server on which
they run. Therefore, we need to modify the TLS library of
servers to make them insert their identifier into PSKs that are
sent to clients. OpenSSL [28] is a widely, if not the most
widely, used TLS library which is open source. We have
modified the OpenSSL library to add the mentioned feature to
it. In the PSK generation function of the OpenSSL library, we
added a small piece of code that appends the server’s IP
address (DIP) to the normally generated PSK, encrypts the
combination of the PSK and DIP, and then sends the new PSK
to the client. We have also added the reverse action into the
function that processes the ClientHello message.

Load balancer machines. As stated before, Yuz does raw
packet processing. We have implemented the load balancer
using Data Plane Development Kit (DPDK) [29]. With the aid
of DPDK, the load balancer software can benefit from low-
cost 10 processing for network packets and also bypass the OS
kernel and achieve a high packet processing capacity. When a
Yuz machine receives a ClientHello packet, it extracts the
packet’s PSK. Typically, ClientHello messages are small and
each ClientHello can be accommodated in a single packet.
Nevertheless, if a ClientHello message is transmitted via
multiple packets (even due to fragmentation), the load
balancer waits until the message is completed. After extracting
the PSK, Yuz decrypts it using the secret key and gets the
server identifier, which is the server’s DIP in our
implementation. If a ClientHello packet does not contain a
PSK, the load balancer selects a server using a load balancing
logic. Like Cheetah, the load balancing logic of Yuz does not
depend on its other mechanisms, and any load balancing logic
can be employed. However, in comparison with Cheetah, the
load balancing decisions of Yuz is coarse-grained. While
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Cheetah can make a load balancing decision for each new
connection, Yuz does it only for each new TLS session, which
can result in load imbalances. The load imbalances are
compared in the evaluation section. We have used a simple
Round Robin strategy as the load balancing logic of our
implementation.

IV. EVALUATION

In the following, we present the evaluations we carried out.
To compare Yuz with existing load balancing solutions, first,
we measured the packet processing cost of each load balancer.
Then, we evaluated the performance of a cluster-based service
equipped with Yuz and compared it with other load balancers.

Testbed. Our testbed contains six machines for generating
traffic workload, six machines as clustered servers running a
service, a machine hosting the shared database of the service,
and a machine running the load balancer. Each of the
machines is equipped with an 8-core Intel Xeon 2690 CPU
and 16 GB of RAM. All the machines are connected to an
Arista 7050SX3-48C8 switch. While the machines that
generate the traffic workload are connected to the switch using
10G links, all the other machines are connected to the switch
via 100G links. It guarantees that the network links of the
clustered servers will not become congested and they will not
contribute to the tail latency. As stated before, this issue is
orthogonal to our work [13]-[18].

We have installed eight virtual machines on each server of
the cluster, and each virtual machine has its dedicated core.
Therefore, we have a cluster of 48 virtual servers (and 48
DIPs) to run a cluster-based service. In addition to Yuz, we
installed Cheetah [5], [21], Beamer [4], Nginx [9], and Prism
[8] on the load balancer machine. Currently, the most high-
performance L4 load balancer in the literature is Cheetah.
Beamer is a stateless L4 load balancer with both software and
P4 implementations. Nginx is the most popular commercial L7
load balancer, and Prism is the state-of-the-art L7 load
balancer proposed in recent papers. All the load balancers
were made to get the most out of the machine by assigning
eight threads (workers) for each, which resulted in employing
all eight cores of the machine. The load balancing logic of all
the load balancers was set to Round Robin. It should be noted
that all the existing L4 load balancers, including P4-based
ones, do not provide session-persistent load balancing.

Service. The service that is run by the six clustered servers
is an online shopping website. We have made the website
using WordPress and WooCommerce. It makes use of
application-layer sessions to store user-specific information
such as cart items. It retrieves session data for each request.
WordPress uses native PHP sessions. The native session
management of PHP stores the session data locally on
whatever server it is running on. Therefore, a session-
persistent L7 load balancer such as Nginx is typically used
with such clustered WordPress websites. To deploy an L4 load
balancer, we need to store the session data in the database. The
“WP session Manager” plugin is used to leverage the database
in multi-server installations of WordPress. The plugin caches

the session data of recently processed connections locally and
also stores the session data in the database to deal with L4
load-balancing issues. In the case of the Prism load balancer,
the web application does not work normally because it needs
to support the hand-off mechanism of Prism. We modified the
application in order that it gets incoming connections using the
hand-off mechanism of Prism.

Traffic workload generation tool. There are various web
server benchmarking tools that simulate many clients sending
web requests. Nevertheless, a problem with most of them (as
far as we examined) is that they cannot associate multiple
requests of each simulated client with an application session.
This is because they do not save the application-layer session
ID of each client to include it as a cookie in the subsequent
requests of the client. Some benchmarking tools, such as
ApacheBench [30], have the option to stick to only one
application session and associate all the generated requests to
one session ID, which cannot fulfill our requirement. We need
to simulate thousands of clients, each with its own application
session, so all connections of each simulated client are
associated with its application-layer session ID. To
accomplish this, we employed a modified version of TRex
[31]. TRex is an open-source traffic generator and
benchmarking tool based on DPDK. It can generate stateless
and stateful L3-7 traffic and emulate L7 applications such as
HTTP/HTTPS. We modified the source code of TRex. The
modified TRex saves the application session ID that each
server issues to each simulated client and uses the session 1D
for all subsequent requests of the client. Moreover, we can set
the number of session requests and also the interval between
the requests of each session to a constant value or random.
The traffic generator increases the request rate by increasing
client sessions. It is noteworthy that the application-layer
session 1D of the Web is transferred via HTTP cookies.

A. Cost of packet processing

To measure the packet processing cost of each load
balancer, we generate a traffic workload. Meanwhile, we
measure the CPU cycles consumed by the load balancer
software using perf, the profiler and performance analyzing
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Fig. 6. Packet processing cost of different LBs in terms of
CPU cycles per packet
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tool of Linux. Fig. 6 shows the number of CPU cycles divided
by the number of forwarded packets for different load
balancers and different request rates. Note the logarithmic
scale of the vertical axis. The packet processing cost of Yuz is
about 10% higher than Cheetah and Beamer merely because of
extracting PSK from the ClientHello message and the TCP
hand-off procedure. These operations are done in the initial
step of each new connection. It should be noted that extracting
PSK is done for only one packet of each connection. As can be
seen in Fig. 6, Nginx and Prism, which are L7 load balancers,
consume an order of magnitude more cycles than Yuz and
Cheetah because they act as a reverse-proxy. The processing
cost of Prism is lower than Nginx because it does not relay
traffic after handing off the connection. It is noteworthy that
we had also disabled all unnecessary features of Nginx, and it
was doing a simple load balancing task. Interestingly, the
processing cost of Nginx and Prism increases as the request
rate increases. As a result of their stateful design, an increase
in the request rate results in more populated and larger state
tables and consequently higher insertion and lookup time.

We have also compared the hand-off mechanisms of Yuz
and Prism by measuring the time the load balancer and servers
spend migrating a connection. While Prism’s connection
hand-off takes 350 us, Yuz spends 135 us to migrate a
connection. The higher connection hand-off cost of Prism is
due to the serialization and deserialization of TCP, TLS, and
the application request. As reported by the Prism paper [8],
half of the time it spends handing off a connection is
consumed by the TLS serialization and deserialization tasks,
which are not carried out in the Yuz scheme.

B. Performance of the clustered system

In the second experiment, we evaluated the performance of
the clustered system with each load balancer. Unlike the
evaluations of all of the previous load balancing studies,
which solely measure the throughput and latency of load
balancers by generating independent requests, our evaluation
investigates a more realistic scenario by taking into account
application sessions and measuring the performance of the
clustered system.
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Fig. 7. Maximum request rate handled by the clustered servers
for different LBs.
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Achieved request rate. First, we measured the maximum
request rate that can be handled by the clustered system
provided with each of the load balancers. We performed this
evaluation with different number of requests per session. The
interval between each session’s requests is 1 second.

Fig. 7 shows the achieved request rate for different load
balancers as a function of number of requests per session. The
first interesting point is that the L4 load balancers demonstrate
their best performance when each request implies a new
session, which is not the case for most applications. This point
has not been taken into account in any of the previous studies.
As the ratio of requests to sessions increases, the efficiency of
existing L4 load balancers decreases. A higher ratio of
requests per session means that a higher proportion of requests
are dependent on session data. The back-and-forth transfer of
application-layer session data for these requests limits the
request processing capability of the clustered server. However,
when the clustered servers make use of session-persistent load
balancers, their performance is not affected by session-
dependent requests.

Nginx and Prism, the L7 load balancers, resulted in a
significantly lower request rate than others. The heavy
processing cost of L7 load balancers greatly limits the request
rate that can be delivered to the clustered servers. Yuz,
however, provides a session-persistent yet high-throughput
load balancing solution. As a result of its session-persistent
load balancing, each server of the cluster can cache
application-layer session data and process requests of each
session immediately.

CPU utilization. To shed more light on the issue, we
measured the CPU utilization of the load balancer machine,
the clustered servers, and the shared database machine at the
maximum request rate that can be achieved by each load
balancer. Fig. 8 shows the results. It confirms that in the case
of L7 load balancing, the load balancer becomes the system’s
bottleneck and does not allow the cluster to receive requests as
high as its maximum capacity. Cheetah and Beamer, the L4
load balancers, have higher throughput than L7 load balancers
and deliver more requests to the cluster, which leads to higher
cluster utilization. However, they significantly increase the
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Fig. 9. Average response time of the clustered servers for an
increasing number of requests per second.

load of the shared database due to the frequent requests for the
session data. Moreover, part of the cluster utilization is due to
session data retrieval. Yuz causes the cluster to achieve its
maximum utilization, which is a more effective utilization
because a significantly lower CPU time is wasted on session
data retrieval.

Response time. As mentioned before the response time of
servers directly affects user experiences. Fig. 9 shows the
average response time of the clustered system for an
increasing number of requests per second. Yuz outperforms
other load balancers. Not only is the response time of the
system equipped with Yuz significantly lower than others but
also it is not considerably affected by increasing the request
rate. On the other side, when the system uses L7 load
balancing, its response time increases as the request rate
increases because an increase in the request rate results in
larger state tables and higher insertion and lookup time in the
load balancer. As for Cheetah and Beamer, the rise in the
response time stems from the increase in the rate of session
data transfers between the servers and the shared database
which means that the requests have to queue for a longer time.
We have also measured the 99" percentile of the response
time, which is illustrated in Fig. 10. The interesting point is
that as the request rate for Cheetah approaches its maximum
capacity, its response time tail increases significantly and it
becomes worse than other load balancing schemes. The result
is almost similarly observed for Beamer as well. It means that
while the average response time of existing L4 load balancers
is lower than L7 ones, their long response time tail can result
in bad user experiences. Therefore, to prevent long tail
latency, data centers need not only network load balancers
[13]-[18] but also effective server load balancing solutions.

Size of session data. The size of session data is dependent
on user requests and also the application. In the mentioned
experiments, the size of session data was about 1 MB. To
evaluate different application workloads, we repeated the
experiment using different sizes of session data. We defined
session data of different sizes in the application and arranged
the request so that they do not considerably increase the
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Fig. 10. 99" percentile response time of the clustered servers
for an increasing number of requests per second.

session data. Fig. 11 shows the maximum request rate
achieved by each load balancer for different sizes of session
data. While increasing the size of session data does not
considerably affect the performance of the cluster servers
equipped with session-persistent LBs, it significantly degrades
the performance in the case of L4 load balancers because it
takes a longer time for larger session data to be transferred
between the clustered servers and the shared database.
Moreover, larger session data results in a higher cache miss
rate in the shared database and consequently higher retrieval
time. Interestingly, Cheetah and Beamer fall behind the L7
load balancers for session data larger than 10 MB.

Load imbalance. As mentioned in the previous section,
although Yuz can employ any load balancing logic, its load
balancing decisions are coarse-grained in comparison to
Cheetah because it makes load balancing decisions only for
new TLS sessions. We cannot evaluate the load imbalance
using a workload similar to the previous experiments. If we
use constant values for the parameters, i.e., the number of each
session’s requests and the interval between each session’s
requests, the Round Robin strategy of Cheetah and Yuz results
in a uniform distribution of connections among the cluster’s
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Fig. 11. Maximum request rate achieved by each load
balancer for different sizes of session data.
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Fig. 12. Distribution of loads of servers for different load
balancers.

servers. To make the conditions more realistic, we set the
value of the mentioned parameters to random. We repeated the
experiment with different values of the parameters to achieve
an average cluster load of 60% and measured the load of each
virtual server in that condition. Similar to Cheetah and
Maglev, we consider the number of active connections of a
server as its load. For the case of each load balancer, the load
of each server is divided by the number of maximum
connections achieved by that load balancer. Fig. 12 shows the
distribution of the measured loads. As can be seen in the
figure, although the load imbalance of Yuz is higher than
Cheetah, it does not result in a very unbalanced load.

V. DISCUSSION

In the following, we discuss some important issues regarding
the proposed method.
A. Applicability

The first issue regarding the proposed method is that it
only works for services that employ TLS. However, this
requirement does not put an obstacle in the way of the
proposed method because nowadays most Internet-based
services use TLS, and especially, TLS is critical for the
applications that need to recognize clients using sessions.
Nevertheless, there may be traffic and application that do not
use TLS. In this case, Yuz functions as an L4 load balancer
similar to previous ones, which do not provide session-
persistence. For each new connection request that does not
include a TLS ClientHello message, Yuz instructs the
switches to forward the connection to a specific server
selected by a load balancing logic (using the hand-off
mechanism); and the session data, if any, must be kept and
retrieved using the shared database. The other requirement is
that both the client and server must support the TLS
resumption mechanism. By default, the mechanism is active in
all popular browsers, and they use it. The TLS resumption
lifetime is also important. On the server side, this parameter
can be set to, for example, one day. TLS 1.2 [26] has
recommended an upper limit of one day for the session
resumption lifetime, while TLS 1.3 [25] has recommended an
upper limit of seven days.
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It is noteworthy to point out some studies on TLS
adoption. In 2018, a study [32] examined the Alexa Top
Million. According to the reported results, about 70% of the
sites supported TLS, and among them, 95.9% supported TLS
session resumption. The TLS lifetime of more than 50% of the
sites was higher than one day. The other sites used a lifetime
in order of hours. The study also showed that the browsers
Chrome, Firefox, Edge, Opera, and Safari had used a default
configuration of 60 min, one day, 600 min, 30 min, and 120
min for the TLS lifetime, respectively. Another recent study
[33] shows that more than 90% of Alexa Top 1K have adopted
TLS. In regard to TLS 1.3, a study has revealed that after the
TLS 1.3 standardization, it has been adopted at a higher rate
than TLS 1.2 [34].

B. Implication of modifying the server-side libraries

Another issue that may be a cause of concern is the effect
of the modifications made to the TCP and TLS libraries of the
servers. We emphasize that we have not modified the
protocols. The modifications are slight changes in the server-
side implementation of the protocols without deviating from
the protocol standards, and the modifications do not have any
impact on the functionality and applicability of the protocols.
From the clients’ perspective, nothing has changed. Regarding
TCP, we have modified the function that generates the initial
sequence number of each new connection (tcp_v4_init_seq).
Normally, this function generates a random number. We have
added a piece of code to this function wherein, if the SYN
packet sent by the load balancer contains a sequence number
in its payload (which is the random sequence number
generated by the LB), it will utilize that sequence number
instead of generating a new one. Hence, it does not affect the
functionality of TCP. The modification we made in TLS is in
PSK generation function. Our modification, which is placed in
the end of the function, involves appending the server
identifier (DIP) to the end of the original PSK and encrypting
the result using a key that is exclusive to servers and load
balancers. We have also added the reverse of this procedure in
the beginning of the session resumption function. Therefore,
this modification neither affects the functionality of TLS nor
causes any security implications. A potential security
implication could have been if clients were able to determine
that they were connected to the same server (and launch a
DDoS attack). However, by encrypting the combination of the
original PSK and the DIP, we arrive at a random number that
is dependent on both the DIP and the original PSK. Therefore,
it is impossible for clients to identify the servers. Nevertheless,
malicious clients may use the same P, to reach to the same
server and put it under pressure. This problem can be easily
resolved. PSK is a unique identifier that a server issues for
each client. There is no reason for different clients to have the
same PSK. Therefore, we can address this issue by having the
load balancer block requests from different clients that have
the same PSK. This task can also be offloaded to the
network’s firewall.
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C. The merit of the proposed solution

It would be ideal to have an original and optimized
protocol specifically designed for this purpose rather than
modifying existing protocols. However, designing a new
protocol will not easily solve this problem in practice, as the
protocol needs to be installed on both the client and server
sides, and we do not have access to the clients to make them
use the new protocol. In other words, designing a new
protocol requires standardization and widespread adoption.
Therefore, some solutions that are proposed in the literature
[4], [8], [21] choose to utilize existing protocols and make
slight modifications on the server side to become practical.
The positive point of our solution is that unlike some other
methods like Prism, it does not require modifying applications
(e.g., web). It only needs some minor modifications to the
server-side implementation of the lower common layers (TCP
and TLS), which can be easily deployed by a simple patch on
Linux servers. With Yuz, any application installed on the
servers can benefit from the session persistence capability,
which makes Yuz suitable for cloud environments.

Finally, we stress that the proposed load balancer is
effective for clustered servers that deal with application
sessions and suffer from the back-and-forth transfer of
application-layer session data for each request. For services
that need frequent communication of back-end servers, such as
MapReduce, and also for multi-tier services, the benefits from
a session-persistent load-balancing may not be significant.

V1. CONCLUSION

In this paper, we presented Yuz, a session-persistent load
balancer for clustered servers of data centers. The proposed
method works near layer 4 and does not act like a reverse-
proxy. Hence, it has a traffic processing capacity as high as
layer-4 load balancers. Thanks to the fully stateless design of
Yuz, it can be easily deployed in a scalable manner while
preserving both connection affinity and session persistence.
For the first time in the literature, our evaluation took into
account application sessions. The evaluation showed that the
performance of cluster-based services that make use of Yuz is
significantly higher than the ones that employ other load
balancing approaches. Furthermore, Yuz significantly reduced
the average and tail of response time. Our future work will
focus on addressing UDP and QUIC protocols by making use
of Datagram Transport Layer Security (DTLS).
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