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Abstract—Embedded nodes in future cyber-physical systems are mostly self-powered, scavenging their required energy from the

environment. The environmental sources of energy are usually variable, so that some prediction methods are employed to proactively

adapt to the variable harvesting energy. However, prediction errors may surprise the system with some unpredicted changes, needing

appropriate reactions. We consider an energy-harvesting real-time system with periodic tasks of multiple performance levels.

An energy-resilient scheduler is proposed for the system to react to the unpredicted changes such that the system is survivable,

recovers from such a change in a timely manner, and appropriately controls its performance degradation. After the recovery, however,

the energy-resilient scheduler preserves the system survivability and maximizes its performance in a prediction time horizon, while it

will be ready for another surprise. We provide some theoretical properties and a feasibility test which are used in the design of the

energy-resilient scheduler. Our simulations show that the proposed resilient scheduler outperforms well-known performance

maximization methods, effectively approximates the optimal solution, and reacts appropriately against surprises of high severity.

Index Terms—Resilience, real-time scheduling, energy harvesting, uncertainty, autonomous recovery

Ç

1 INTRODUCTION

EMERGING concepts like ambient computing,more than ever
emphasize key aspects of cyber-physical systems (CPSs)

like operating in uncertain environments and the need to per-
petual, autonomous, and unattended operation. The latter
characteristics need survivability, namely uninterrupted
operation of the system, although with the most limited (yet
permitted) operating level. Therefore, such systems are to be
energy-neutral through receiving their required energy from
the environment. A conflict then appears between the critical
situations the system may face with due to the uncertainty of
available energy because of the environmental unforeseen
changes and the demand for uninterrupted functionality. In
fact, such systems need fast and successful recovery from
such a critical situation with some controlled and minimal
performance penalty. These properties can be summarized
into a criterion called resilience, as defined below.

Definition 1. (Resilience [1], [2], [3]): Resilience is fundamen-
tally defined as “resuming the original shape or position after
being bent, compressed, or stretched”. More formally, resilience
is the persistence of performability when facing changes; a

resilient system must survive at some capacity, so that it will
be able to recover autonomously.

In this study, we discuss energy-resilience, as described in
the following. Suppose a system of L performance levels,
with an energy harvester and an energy storage unit,
equipped with an energy predictor. An energy-resilient
scheduler (we may call it a resilient scheduler throughout the
paper) uses the predictions to adapt the system performance
to the incoming energy from the environment, while trying to
maximize the performance. However, due to the environmen-
tal uncertainties, the predictor maymake some error once in a
while, which comes as a surprise to the system. By surprise,
we mean that the system estimation of the energy contents of
the energy storage unit gets wrongly optimistic. A must
towards energy-resilience is preserving the system survivabil-
ity; further, the situation should be controlled by trading
between its performance (functionality) level degradation for
energy saving and the speed of recovery to the normal behav-
ior; namely, a state at which the energy-resilient scheduler
tries its best for performance level maximization, while being
sufficiently conservative for another possible surprise.We say
that the recovery is done when the energy storage returns to
the right track, namely it appears that the system had never
faced an energy shortage from the energy storage perspective;
more precisely, as the time advances, in some instant on the
timeline, the systemfinds itself according to the proper energy
storage estimation at proper time.

Many energy-neutral embedded systems are real-time as
well; therefore, even if the system faces an energy-critical
situation, the timely responses of the system tasks should
not be threatened. Therefore, some sort of conservative
behavior with respect to spending the energy storage con-
tents is needed, which in turn affects performance maximi-
zation during time intervals where the system is at the risk
of facing a surprise. The time intervals that there is such a
risk that the resilient scheduler should be more conservative
depends on factors like how often the energy predictor
makes an error and to what extent.
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As an example, suppose an edge-computing application
in a surveillance scenario, including an energy-autonomous
mission-critical node with three performance levels. It har-
vests its required energy from a renewable energy source
like light, temperature difference, vibration, or radio-waves.
Suppose the system contains three different real-time tasks:
Task 1 has to regularly read an image sensor of high-quality,
low-quality, or still-image, corresponding to the system
functionality levels. Task 2 performs video/image process-
ing, which depending on the system functionality level
takes high, medium, or low execution times. Task 3 trans-
fers the results wirelessly to a central host. Certainly, every
task of the system consumes more energy at a higher system
functionality level.

In such an energy-harvesting scenario, the system nor-
mally tries to operate at a higher performance level. In case
of a surprise in the amount of stored energy, the system
may need to temporarily degrade its performance level to
consume less computing power and energy, and recover
from the prediction error. As a reasonable expectation, we
tend to avoid the lowest level as much as possible; at the
same time, we are to perform the recovery within a limited
time, because another surprise is possible at some later time
in a sporadic manner and the system should have sufficient
stored energy to be able to perform resiliently against the
next surprise. After the recovery, the system will be able to
continue with the video surveillance and the performance
maximization. However, according to the energy predictor
which determines when the predictions are at the risk of
another surprise, the resilient scheduler must decide when
to perform conservatively.

The resilient scheduler is supposed to have two states:
Normal state and surprise state. While there is no surprise in
the amount of harvested energy, i.e., the energy received
from the renewable energy source is as predicted, the resil-
ient scheduler is in the normal state, where it tries to maxi-
mize the system performance with regard to the energy
predictor error rate and the data over a given time horizon,
and the initial amounts of energy in the storage unit. The
surprise, however, may enforce the system to get away from
the determined performances and the predicted amounts of
stored energy. In such a scenario, our resilient scheduler
goes into the surprise state, and tries to do recovery within
some limited time.

Resilient scheduling in the context of real-time systems
has not been investigated frequently yet. In fact, except a
few studies [4], most researchers only take a few aspects of
resilience into account, whereas in the current study, we
simulateously consider survivability, performance, and
time to recovery. Shirazi et al. [5] consider the performance
maximization assuming that the prediction method is accu-
rate. Stricker et al. [6] define robustness where the energy
prediction method is inaccurate, and provide some trade-
off between robustness and efficient use of resources in a
real-time system. They define the degree of robustness as a
comparison of the prediction error and the system perfor-
mance without considering recovery against the prediction
error. Anand et al. [7] consider the recovery time of real-
time systems having redundant task options. They do not
consider performance, nor do they consider system surviv-
ability. Regarding fault-tolerant real-time systems, some

researches target the reliability and energy constraints of
the systems by primary/backup [8], replication and N-mod-
ular redundancy [9], [10], checkpointing [11], and re-execu-
tion [12] solutions. However, such solutions are based on
extra resource usage, including time, energy, or hardware.
In the context of mixed-criticality systems, Sobhani et al.
[13] simultaneously consider the time, energy, and QoS con-
straints into account. In [14], a method based on the
dynamic voltage and frequency scaling (DVFS) is proposed
to reduce the energy consumption of the mixed-criticality
tasks. Cao et al. [15] consider the life-time of fault-tolerant
mixed-criticality systems using DVFS. None of these works
study simultaneous consideration of survivability, perfor-
mance maximization, and time to recovery.

In this paper, we concentrate on a holistic view to an
energy-resilient real-time system, via definingmeasures, giv-
ing some theoretical fundamental properties and conditions,
proposing an energy-resilient scheduler, and evaluating its
efficacy using extensive simulations to show that it effec-
tively approximates the optimal solution and it can appropri-
ately react against surprises of high severity. Overall, the
main contributions of this paper can be summarized as:

� Formalizing the concept of energy-resilient real-time
scheduling in the presence of energy prediction inac-
curacy, with simultaneous consideration of system
survivability, performance, and limited time to
recovery;

� Defining a measure of resilience composed of several
subsidiary measures;

� Providing theoretical results to determine the condi-
tions for having an energy-resilient scheduler;

� Proposing a dual-state resilient scheduler for the sys-
tem model considered in this paper; and

� Providing various simulation studies to show the
efficacy of the proposed resilient scheduler.

The rest of this paper is organized as follows. Section 2
gives the model of system components, including energy
supplier, energy consumer, and the resilient scheduler, and
gives an intuitive problem definition. In Section 3, we define
our terminologies as well as subsidiary and compositional
measures and objectives. Section 4 provides some theoreti-
cal properties and conditions as prerequisites for proposing
the resilient scheduler of Section 5. Section 6 shows the sim-
ulation results. Finally, Section 7 concludes the paper.

2 SYSTEM MODEL

We consider a single processor real-time system, consisting
of an energy harvester (of a variable energy source), an
energy storage unit (e.g., a super-capacitor or battery), an
energy consumer (the processor which runs the real-time
tasks), and a resilient scheduler (RS). We refer to the combi-
nation of energy harvester and energy storage unit as
energy supplier. Below, we describe the system components
and then give an intuitive problem definition.

2.1 Energy Consumer

The energy consumer consists of a set of n real-time inde-
pendent periodic tasks G ¼ ft1; . . . ; tng, where ti is shown
as ð eiL; . . .; ei1h i;pi; powiL; . . .; powi1h iÞ, 1 � i � n, in which pi
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denotes the task period with an implicit relative deadline,
and P ¼ LCMðpiÞ, 1 � i � n, is the length of the task set
hyperperiod. Each task ti has L operating levels; the vector
eiL; . . .; ei1h i shows the execution times corresponding to the
operating levels, where eil shows the task execution time at
operating level l. Also, the element powil of the vector
powiL; . . .; powi1h i shows the worst-case dynamic power con-
sumption of the system when it executes task ti at operating
level l. Further, we denote the static power consumption of
the system as pows. More precisely, when a task ti is run-
ning at performance level l, the power consumption of the
system is powil þ pows; otherwise, it is equal to pows. Higher
performance levels provide either more functionality or
more quality, however, at the expense of more energy con-
sumption and more execution time, namely 0 < eilpowil �
eil0powil0 , 81 � l < l0 � L. powil includes computation/com-
munication power consumption of task ti at performance
level l. We say that the system is survivable if all jobs of each
task ti, 1 � i � n, are executed for their minimum execution
time of ei1 with no energy shortage, and completed before
their deadline.

Within each hyperperiod h � 0, every task ti, 1 � i � n, is
run in performance level l (determined by the RS), i.e., every
job of the task takes eil to execute, and the system perfor-
mance level is as PerfðtÞ ¼ l for hP � t < ðhþ 1ÞP. We note
that, by conservative reservation of some amounts of energy
in the storage unit, we can guarantee the planned perfor-
mance level for the hyperperiod (as will be described in Sec-
tion 4). In case that even l ¼ 1 cannot be planned and
guaranteed for the hyperperiod (namely, at least one job of a
task ti cannot successfully be executed for ei1 and completed
before its deadline), then PerfðtÞ ¼ �1 for hP � t <
ðhþ 1ÞP. More formally, we define the system performance
at time t as follows:

PerfðtÞ ¼
l; if performance l 2 ½1; L� is planned

and guaranteed for hyperperiod b t
Pc

�1; otherwise

8><
>:

:

(1)

2.2 Energy Supplier

The energy supplier consists of an energy harvester and an
energy storage unit. The energy storage unit is supposed
ideal, with the nominal capacity of Emax. EðtÞ shows the
amount of stored energy in the unit at time t. The amount of
energy in the storage unit at the start of hyperperiod h is
thus EðhPÞ. The energy harvester charges the energy stor-
age unit with some harvesting rate (power) in the range of
½HPmin;HPmax� from a renewable energy source.

During a hyperperiod h, the harvesting rate jitters in a
narrow range of ½hpmin; hpmax�, where HPmin � hpmin �
hpmax � HPmax. However, the actual harvesting rate of that
hyperperiod, denoted by Rh, is represented as a constant
value equal to the average harvesting rate of that hyperper-
iod, calculated through dividing the harvested energy of
that hyperperiod by P. We also suppose an energy predic-
tor that gives a pessimistic forecast R̂h ¼ hpmin of the har-
vesting rate as a safe prediction. If Rh � R̂h, we say that the
prediction is correct; however, the predictor, according to
its specifications, may make an error with a maximum of
�max 2 ð0; 1� once in a while, where ð1� �maxÞ < Rh

R̂h
< 1.

How much narrow ½hpmin; hpmax� is, how large �max is, and
how often such a prediction error may happen depend on
the source of energy and the energy predictor specifications.
The relatively short length of hyperperiods in many appli-
cations of embedded systems (e.g., [16]) helps in having
more deterministic predictors from these aspects.

If the hyperperiod length is relatively short, and the
energy source (like solar) has no significant changes in the
short time intervals, we can calculate some conservative
prediction of the harvesting rates at the hyperperiod bound-
aries by using the minimum of the predictions overlapping
the hyperperiod. We do so for a time horizon of H hyper-
periods. By analyzing the energy predictor behavior, we
can find the minimum distance between consecutive predic-
tion errors; by converting the distance to the granularity of
hyperperiod length, we obtain Ds, representing that two
consecutive errors of the energy predictor may happen at
least Ds hyperperiods apart, where we suppose Ds < H.
Thus, the values of Ds and H are given depending on the
nature of energy source and the specifications of energy pre-
dictor, with regard to the system hyperperiod. In Section 3,
we discuss Ds in more detail.

Suppose a prediction time horizon of H hyperperods. At
the start of hyperperiod h � 0, the predictor gives
R̂h; . . . ; R̂hþH�1, each corresponding to the prediction of one
of the H further hyperperiods. Similarly, at the start of
hyperperiod hþ 1, the next predictions will be R̂hþ1;
. . . ; R̂hþH . Namely, at the start of hyperperiod hþ 1, the sys-
tem has the following new information: The prediction of
hyperperiod hþH, and the actual energy in the storage
unit at the end of hyperperiod h, namely Eððhþ 1ÞPÞ. To
take care of the static power consumption of the system, we
should subtract pows from the predicted and actual harvest-
ing rates. However, for the sake of better readability of the
formulations, we assume pows ¼ 0 in the rest of this paper,
except in Section 6.3 where non-zero pows is considered for
the provided case-studies.

2.3 RS and Intuitive Problem Definition

In this paper, two schedulers are employed: A resilient sched-
uler (RS) and an energy work-conserving task scheduler.1 The
former determines the performance level of the system at
the start of each hyperperiod; then, the latter runs the tasks
according to some priority order within the hyperperiod.

Suppose the system is at the start of hyperperiod h.
Given the predicted harvesting rates, we define ẑðhÞ ¼
Êððhþ 1ÞPÞ; . . . ; ÊððhþHÞPÞ� �

, where ÊðtÞ is the amount
of energy predicted to be in the storage unit at time t. There-
fore, ẑðhÞ is a vector including the amounts of predicted
energy in the storage unit at the hyperperiod boundaries for
a time horizon of H hyperperiods. While there is no predic-
tion error, this vector is updated at the start of every further
hyperperiod with the prediction of a new hyperperiod in
the prediction time horizon; however, if the RS encountered
a prediction error with regard to hyperperiod h, it makes a

1. To take the time and energy overheads of the resilient scheduler
into account, one may consider the scheduler as an additional task of
the highest priority in the system model. The WCET and power con-
sumption of this task is considered the same for all the system perfor-
mance levels.
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copy of ẑðhÞ for some further usage, and then performs the
above-mentioned update.

We define another vector zðhÞ of length H, whose values
are set to zero initially. While there is no prediction error, the
RS does not use this vector. However, if there is a prediction
error at hyperperiod h, under specific circumstances which
will be discussed later, the RS will update the first element of
zðhÞ by the actual energy of the storage unit; namely, at the
end of hyperperiod h, i.e., at time ðhþ 1ÞP, where the predic-
tion error is detected, the RS only has the first element, so it
updates the vector as Eððhþ 1ÞPÞ;h 0; . . . ; 0Þi. Note that we
haveEððhþ 1ÞPÞ < Êððhþ 1ÞPÞdue to the prediction error.
Then, at the end of hyperperiod hþ 1, the RS updates zðhÞ as
Eððhþ 1ÞPÞ; Eððhþ 2ÞPÞ;h 0; . . . ; 0Þi. Accordingly, we give
an ordering between zðhÞ and the aforementioned stored
copy of ẑðhÞ by the following definition.

Definition 2. Suppose vectors zðhÞ and ẑðhÞ. We denote zðhÞ �
ẑðhÞ, if 9k 2 ½1; H� such that Eððhþ kÞPÞ � Êððhþ kÞPÞ.
This definition is used in Section 3 for defining the time to

recovery from a prediction error of hyperperiod h. In fact,
the RS continues to update zðhÞ until it finds Eððhþ kÞPÞ �
Êððhþ kÞPÞ for some k 2 ½2; H�, and then stops using zðhÞ.

The RS is either in normal state or in surprise state. In both
states, at the start of each hyperperiod, say h, it determines
a feasible performance level, and starts to perform accord-
ingly. The default state of the RS is normal state, where
according to the energy predictions and the amount of
energy in the storage unit, it plans for the performance lev-
els of the system in the time horizon of H hyperperiods,
with the goal of maximizing the system performance;
according to the plan, it updates ẑðhÞ and takes care of the
system survivability as well, to guarantee that any task (and
thus, the system) will not face energy shortage to operate in
its minimum performance level l ¼ 1 in the prediction time
horizon, so that it can preserve PerfðtÞ � 1, 8t � 0.

If the amount of harvested energy is according to the pre-
dictions, the RS performs as mentioned above. However, if it
is less than what is predicted, the system may deviate from
its usual plan, namely some performance levels may not be
achievable or the system survivability may be threatened. In
such a case, the RS goes to surprise state; where, it tries to
return to the conditions that the actual amount of energy stor-
age contents be equal to or greater than the predicted amount
before the surprise, i.e., to be in accordance to Definition 2.
This should be guaranteed to be done within some specified
time frame. Then, the RS can again behave normally.

As a simple example, Fig. 1a shows the situation that the
RS is in normal state at the start of hyperperiod h, and it has
some predictions about the amounts of energy in the storage
unit. In such a case, the predicted amounts of energy in the
storage unit at the hyperperiod boundaries are 5; 6; 3; 1; 8h i.
Fig. 1b, however, shows the case where there is a surprise in
hyperperiod h, so that the harvested energy is less than the
prediction at the end of the hyperperiod (it is 1 < 5). In such
a case, disregarding how the RS has determined the perfor-
mance levels, according to the actual amounts of energy in
the storage unit at the hyperperiod boundaries, i.e.,
1; 3; 4; 0; 0h i, the RS has recovered from the surprise at the
end of hyperperiod hþ 2, where 4 > 3. Note that, Fig. 1b
illustrates the storage unit state at time t ¼ ðhþ 3ÞP, i.e., at

the end of hyperperiod hþ 2; then, only the actual amount of
energy in the storage up to that time is known; afterwards,
the RS can forget that a surprise has happened, because it
had supposed before the surprise that at the end of hyperper-
iod hþ 2 it has 3 or more units of energy, which it has been
realized when it reaches there. Therefore, it can again behave
normally.

To be more precise with respect to the RS and the prob-
lem considered in this study, more details of normal state,
surprise state, their performances, survivability, and recov-
ery, along with the related discussions and definitions, are
needed, which are provided in the next section. Afterwards,
the problem definition is also augmented by some addi-
tional formalism.

3 DEFINITIONS AND MEASURES

Regarding the system model presented in the previous sec-
tion, we face an unpredicted change when the actual amount
of harvested energy is different from the prediction.
Although the unpredicted change can result in either more
or less harvested energy than the prediction, this paper
focuses on the latter, which may surprise the system by put-
ting it into some bad situations. We study the system resil-
ience in such a situation, and propose a RS to deal with the
unpredicted changes with attention to three concepts: surviv-
ability, time to recovery, and system performance. Below,
we detail these concepts through some definitions.

Definition 3. (Survivability): The system is survivable at time
T if for all t 2 ½0; T �, we have PerfðtÞ � 1.

Definition 4. (Surprise): A surprise of � � �max in hyperperiod
h is an error in R̂h due to a harvesting rate Rh less than predic-
tion such that Rh ¼ ð1� �ÞR̂h, which leads to have less than
the predicted amounts of energy in the storage unit, namely
Eððhþ 1ÞPÞ < Êððhþ 1ÞPÞ. Such a surprise is detected at
the end of hyperperiod h.

In fact, a surprise is recognized by finding an energy
shortage in the storage unit with respect to the prediction
(Note that a surprise may happen at anytime within a

Fig. 1. The RS states and storage unit levels (H ¼ 5, Ds ¼ 4): a) In nor-
mal state, b) In surprise state, c) Between two consecutive surprises.
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hyperperiod, however, since the proposed resilient sched-
uler conserves sufficient energy in the storage unit at the
start of each hyperperiod to successfully run the system at
the designated performance level, the surprise has no nega-
tive impact on the system behavior during the hyperper-
iod.). More precisely, as the RS plans for hyperperiods hþ 1
to hþH according to the actual amounts of energy in the
storage unit at the start of hyperperiod hþ 1, having Eððhþ
1ÞPÞ � Êððhþ 1ÞPÞ despite Rh ¼ ð1� �ÞR̂h is interpreted as
no surprise within hyperperiod h.

Since the RS decision on the performance levels is only
made at the hyperperiod boundaries , if there is a surprise
within hyperperiod h, the RS gets aware of that at time ðhþ
1ÞP, i.e., at the end of the hyperperiod, when the value of
Eððhþ 1ÞPÞ gets known. Then, the RS reaction depends on
the relative amount of shortage, namely it depends on the
severity of the surprise, defined as

Sh ¼ Êððhþ 1ÞPÞ �Eððhþ 1ÞPÞ
Êððhþ 1ÞPÞ ; (2)

where Êððhþ 1ÞPÞ is the amount of energy predicted to be
in the storage unit and Eððhþ 1ÞPÞ is the actual amount of
energy in the storage unit at the end of hyperperiod h. We
only define the severity of a surprise upon detecting the sur-
prise; thus, according to (2), 0 < Sh � 1, where a larger
value of Sh indicates a higher severity. We can also write

Sh � ðR̂h �RhÞP
Êððhþ 1ÞPÞ ¼

�R̂hP

Êððhþ 1ÞPÞ : (3)

Since the root cause of the surprise is the error in the har-
vesting rate prediction, the right hand side of Inequality (3)
is equal to the left hand side only when the storage unit
capacity is unlimited; otherwise, namely if there is a maxi-
mum capacity of Emax, some harvesting energy may be
wasted due to energy overflow if the harvesting rate is
according to the prediction, so that �R̂hP is an upper bound
on the storage unit energy shortage. We suppose that the RS
takes care of the maximum possible error �max of the har-
vesting rate prediction method in a manner that �maxR̂hP �
Êððhþ 1ÞPÞ is always valid; therefore, even in the presence
of the maximum surprise, the schedule of hyperperiod h at
the pre-planned performance level of l can successfully be
completed with support of the energy in the storage unit.
This is considered by the RS through appropriate perfor-
mance level selection forH hyperperiods.

Upon a surprise in hyperperiod h, a recovery to some tar-
get level of energy storage unit is expected. The target is
determined based on the predicted storage unit state vector
when there is no surprise; more precisely, we use ẑðhÞ as
our target for the recovery, as described in the following.
The RS constructs the storage unit state vector of zðhÞ ¼
Eððhþ 1ÞPÞ; . . .; EððhþHÞPÞh i element-by-element (which
at the first step we only have the first element, i.e.,
Eððhþ 1ÞPÞ), and plans in a manner to reach zðhÞ � ẑðhÞ
(see Definition 2), where we say that the recovery has been
done. The time of this recovery certainly depends on the
way that the RS makes its decisions, which in turn may
depend on Sh. Formally, the recovery time RTh against the
surprise of hyperperiod h is calculated as

RTh ¼ min
2�k�H

fðhþ kÞPjEððhþ kÞPÞ � Êððhþ kÞPÞg: (4)

As we mentioned earlier in Section 2, DsP is the shortest
interval between any two consecutive surprises. To avoid
suffering from accumulated surprises, the recovery should
be done before or at ðhþ Ds þ 1ÞP, namely with a time to
recovery of at most DsP. Section 4 explains how our method
does such a guarantee, i.e., it preserves RTh � ðhþ Ds þ
1ÞP for a surprise in hyperperiod h. The normalized time to
recovery, denoted byNTTRh, is calculated as

NTTRh ¼ RTh � ðhþ 1ÞP
DsP

: (5)

Since the recovery is done at the hyperperiod boundaries,
and according to (4) and the maximum permitted recovery
time mentioned above, we have 1

Ds
� NTTRh � 1. When the

surprise is of high severity, having a large NTTRh is a rea-
sonable expectation from the RS. Otherwise, it is expected
that the RS be able to reduceNTTRh.

Before providing our target measure of resilience, the fol-
lowing definitions are needed:

Definition 5. (Surprise State): The surprise state is a RS state
that the recovery has not been done. Given that a surprise has
been happened in hyperperiod h, in surprise state, the RS tries
to minimize NTTRh and maximize the performance within the
time horizon of ½ðhþ 1ÞP; RTh�; which in turn preserves the
system survivability.

Definition 6. (Normal State): The normal state is a RS state
that the recovery has been done. In normal state, the RS tries
to maximize the system performance (and hence, to preserve the
system survivability) within a time horizon ofH hyperperiods.

According to the RS states, the performance of the system
is provided with a state-based definition, via separating two
measures of surprise performance and normal performance.

Definition 7. (Surprise Performance): Suppose a surprise has
happened in hyperperiod h, and RTh is when the recovery is
done and the system goes to normal state. The normalized per-
formance during the surprise state, i.e., in the time interval of
½ðhþ 1ÞP; RTh�, is calculated as follows (see Fig. 1c):

SurprisePerformanceh ¼
RRTh
ðhþ1ÞP PerfðtÞdt

LðRTh � ðhþ 1ÞPÞ ;
(6)

where L is the maximum performance level of the system.
Therefore, we have either 1

L � SurprisePerformanceh � 1 or
SurprisePerformanceh ¼ �1.

Definition 8. (Normal Performance): Suppose RTh is the
recovery time from the surprise of hyperperiod h. Afterwards,
either we have another surprise or we have no further surprise. In
the former case, ðh0 þ 1ÞP is the time of recognizing the surprise,
where h0 � h > Ds. In the latter case, ðh0 þ 1ÞP is the end of the
last hyperperiod of the system. Thus, the RS is in the normal
state in the interval of ½RTh; ðh0 þ 1ÞP�. The normalized perfor-
mance during the normal state is then calculated as (see Fig. 1c)

NormalPerformanceh ¼
R ðh0þ1ÞP
RTh

PerfðtÞdt
Lððh0 þ 1ÞP�RThÞ :

(7)
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Therefore, we have either 1
L � NormalPerformanceh � 1 or

NormalPerformanceh ¼ �1.

The last measure that we define is Resilience, which is
defined as a composition of surprise performance, survivability,
and normalized time to recovery, with regard to Definition 1

Resilienceh ¼ SurprisePerformanceh
NTTRh � Ds

: (8)

Therefore, we have either 1
LDs

� Resilienceh � 1 or
Resilienceh ¼ �1. In fact, this measure reflects how good
the RS responds to a surprise, from its detection at ðhþ 1ÞP
to the recovery at RTh: 1) It grows through
SurprisePerformanceh when the RS is able to safely decide
on high performance levels, 2) it grows through NTTRh

when the RS is fast in recovering, e.g., because severity Sh

has been low or the harvesting rates are at good conditions
and the RS decides appropriately, and 3) it gets �1 through
SurprisePerformanceh when the system is not survivable.

3.1 The RS Objectives

As mentioned before, the RS is either in normal state or in
surprise state. It is usually expected to be in normal state, in
which it tries to maximize the system performance while
preserving its survivability. In case of a surprise, it switches
to surprise state at the boundary of the hyperperiod that the
surprise has been recognized, where it behaves differently.
Since two consecutive surprises are at least Ds hyperperiods
apart, the RS should have a time to recovery of at most DsP.

Suppose that the most recent recognized surprise is of
hyperperiod h, the most recently completed hyperperiod is
h0, and that the RS is activated at each hyperperiod bound-
ary. We consider two time intervals: 1) ½ðhþ 1ÞP; RTh� and
2) ½RTh; ðh0 þ 1ÞP�, and the following objectives:

� Objective 1: Maximizing Resilienceh, as in (8);
� Objective 2: Maximizing NormalPerformanceh as in

(7).
In the former interval, where the RS is in surprise state, it

considers when the surprise has happened, how much
energy is in the storage unit, and what harvesting rates are
predicted, so that it targets Objective 1 to decide on the per-
formance levels of the prediction time horizon, and to apply
the performance level of the next hyperperiod. In the latter
interval, where the RS is in normal state, it considers the earli-
est time that a surprise is probable, the amount of energy in
the storage unit, and the predicted harvesting rates, so that it
targets Objective 2 to decide on the performance levels of the
prediction time horizon, and to apply the performance level
of the next hyperperiod. In Objective 1, maximizing
SurprisePerformanceh is in conflict to minimizing NTTRh,
because scheduling the tasks at higher performance levels
leads to consumingmore energy, which in turn increases the
time to recovery. Thus, the RS is to consider some trade-off
between SurprisePerformanceh and NTTRh. In Objective 2,
however, the scheduler is to take care of both performance
maximization and the possibility of a surprise with themaxi-
mum error of �max in the harvesting rate predictions.

Section 5 proposes the RS with the above mentioned
objectives. Before that, in the next section, we describe some
useful properties that the proposed RS is based on them.

4 USEFUL PROPERTIES TO DESIGN A RS

As mentioned before, DsP, which is the minimum interval
between any two consecutive surprises, is considered as the
constraint on time to recovery, which should be respected by
the RS. This means that for a surprise occurring in hyperper-
iod h, the time to recovery should be less than DsP, namely
we should have RTh � ðhþ Ds þ 1ÞP. This necessitates to
determine how it can be guaranteed that the RS meets this
time constraint. In addition, the system should survive in the
presence of such surprises (see Definition 3), i.e., it should be
able to plan performance levels of l � 1 for hyperperiods and
it should be able to guarantee that an applied performance
level is respected. The RS guarantees such properties by pro-
viding some lower bound (for guaranteeing survivability)
and some upper bound (for guaranteeing time to recovery)
on each element of ẑðhÞ. In the following, we describe some
specific properties with regard to survivability and recovery,
respectively in Sections 4.1 and 4.2, which lead to have such
bounds. Before that, however, we need some properties com-
mon to both the survivability and recovery characteristics, as
given below.

In the following, we describe the way of storage energy
calculation. The amount of energy in the storage unit at the
end of an arbitrary hyperperiod is equal to the difference
between the total amount of available energy (i.e., the sum
of storage energy contents at the start of the hyperperiod
and the harvested energy within the hyperperiod) and the
amount of consumed energy (by the task set at the planned
performance level within the hyperperiod), if the energy
storage capacity is unlimited (or it gets not full), namely if
there is no wasted energy within the hyperperiod. How-
ever, the storage unit capacity is limited to Emax in our
model; therefore, some energy might be wasted when the
storage unit is full and the harvesting rate is greater than
the consuming rate. We provide a lemma and a corollary in
the following to show that we can use this way of calcula-
tion with no concern about its impacts on the system capa-
bility for meeting the time to recovery DsP and the system
survivability. Lemma 1 considers the recovery time.

Lemma 1. Suppose that the RS is in the surprise state to recover
from the surprise of hyperperiod h. If there is some wasted
energy within hyperperiod hþ k, 1 � k � Ds, then the recov-
ery has been done at the end of the hyperperiod, namely at time
ðhþ kþ 1ÞP, meeting the recovery time constraint of
ðhþ Ds þ 1ÞP.

Proof. SeeAppendixA,which can be found on theComputer
Society Digital Library at http://doi.ieeecomputersociety.
org/10.1109/TC.2022.3202754. tu
The following corollary tells that the wasted energy does

not negatively impact the system survivability regarding
the aforementioned way of storage energy calculation.

Corollary 1. Suppose that the RS is in surprise state to recover
from the surprise of hyperperiod h. If there is some wasted
energy within hyperperiod hþ k, 1 � k � Ds, then it makes no
problem for the system survivability.

Corollary 1 is an immediate result of Lemma 1. It tells that
if the RS is in surprise state and it has planned and guaranteed
performance level of l � 1 using the aforementioned way of
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calculation of the storage energy contents, then some wasted
energy within a hyperperiod means that the system certainly
remains survivable because it recovers in that hyperperiod,
namely it faces no energy shortage to run the system accord-
ing to its plan. Furthermore, because of the recovery, no nega-
tive impact of the energy wastage will be spread to the
further hyperperiods, so that if the system survivability could
be guaranteed in the absence of the surprise, the guarantee is
valid after the recovery aswell.

More details on the system survivability and recovery are
discussed in the following subsections.

4.1 Survivability

Suppose that the system is at the start of hyperperiod h, the
initial energy in the storage unit is EðhPÞ, the predicted har-
vesting rates in the prediction horizon of H hyperperiods
are R̂h; . . . ; R̂hþH�1, and the maximum error of the harvest-
ing rate prediction method is �max, which if happens in a
hyperperiod, say h, it results in some surprise with severity
Sh. To guarantee that the system is survivable, either in the
presence or in the absence of a surprise, we are to plan in a
manner that the following properties are valid: 1) The sys-
tem is able to run at least at performance level l ¼ 1 within
every hyperperiod between hþ 1 and hþH � 1; and 2) the
system preserves its pre-planned schedule in hyperperiod
h. To this aim, some conditions should be satisfied, as
described in the following.

Property 1. To preserve the survivability of the system in every
hyperperiod of the prediction time horizon even if it faces a sur-
prise, some initial energy bound for the hyperperiods are to be
respected by the RS.

To calculate such an initial energy bound for hyperper-
iod hþ k; 1 � k � H � 1, we consider the subset of consum-
ing tasks of the task set G at performance level l, denoted by
Ghþk;l
c , according to the relative power consumption of the

tasks at the performance level with respect to the minimum
probable harvesting energy rate of the hyperperiod. More
formally, we have

Ghþk;l
c ¼ fti 2 Gjpowil > ð1� �maxÞR̂hþk; 0 � k � H � 1g: (9)

Using Ghþk;l
c , the initial energy bound Êððhþ kÞPÞ satis-

fying Property 1 can simply be calculated as a sufficient con-
dition for hyperperiod hþ k; 1 � k � H � 1, by
accumulating the execution time of the consuming tasks at
performance level l ¼ 1 from the start of the hyperperiod toP

ti2Ghþk
c

ei1
P
pi
, i.e., to the total execution time of the corre-

sponding jobs within a hyperperiod. Thus, we have

Êððhþ kÞPÞ þ ð1� �maxÞR̂hþk

X

ti2Ghþk;1
c

ei1
P

pi
�

X

ti2Ghþk;1
c

ei1powi1
P

pi
�0: (10)

According to (10), the total amount of predicted available
energy in the time interval of ½ðhþ kÞP; ðhþ kÞPþP

ti2Ghþk;1
c

ei1
P
pi
� (which is a worst-case scenario, because it

fully utilizes the processor during the interval, and it
includes all jobs of the energy consuming tasks), i.e., Êððhþ
kÞPÞ þ ð1� �maxÞR̂hþk

P
ti2Ghþk;1

c
ei1

P
pi
, is sufficient to

schedule all jobs of the consuming tasks at performance
level l ¼ 1. After some simple algebraic manipulations, (10)
provides some safe bound for Êððhþ kÞPÞ; 1 � k � H � 1,
to be regarded by the RS.

Property 2. The RS should determine the performance level l
of hyperperiod h in a way that success of the schedule be
preserved even in the presence of a surprise in that hyper-
period. The following inequality gives a sufficient condition
to this aim:

EðhPÞ þ ð1� �maxÞR̂h

X

ti2Gh;lc

eil
P

pi
�

X

ti2Gh;lc

eilpowil
P

pi
� 0:

(11)

According to Properties 1 and 2, two possibilities exist
when the system is at time hP, which are to be considered
together to reach a safe, yet efficient, decision by the RS:

1) No surprise happens in hyperperiod h: Then, Êððhþ
1ÞPÞ could be considered as Êððhþ 1ÞPÞ þ �maxR̂hP
to continue the scheduling for hyperperiod hþ 1,
which may help in guaranteeing its survivability in
case of surprise in that hyperperiod.

2) A surprise happens in hyperperiod h: Then, no fur-
ther surprise will happen until ðhþ Ds þ 1ÞP, so that
it is not needed to be conservative with respect to the
harvesting rates of the hyperperiods in between, and
the RS can decide more relaxed, because the harvest-
ing rates are guaranteed and can be used to preserve
survivability. After hyperperiod hþ Ds, which the
recovery has certainly been done and another sur-
prise is possible, the RS takes care of Properties 1
and 2 again.

4.2 Recovery

Suppose that the system is at the start of hyperperiod h, the
initial energy in the storage unit is EðhPÞ, the predicted har-
vesting rates in the prediction horizon of H hyperperiods
are R̂h; . . . ; R̂hþH�1, and the maximum error of the harvest-
ing rate prediction method is �max, which if happens in a
hyperperiod, say h, it results in some surprise with severity
Sh. According to the performance levels planned by the RS,
the predicted amounts of energy consumption of hyperper-
iods over the prediction time horizon are shown as ÊChþk,
0 � k � H � 1; these affect the target of recovery ẑðhÞ. The
RS should determine the performance levels, and hence the
values of ÊChþk, 0 � k � H � 1, in a way that if there is a
surprise within hyperperiod h, it can perform the recovery
in the time interval of ½ðhþ 1ÞP; ðhþ Ds þ 1ÞP�.
Theorem 1. Suppose the maximum surprise of hyperperiod h

happens, i.e., Rh ¼ ð1� �maxÞR̂h. Then the RS can recover
from the surprise before or at time ðhþ Ds þ 1ÞP if

XDs

k¼1

ÊChþk � �maxR̂hPþ Ds

X
ti2G

ei1powi1
P

pi
; (12)

where ÊChþk is the amount of predicted energy consumption of
hyperperiod hþ k based on its determined performance level.

Proof. See Appendix B, available in the online supplemen-
tal material. tu
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The constraint of Theorem 1 implies an upper bound
on

PDsþ1
k¼2 Êððhþ kÞPÞ, meaning that the performance lev-

els of the mentioned hyperperiods must be planned in a
manner that the energy storage upper bound be distrib-
uted among the hyperperiods according to a feasible sce-
nario. If the resulted upper bound for one of the
hyperperiods be larger than Emax, it means that the recov-
ery is done at the end of that hyperperiod according to
the RS plan (see Lemma 1).

If the conditions of Properties 1 and 2, and Theorem 1 are
satisfied by the RS, then:

� the RS preserves the system survivability against the
possible surprises, because ẑðhÞ satisfies (10),

� the RS preserves the plan of hyperperiod h against a
surprise with the maximum severity with respect to
the hyperperiod, because (11) holds, and

� the RS can do the recovery before or at time ðhþ
Ds þ 1ÞP if a surprise happens within hyperperiod h
with the maximum severity with respect to the
hyperperiod, because (12) holds.

5 RESILIENT SCHEDULER (RS)

The proposed RS plans for the system performance levels
for a prediction time horizon, applies the plan of next
hyperperiod, and uses a task scheduler to follow the plan,
i.e., the determined performance level, within the hyperper-
iod. Depending on the RS state, i.e. normal state or surprise
state, it determines the performance levels with different
approaches (see Algorithm 1).

In normal state, the RS solves a linear programming (LP)
with Objective 2 (see Section 3.1) over a time horizon of H
hyperperiods with regard to Properties 1 and 2 (i.e., subject
to (10) and (11)). In surprise state, however, the RS considers
some trade-off between the time to recovery and the system
performance using a heuristic method towards Objective 1
(see Section 3.1) with regard to Theorem 1 (i.e., subject to
(12)).

Normal State. Suppose the system is at the start of hyper-
period h. In normal state, the proposed RS solves the LP of
(13), assuming that the last surprise has been happened in
hyperperiod h� k0, k0 � 2 (k0 � Ds þ 1, if no surprise has
been happened before). According to our model described
in Section 2, over a time horizon of H hssssssyperperiods,
maximizing the energy consumption of the tasks leads to
maximizing theNormalPerformanceh.

The first constraint in (13) implies that at the start of
hyperperiod h, the RS knows the actual amount of energy
in the storage unit. The next three constraints demonstrate
that there is no surprise within hyperperiods h� k0 þ 1 to
h� k0 þ Ds, since the last surprise has been occurred in
hyperperiod h� k0. The fifth constraint considers the energy
storage unit capacity. The sixth constraint calculates the
amount of energy at the end of each hyperperiod in the pre-
diction time horizon, given the initial energy, the predicted
harvesting rates, and the predicted energy consumption of
the tasks. The next two constraints represent Properties 1
and 2, respectively. Note that, according to these properties,
the system can successfully (with no energy shortage) run
the hyperperiod at the selected performance level l. The last

constraint considers Theorem 1 to guarantee that in case of
surprise in hyperperiod h, the recovery can be done before
or at time ðhþ Ds þ 1ÞP. Note that if the most recent sur-
prise has been occurred in hyperperiod k0, we only can have
another surprise if Ds � k0 < 0; otherwise, the last con-
straint of (13) has no effect on the solution of LP.

Algorithm 1. Resilient Scheduler (RS)

Input: EðhPÞ, R̂h; . . . ; R̂hþH�1 (Initialization: k0 ¼ Ds;
SchedulerState ¼ NormalState;
SurpriseStatePerfs ¼ ;)

Output: Performance level lh
1 k0 ¼ k0 þ 1;
2 if SchedulerState ¼¼ NormalState AND EðhPÞ � ÊðhPÞ

then
3 Solve the LP of (13);
4 lh ¼ maxfl 2 ½1; L�jPti2G eilpowil

P
pi
� ÊChg;

5 return lh;
6 end
7 if SchedulerState ¼¼ SurpriseState AND zðh� k0Þ �

ẑðh� k0Þ then
/* Recovery has been done.*/

8 Solve the LP of (13);
9 lh =max1�l�Lflj

P
ti2G eilpowil

P
pi
� ÊChg;

10 SchedulerState ¼ NormalState;
11 return lh;
12 else
13 if SurpriseStatePerfs! ¼ ; then

/* See Lines 19-34.* /

14 Pick lh from SurpriseStatePerfs;
15 return lh;
16 SchedulerState ¼ SurpriseState;
17 k0 ¼ 1;
18 SurpriseStatePerfs ¼ ;;
19 Sh�1 = Severity of the surprise according to (2);
20 for r ¼ dDsSh�1e to Ds do
21 Calculate Br according to (14);

/* Calc. hyperperiod budgets*/

22 Budgethþk ¼ b R̂hþkPr�1

j¼0
R̂hþj

cBr, k 2 ½0; r� 1�;
/* Calc. performance levels*/

23 lhþk ¼ max1�l�Lflj
P

ti2G eilpowil
P
pi
� Budgethþkg, k 2

½0; r� 1�; /* Storage unit initial energy*/

24 IE ¼ EðhPÞ;
25 feasible ¼ TRUE;
26 for k ¼ 0 to r� 1 then
27 if IE þ R̂hþk

P
ti2Ghþk;lhþk

c
eilhþk

P
pi
�P

ti2Ghþk;lhþk
c

eilhþk

powilhþk
P
pi
� 0 then

28 IEþ ¼ PRhþk �
P

ti2G eilhþk
powilhþk

P
pi
;

29 else
30 feasible ¼ FALSE;
31 break;
32 if feasible then
33 SurpriseStatePerfs ¼ flhþkjk 2 ½1; r� 1�g;
34 return lh;

After solving (13), the RS finds the maximum perfor-
mance level l at which the energy consumption of the task
set is less than or equal to ÊCh, i.e.,

P
ti2G eilpowil

P
pi
� ÊCh,

and applies it to hyperperiod h; it performs in a similar fash-
ion at the start of the next hyperperiod if no surprise hap-
pened in hyperperiod h.
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max
XH�1

k¼0

ÊChþk

s:t: ÊðhPÞ ¼ EðhPÞ
R̂hþk ¼ Rhþk; 80 � k � Ds � k0

Ratehþk ¼ Rhþk; 80 � k � Ds � k0

Ratehþk ¼ ð1� �maxÞR̂hþk;

8maxððDs � k0Þ;�1Þ < k � H � 1

Êððhþ kÞPÞ � Emax; 81 � k � H

Êððhþ kþ 1ÞPÞ ¼ Êððhþ kÞPÞ þ R̂hþkP� ÊChþk;

80 � k � H � 1

Êððhþ kÞPÞ þRatehþk

X

ti2Ghþk;1
c

ei1
P

pi

�
X

ti2Ghþk;1
c

ei1powi1
P

pi
� 0; 81 � k � H � 1

EðhPÞ þRateh
X

ti2Gh;lc

eil
P

pi
�

X

ti2Gh;lc

eilpowil
P

pi
� 0

XDs

k¼1

ÊChþk � �maxR̂hPþ Ds

X
ti2G

ei1powi1
P

pi
; Ds < k0: (13)

Although we select performance level l such thatP
ti2G eilpowil

P
pi
� ÊCh, since Gh;l

c � G and we have EðhPÞ þ
Rateh

P
ti2Gh;lc

eil
P
pi
�P

ti2Gh;lc
eilpowil

P
pi
� 0 in (13), Property

2, related to survivability, remains valid.

With regard to Theorem 1, we show through the follow-
ing theorem that the recovery deadline of ðhþ Ds þ 1ÞP
against a surprise in hyperperiod h is also guaranteed.

Theorem 2. Suppose ÊCh is determined by (13) and the RS
selects the maximum performance level l at which the energy
consumption of the task set is less than or equal to ÊCh. If the
system energy consumption at level l is less than ÊCh, the
guarantee of having the recovery time not later
thanðhþ Ds þ 1ÞP in the presence of a surprise in hyperperiod
h remains valid.

Proof. See Appendix C, available in the online supplemen-
tal material. tu
Surprise State. Suppose we have a surprise in hyperper-

iod h. Then, the RS switches to surprise state, and calculates
Ds energy consumption budgets B1; B2; . . .; BDs , where Bm,
1 � m � Ds, is the energy budget of the RS to plan the per-
formance levels up to the recovery time if we want to do the
recovery at the end of hyperperiod hþm. Specifically, if the
RS wants to perform the recovery at ðhþmþ 1ÞP, 1 � m �
Ds, the following inequality is to be satisfied:

Eððhþ 1ÞPÞ þ
Xm
j¼1

R̂hþjP�Bm � Êððhþmþ 1ÞPÞ; (14)

whereBm is the energy budget for hyperperiods hþ 1 to hþ
m. Depending on the value of m, 1 � m � Ds, (14) provides
different values forNTTRh and SurprisePerformanceh. As it
can be seen in Algorithm 1, if there is a surprise in hyperper-
iod h� 1, the RS looks for the smallest recovery time

between ðhþ rÞP and ðhþ DsÞP that the task set is feasible
according to the calculated budget, where r ¼ dDsSh�1e, 0 <
Sh�1 � 1. More precisely, starting with ðhþ rÞP, it calculates
the energy budget using (14) for the surprise of hyperperiod
h� 1 and distributes the budget among the hyperperiods h
to hþ r� 1. Then, it checks the feasibility of the task set, i.e.,
given the initial energy in the storage unit (EðhPÞ), the next
harvesting rates (R̂h; . . . ; R̂hþr�1), and the determined perfor-
mance levels for hyperperiods h to hþ r� 1,2 it determines
whether the task set can be scheduled without energy short-
age in the hyperperiods. If the task set is feasible, then it
selects ðhþ rÞP as the recovery time; otherwise, it tries same
as above for ðhþ rþ 1ÞP. This proceduremay continue until
ðhþ DsÞP, at which the possibility of recovery is guaranteed
based on Theorem 1.

Similar to normal state, in surprise state, we can discuss the
effect of selecting a performance level which consumes less
than the allocated energy budget (see Algorithm 1). In fact,
doing so will increase the amount of energy at the end of
the corresponding hyperperiod, and hence, it will decrease
the time to recovery. We give the following corollary.

Corollary 2. In Algorithm 1, in surprise state, suppose ðhþ
k00ÞP as the planned recovery time, where r � k00 � Ds. Then,
selecting the performance levels for hyperperiods h to hþ k00 � 1
with the total energy consumption less thanBk00 does not violates
the recovery time constraint, i.e., we haveRTh�1 � ðhþ k00ÞP.

We also note that, according to Theorem 1, Algorithm 1
always finds a feasible solution in surprise state.

The time complexity of Algorithm 1 depends on the com-
plexity of the algorithm in surprise state which is OðD2

s LnÞ.
Since the number of performance levels L and the value of
Ds < H are limited and constant in embedded applications,
the proposed method has a low time complexity.

6 SIMULATION RESULTS

In this section, we evaluate the proposed RS using ran-
domly generated task sets as well as four case-studies. We
have used Preemptive Fixed Priority as-soon-as-possible
(PFPASAP ) [17] as the task scheduler. At each time t,
PFPASAP selects the job of the highest priority active task
and executes one time unit of it if there is sufficient energy;
otherwise, it leaves the processor idle. We compare the
results of the proposed RS to the following methods:

� Optimal solution (OPT): It gives the maximum possi-
ble resilience through an exhaustive search among all
possible performance levels and time to recoveries
over the prediction time horizon. More precisely, it
knows the actual and the predicted energy harvesting
rates, as well as where the surprise happens; consid-
ering the predicted energy harvesting rates before the
surprise and the actual energy harvesting rates after
the surprise, it calculates all combinations of the pos-
sible performance levels, and then it selects the per-
formance levels whichmaximize the resilience.

2. The performance levels are determined such that the total amount
of energy consumption between hyperperiods h and hþ r� 1 is less
than or equal to Br.
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� Conservative Solution (Cons-l1): It works similar to the
proposed RS, except that it schedules the tasks only
at performance level l ¼ 1 in surprise state.

� Pure performance maximization algorithm (PERF): At
each hyperperiod boundary, it solves a LP with the
objective of performance maximization over the pre-
diction horizon, with no plan for the surprises.

� Resilient scheduling with respect to energy changes (RES-
EC) [4]: Assuming that the energy prediction method
has no error, i.e., �max ¼ 0, it solves a LP at hyperper-
iod boundaries with the aim of maximizing resil-
ience against the harvested energy rate changes.
RES-EC defines the performance levels according to
the ðm; kÞ-firm model [18]. To have comparable
results, we set m ¼ k at performance level L in our
simulations, and then we generate the other perfor-
mance levels according to Section 6.1.

6.1 Task Set Generation

We consider task sets of n ¼ 5, 10, and 20 tasks, with the
hyperperiod limits of 500, 1,000, and 5,000, respectively.
The tasks have fixed priorities, where t1 has the highest and
tn has the lowest priorities. The task set utilization is sup-
posed from 0.2 to 1.0, in steps of 0.2. For each n and utiliza-
tion pair, we generate 100 task sets and average the results
over them. The maximum performance level L is set to 5.

The maximum power consumption of each task ti, i.e.,
powiL; 1 � i � n, as well as the harvesting rates of hyperper-
iods are generated randomly in the interval of ½1; 100�, and
we consider Emax ¼ 30000. The power consumption of the
tasks at any other performance level l, 1 � l < L, are gener-
ated via multiplying 0:2; 0:4; 0:6; and 0.8 by powiL. In the
simulations, we assume that pows ¼ 0. However, we con-
sider some non-zero static power consumption in the case-
studies of Section 6.3. We generate the task sets such that
they are schedulable by the task scheduler at performance
level 1 when there is no energy constraint; thus, we drop
the task sets which are not schedulable under such condi-
tions, and then we retry. Further, the simulations are done
for different values of �max, Sh, and Ds, to represent broad
system behaviour; �max can get a value from 0.1 to 0.5, in
steps of 0.1; Sh can be from 0.2 to 1.0, in steps of 0.2; and Ds

can get a value from 5 to 20, in steps of 5. Also, we set H ¼
21 (which is a relatively small value for the prediction time
horizon, and further, in all evaluations, Ds < H; see Sec-
tion 2.2). Since having a specific value for Sh, which
depends on the values of Êððhþ 1ÞPÞ and Eððhþ 1ÞPÞ (see
(2)), is not straightforward in the simulations, we consider 5
consecutive intervals of (0,0.2], (0.2,0.4], (0.4,0.6], (0.6,0.8],
and (0.8,1.0], and report the results of each interval for its
upper end; e.g., all results of severities in the range of (0,0.2]
are reported for Sh ¼ 0:2. The simulations are run for 100
hyperperiods.

For each task set, given the hyperperiod limit and the uti-
lization, we generate n periods using the hyperperiod limi-
tation technique [19]. Then, we use UUnifast [20] to
generate n utilization values. Next, the maximum execution
time of task ti, i.e., eiL, 1 � i � n (L ¼ 5), is generated via
multiplying the utilization and the period of the task.
Finally, the execution times of the task at other performance

levels l, 1 � l < L, are generated via multiplying
0:2; 0:4; 0:6; and 0.8 by eiL.

6.2 Performance Evaluation

In this subsection, we first discuss the possibility of failure
of our proposed RS with respect to PERF, RES-EC, Cons-l1,
and OPT. Depending on the dynamics of energy harvesting
and the determined performance levels within a limited
prediction time horizon, any of the methods may fail to
schedule the task sets due to the possibility of energy short-
age sometime within the system lifetime. As it can be seen
in Table 1, the failure ratios of PERF and RES-EC are signifi-
cantly higher than those of the other three methods, because
they always work in normal state, i.e., they have no intuition
of surprise state.

In the rest of this subsection, to compare RS to PERF,
RES-EC, and Cons-l1, we only consider the task sets which
can successfully be scheduled by all these algorithms, i.e.,
they are feasible with the energy harvesting rates, and thus,
they are certainly schedulable by OPT. The simulation
results are reported with respect to three criteria: the normal
performance in normal state (see (7)), the resilience in surprise
state (see (8)), and the average hyperperiod performance
(AHP ) of all hyperperiods irrespective of the RS state,
where the performance of each hyperperiod is calculated
according to (1). All the results are normalized to the corre-
sponding results of OPT (NormalPerformacneOPT

h ,
ResilienceOPT

h , and AHPOPT , respectively represent the nor-
mal performance, resilience, and AHP of OPT).

Figs. 2a, 2b, 2c, and 2d show the normalized AHP for dif-
ferent values of utilization, �max, Sh, and Ds, respectively.
According to Fig. 2a, by increasing the utilization the nor-
malized AHP decreases. With regard to Algorithm 1, two
aspects impact the behavior: the accuracy of feasibility test,
and the tightness of lower and upper bounds of the ele-
ments of ẑðhÞ. The former gets more accurate by increasing
the utilization, however, based on (10), (11), and (12), the
lower and upper bounds of ẑðhÞ get closer to each other by
increasing the utilization, which decreases the freedom of
the RS in selecting the performance levels for the sake of its
conservative behavior. According to Fig. 2a, the conserva-
tive behavior overcomes the accuracy of the feasibility test.
As shown in Figs. 2b and 2c, by increasing the values of
�max and Sh, the normalized AHP increases as well. Because
at surprises with higher severity the time to recovery (even
for OPT) is usually larger, and thus the RS spends more
time in surprise state (where it works non-conservative and
selects better performance levels); this way AHP depends
more on the performance of hyperperiods in surprise state,
and it behaves more similar to OPT. However, considering
PERF and RES-EC, as they have no plan for the surprise, by
increasing the values of �max and Sh, the normalized AHP

TABLE 1
Failure Ratio of the Considered Methods

PERF RES-EC [4] Cons-l1 RS OPT

n ¼ 5 11.1% 10.8% 1.4% 1.3% 0.9%
n ¼ 10 24.5% 25.2% 1.9% 1.8% 1.3%
n ¼ 20 46.3% 44.9% 3.4% 3.4% 2.8%
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decreases. Further, Cons-l1 has less AHP than RS, because it
schedules the tasks only at l ¼ 1 in surprise state; we note
that the amount of wasted energy of Cons-l1 is more than
RS. As shown in Fig. 2d, by increasing the value of Ds, since
the RS has more time for recovery, it can schedule the tasks
at higher performance levels, and hence, the normalized
AHP slightly increases. Since PERF and RES-EC have no
plan for the recovery, increasing the value of Ds has no
impact on AHP for these algorithms; However, as the AHP
of OPT increases, the normalized AHPs of PERF and RES-
EC slightly decrease. Ds has no significant impact on Cons-
l1, because it only schedules the tasks at l ¼ 1 in surprise
state.

Fig. 3 shows the normal performance of the RS, normalized
with respect to that of OPT. In normal state, the RS conserva-
tively determines the performance levels such that Properties
1, 2, and Theorem 1 hold. This conservatism ismore necessary
and closer to OPT decisions when �max and Sh increase (see
Figs. 3b and 3c). Fig. 3d shows that increasing the value of Ds

has no significant impact on the normal performance. Regard-
ing PERF and RES-EC, which have no plan against surprise,
by increasing utilization, �max, and Sh, the normal perfor-
mance decreases; and Ds has no significant impact on the nor-
mal performance of them. Cons-l1 works similar to RS in
normal state, and it reaches almost the same normal perfor-
mance. Note that, after the recovery, i.e., at the start of normal
state, although both RS and Cons-l1 have almost the same
energy in the storage unit, their TTRs are different.

In surprise state, the objective is maximizing the resilience.
Fig. 4 shows the normalized resilience for different values of
utilization, �max, Sh, and Ds. As it can be seen, by increasing
the utilization, the normalized resilience decreases, which is
an expected behavior. However, since the RS keeps some
trade-off between the surprise performance and time to
recovery considering the severity of the surprises (see Algo-
rithm 1), the normalized resilience does not change signifi-
cantly for different values of �max and Sh, which is an
important property. By increasing the value of Ds, the RS
selects the performance levels at surprise state less conserva-
tively. This increases the the value of NTTRh and
SurprisePerformacneh, affecting the resilience (see (8));

Fig. 4d shows this effect is minor irrespective of the lower
time complexity of RS than OPT, i.e., another important
property of the former. Comparing to PERF, RES-EC, and
Cons-l1, the resilience of RS outperforms these three algo-
rithms is all the cases.

According to Figs. 2, 3, and 4, the results for different val-
ues of n are close to each other, implying the scalability of
the proposed RS. Regarding its time complexity, on a Core
i5 3.3 GHz CPU with 8 GB of memory, the average execu-
tion times for n ¼ 5, 10, and 20, are respectively 0.12, 0.21,
and 0.43 ms for a hyperperiod.

6.3 Case-Study

This section shows the applicability and effectiveness of the
proposed RS through four case-studies: 1) Vehicle monitor-
ing [21], 2) patient monitoring [22], 3) forest monitoring [23],
and 4) computational tasks [24]. The first three case-studies
are on WINS 1, MSP430, and MTS400 boards, respectively,
and all of them include a multi-sensor board, some attached
sensors, a battery, and an antenna to send the information
to a base station. The last one uses a LEON3 processor, as a
common processor in embedded systems like satellites.

Fig. 2. Normalized AHP . Fig. 3. NormalizedNormalPerformanceh.

Fig. 4. Normalized Resilienceh.
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The vehicle monitoring has five tasks (accelerometer,
acceleration, acoustic, motion detection, and temperature),
the patient monitoring has six tasks (accelerometer, heart
rate/ECG, acoustic, temperature, humidity, and low power
GPS), and the forest monitoring has eight tasks (wind
speed, acoustic, motion detection, magnetic, temperature,
soil moisture, humidity, and low-power image). The tasks
of the computational case-study are from MiBench Bench-
mark suite [24] which includes 32-bit CRC, QSORT, and
ISPELL (a fast spelling checker). The specification of the
task set of these case-studies are taken from [5].3

In addition to the above-mentioned tasks, each case-
study includes the proposed RS as a separate task of the
highest priority with a period of the hyperperiod length.
Regarding the execution time of the RS task, we first obtain
the execution time of the proposed resilient scheduler on a
Core i5 3.3 GHz CPU with 8 GB of memory. Then, for each
case-study and according to the corresponding processor
speed, we estimate the execution time of the RS task. For
vehicle monitoring, patient monitoring, forest monitoring,
and computational tasks on a Core i5 3.3 GHz CPU with
8 GB of memory, we respectively obtained 0.09, 0.1, 0.12,
and 0.06 ms as the average RS execution times for one
hyperperiod. On the other hand, the CPU frequency for
their hardware are 133 MHz, 16 MHz, 16 MHz, and
400 MHz, respectively. Therefore, we estimate the execution
time of the proposed resilient scheduler as 2.24, 20.625,
24.75, and 0.495 ms, respectively for them. Regarding the
power consumption of the RS task, for each case-study, we
consider the maximum power consumption of the processor
as the power consumption of the proposed RS. Therefore,
we set the power consumption of the RS task to 330 [25],
8.096 [26], 2,400 [27], and 1,500mW [24] for vehicle monitor-
ing, patient monitoring, forest monitoring, and computa-
tional tasks, respectively.

The energy harvesting rates of April 16, 2022 are taken
from Solar Radiation Lab (SRL) [28], assuming a solar panel
of size 40 cm2. The granularity of the solar data is 1 minute.

The hyperperiod length in the mentioned case-studies is 2
minutes. Regarding that the rate of harvesting energy in the
data is the same for two consecutive hyperperiods in most
cases, we conservatively consider the minimum harvesting
rate of the two consecutive minutes as the harvesting rate of
the related hyperperiod. The static power consumption of
the case-studies according to their hardware platforms
(see [5]) are 40 mW , 0.506 mW , 310 mW , and 43.11 mW for
vehicle monitoring, patient monitoring, forest monitoring,
and computational tasks, respectively.

The values of �max and Ds depend on the energy source
(e.g., solar, wind, etc.) and the energy prediction method
accuracy. Since we do not consider any specific energy
prediction method, same as Section 6.2, we report the
results of the case-studies with respect to different values
of �max and Ds. Also, since the value of Sh depends on the
amount of energy in the storage unit at the hyperperiod
boundaries (see (2)), the results are reported for different
values of Sh. Fig. 5 shows the normalized AHP ,
NormalPerformanceh, and Resilienceh of the proposed RS
w.r.t. OPT. As can be seen, the proposed RS can achieve
effective performance and resilience on the case-studies
for different values of �max, Sh, and Ds. Further, the results
show that the values of �max, Sh, and Ds have no signifi-
cant impact on the performance/resilience of the pro-
posed scheduler, implying the applicability of the
proposed resilient scheduler. Matlab source code for the
proposed resilient scheduler that utilizes the YALMIP
toolbox [29] is available on https://github.com/
mshirazi1189/ResilientScheduler.

7 CONCLUSION

In this paper, we consider the problem of resilient schedul-
ing against the energy harvesting rate prediction error. We
provide some theoretical aspects to show how the energy-
resilient scheduler can be survivable, and do the recovery
within some time constraint. We also propose a measure of
resilience which composes performance, survivability, and
time to recovery together. The simulation results show that
the proposed energy-resilient scheduler effectively approxi-
mates the optimal solutions, and it reacts appropriately
against surprises of high severity.
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