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Abstract

The Internet of Things (IoT) plays a crucial role in the new generation of smart cities, in which developing Internet of Energy
(IoE) in the energy sector is a necessity also. Several schemes have been proposed so far and in this paper we analyze the
security of a recently proposed authentication and key agreement framework for smart grid named PALK. Our security
analysis demonstrates that an attacker can extract the user permanent identifier and password, which are enough to do any
other attacks. To remedy the weaknesses and amend PALK, we propose an improved protocol based on Physical Unclonable
Function(PUF) to provide desired security at a reasonable cost. We also prove the semantic security of constructed scheme
by using the widely-accepted real and synthetic model, under the computationally hard Diffie-Hellman assumption. Compu-
tational and communication cost analysis of the improved protocol versus PALK, based on identical parameter sets on our
experimental results on an Arduino UNO R3 board having microcontroller ATmega328P, shows 46% and 23% enhancements,
respectively. We also provide, the energy consumption of the proposed protocol and each session of the protocol consumes

almost 24 mJ energy. It shows that it is an appropriate choice for constrained environments, such as IoE.
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1 Introduction

The Internet of Things (IoT)-based technologies are enabling
the development of a new generation of smart cities. By
utilising sustainable information and communication tech-
nologies, a smart city can improve the quality of our lives,
education, and health, as well as the performance of urban
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services. Many other concepts, such as smart grids, smart
transportation, and smart buildings, can be included in the
broad concept of a smart city. In a future city, infrastruc-
ture, services, and technologies are integrated to create a
city that is designed for the needs of its residents, who want
new urban energy services ranging from the indoor environ-
ment to private and public transportation and a dedicated
healthcare system. Energy, water, transportation, health, and
safety will be coordinated in future cities to provide a clean,
economical, and safe living environment. To that end, Smart
Grid (SG), as the energy infrastructure of a smart city, will
undoubtedly be an important urban infrastructure to sup-
port the realisation of a sustainable future city [1]. On the
other hand, the global warming and energy crisis have raised
serious concerns about climate change, energy costs, and
limited non-renewable energy resources, such as fossil fuels.
Furthermore, the use of fossil fuels is the primary source
of greenhouse gases, which is the primary cause of global
warming. As a result, renewable energy sources such as solar
cells and wind turbines, which are more environmentally
friendly than fossil fuels, should be increasingly integrated
into the power grid. However, this integration is a difficult
task that necessitates massive information transmission in
order to monitor and stabilise system states in real-time.
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The smart grid can include anything from massive high-
voltage transformers to gas pipelines to corrosion-resistant
paint applied to outdoor equipment. Smart meters are the
most prominent example of a smart grid. Smart meters are
now widely used throughout the world. As a result, it makes
a large amount of data available. But it’s not just meters
that have gone smart. The entire energy backbone and dis-
tribution network is already in use in many countries, and
it immediately begins sending large amounts of operational
data. However, in other cases, such as with smart meters, a
large amount of data is available. The presence of data, as
well as the work that can be done to secure it, can ensure
the accuracy of the data and commands sent in these smart
grids. If smart grid security is not taken into account, the
massive amount of data generated by the smart grid itself
can be used to deceive the network and do illegal things. As
aresult, authentication and key agreement (AKA) protocols
are just as important in this area as they are in others.

Interestingly, IoT as a medium that can connect anything
at any time could provide the required backbone to transmit
smart grid’s sensing massive information. The combina-
tion of smart grid and IoT is called the Internet of Energy
(IoE) [2, 3]. The IoE adopts large number of distributed
power generation equipment, energy storage facilities and
IoT based technologies to facilitate energy sharing and pro-
mote the use of electrical grids and maintain their safety [4].
Besides, to achieve environment sustainability and man-
age energy resources and consumers such as power plants,
smart grids, smart buildings, smart vehicles and other smart
objects efficiently, IoE developing in the energy sector is a
necessity. Hence, IoE, as the integration of IoT and smart
grid, has attracted the researchers’ attention significantly.
Today, the concept of smart city makes all this possible,
where an extensive number of sensors and sensor networks
are available that could be used to implement IoE efficiently,
as an important part of the smart management of the city [5].
IEEE describes the smart grid (SG) as [6] “encompasses
the integration of power, communications, and information
technologies for an improved electric power infrastructure
that serves end-use applications and loads”. SG brings new
information and communication technologies into the tra-
ditional power grids. Hence, SG should be considered as a
network that includes a variety of operations, services and
energy measures including smart meters, smart appliances,
renewable energy resources and other energy resources
such as power plants and also transmission and distribution
networks [7].

Integrating advanced communications and information
technologies into traditional power grids provides many
opportunities such as live monitoring of the energy con-
sumption of any consumer, better resource allocations,
two-way energy flow, prediction and preventing outages,
integration of micro energy generators such as solar power
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into the electricity grid and many others. However, this mas-
sive integrated network also requires massive bi-directional
communication between all entities of SG, while in a power
grid the communication was generally limited to the energy
providers such as major power plants and transmission and
distribution networks. However, in an SG, any node, e.g.
a smart meter or an electrical vehicle, could be the source
to send or receive data to/from another node of the grid. It
means that SG has been merged with [oT more and more
to perform IoE and this attracted the researchers atten-
tion [8—12]. IoE, as a web-enabled usage of SG, provides
many benefits for the energy generators/sources, distribution
operators, consumers and stakeholders because of its flex-
ibility and intelligence-based monitoring, management and
control, and data processing. Therefore, using IoE, it is pos-
sible to make the energy chain cost-efficient, safe, reliable,
and flexible. A high-level structure of an IoE ecosystem is
depicted in Fig. 1.

The massive flow of information in IoE has many advan-
tages for the management of energy consumption and pro-
duction and reduces many energy losses, which at a higher
level can impact many aspects of a smart city’s inhabitants’
lives by providing more green energy by better utilizing
renewable energy resources and reducing fossil fuel usage,
which leads to lower environmental emissions. However, any
public or distributed communication network will always
have security and privacy concerns. In other words, the use
of communication technologies in smart grids makes them
vulnerable to cyber-attacks [13, 14]. The majority of these
attacks are designed to compromise the SG’s confidential-
ity, integrity, and availability of information. To protect the
SG from these attacks, a number of security protocols are
in place. One of the most recent challenges that must be
addressed to ensure that these protocols are free of flaws is
their security. Attempts to obtain and eliminate all of these
protocols’ vulnerabilities continue to be a research focus for
researchers. As a result, we concentrated our efforts on this
critical issue.

1.1 Challenges and motivation

To ensure network security, an authentication mechanism
must be used. Following authentication and the establish-
ment of a secret key, protocol participants can use the secret
key and accompanying cryptographic techniques to protect
their own confidential information in an unprotected com-
munication channel. One authentication mechanism can
achieve authentication, and a key agreement protocol can
achieve the goal of establishing a secret key. There are pro-
tocols that can achieve both of these goals at the same time.
These protocols are known as authentication and key agree-
ment (AKA) protocols.
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Fig.1 An IoE ecosystem
(Thanks to conceptdraw
https://www.conceptdraw.com
for the icons)
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Many recent studies have attempted to solve the SG infra-
structures’ security and privacy concerns. A survey of secu-
rity and privacy challenges in SG, by Kumar et al., can be
found in [15]. Authentication and key management in many
domains, which is the foundation for much proper access to
the services delivered over SG, is a significant security con-
cern in SG. A recent survey of key management systems for
SG infrastructure is conducted by Ghosal et al. [16]. Among
the several techniques to managing key agreements between
different entities, the authentication-based technique is more
popular due to its better level of trustworthiness. In this
study, we focus on studies that use Elliptic Curve Cryptog-
raphy (ECC) as the core of security to share an authenti-
cated key between two clients, such as a smart meter and its
corresponding gateway or service provider, among various
approaches to designing authentication-based key agreement
protocols. ECC offers a design benefit over other public-key
cryptosystems like RSA in that it requires a smaller key size,
which is beneficial in constrained environments [17] such as
internet of things (IoT) and many edge devices that are used
in an SG infrastructure. Several schemes have been devel-
oped in this context in recent years, e.g. [18-20]. Among
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them, a scheme named PALK [19] could be the most recent
proposal which has been designed by Khan et al.. It is an
ECC-based authentication and key agreement protocol that
enables two users to share a session key through the use of a
trusted authority. In addition, symmetric encryption is used
to reduce the computational cost of the protocol’s instances.
Based on the designer’s computation and communication
costs analysis and comparison to the state of the art, PALK
outperforms related works. As a result, if it also provides the
necessary security, it may be a viable option for restricted
devices in an IoE system. These characteristics prompted us
to conduct a security analysis in order to identify its benefits
and drawbacks in this work.

1.2 Our contribution

The main contribution of this paper contains the folds below:

e We present efficient passive and active attacks against
PALK [19], arecently proposed elliptic curve based key

agreement scheme for SG. The proposed attacks rule out
any possible application for this protocol.
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e We show that the analyzed protocol does not meet the
expected functionality, due to the inappropriate storage
of the information.

e We propose an amended version of PALK which uses
PUF and show its security heuristically against the com-
mon attacks in this context such as traceability attacks,
desynchronization attacks, secret disclosure attacks and
data confidentiality compromising attacks. In addition,
we formally evaluate its security using the widely-
accepted real and synthetic model.

1.3 Organization

The rest of the paper is organized as follows: We review
the latest related work in the field of smart grid security in
Sect. 2. In Sect. 3, required preliminaries, including nota-
tions and description of PALK are provided. In Sect. 4, we
analyze the security and functionality of this protocol, where
we show its critical pitfalls. We propose an improved proto-
col in Sect. 5. The improved protocol’s analysis is described
in Sect. 6. In Sect. 7, we compare the improved protocol’s
security and computational and communication costs with
those of some related protocols, include PALK and iPALK.
Finally, the paper is concluded with concluding remarks
in Sect. 8.

2 Related work

In 2011, Fouada et al. [21] and Wu and Zhou [22] inde-
pendently proposed key agreement schemes based on the
Diffie-Hellman key exchange protocol and Elliptic Curve
Cryptography (ECC). Both of these schemes required a pub-
lic key infrastructure (PKI) to implement. Later in [23], the
man in the middle attack was presented against the protocol
of [22]. In 2012, Sule et al. [24] presented a similar protocol
to [21] scheme for smart grid communications, which do not
retain the features of message authentication, user anonym-
ity, insider and DoS attacks resistance.

Xia and Wang [23] also presented a scheme based on
trusted third party and lightweight directory access protocol
(LDAP) to eliminate the high cost of PKI implementation
and maintenance. Later in [25], Xia and Wang’s scheme
vulnerability against authentication attacks and anonymous
key sharing attacks was shown. The MCEPAK protocol was
introduced in [26] based on ECC, x.1035 standard and the
Diffie-Hellmann algorithm, which requires that passwords
be pre-set between the home area networks and different
devices. In 2015, a key distribution scheme was proposed
that also addresses the anonymity of smart meters [27].
Security and efficiency of this scheme were independently
improved by Odelu et al. [28] and He et al. [29].

@ Springer

In all three [27, 28, 30], schemes have been proposed in
which the private keys of smart meters and service provid-
ers are produced based on their identities and by a trusted
anchor. It is worth mentioning that there is no need for a
trusted anchor participation in the authentication process.
Mahmoud et al. [31] proposed an RSA-based protocol that
is computationally better than Fouda et al. [21] and Sule
et al. [24] schemes, however, data privacy, internal attack
resistance and session key protection were not maintained in
this scheme [19]. In 2017, Mahmoud et al. [32] introduced
another protocol for smart grid communications that is bet-
ter than their own previous scheme [31] because it does not
have many security pitfalls of the previous scheme.

Chen et al. [33] proposed an anonymous authentication
protocol and key establishment employed in smart grid, which
was shown in [34] to be vulnerable to DoS attacks. In [18],
in order to solve the challenges of key distribution schemes
in smart grids, and specifically to solve the PKI maintenance
problem, an anonymous ECC-based self-certificated scheme
is proposed, the security of which is also proved in the random
oracle model and through ProVerif tool. The same authors
in [35], presented an authentication scheme for smart grid
which in [34] is shown that it has no security against ano-
nymity and confidentiality contradiction attacks. In 2019, Lee
et al. [36] proposed another scheme for anonymous authen-
tication on the smart grid. In the same year, Wu et al. [20]
presented another elliptic curve cryptography based AKA
scheme for SG. They proved their scheme security using Pro-
Verif tool under the Dolev-Yao model [37]. They also simu-
lated their proposed scheme using NS-3, to show its practical-
ity in communication.

In [19], a password-based anonymous key agreement
framework for smart grid communications named PALK is
introduced and claimed PALK provides strong anonymity,
confidentiality, non-traceability, perfect forward secrecy
and mutual authentication. In [38], Chaudhry showed that
PALK has design flaws due to multiplication of two points
over the elliptic curve. They also fixed these design flaws
of the PALK which led to proposing iPALK. The security
of iPALK is proved through BAN logic and ProVerif tool.

In this paper, assuming that PALK works properly and
does not have design flaws, we show that PALK suffers
from seriously passive and active attacks which eliminates
its use. We also modify PALK so that in addition to fixing all
security vulnerabilities, it is secure against all known active
and passive attacks. Precisely, in this paper, we propose an
improved protocol based on Physical Unclonable Function
(PUF) to provide desired security at a reasonable cost to
address the weaknesses of the PALK. We also demonstrate
the semantic security of the constructed scheme by employ-
ing the widely accepted real and synthetic models under the
computationally hard Diffie-Hellman assumption. Compu-
tational and communication cost analysis of the improved
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protocol versus PALK, based on identical parameter sets
on our experimental results on an Arduino UNO R3 board
with microcontroller ATmega328P, reveals 46% and 23%
improvements, respectively. We also provide the energy con-
sumption of the proposed protocol, which consumes nearly
24 mJ of energy per session.

3 Preliminaries

In this section, we introduce required notations, a brief
description of elliptic curve-based cryptography, and also
represent PALK protocol. The notations used throughout
this paper are listed in Table 1.

3.1 Elliptic curve cryptography

Elliptic Curve Cryptography (ECC) is a public-key cryptog-
raphy approach based on a group G, which is defined over
an elliptic curve. Let g be a large prime number. An elliptic
curve EFq over the finite field F, is defined as the set of all
(x,y) € F, x Fsuch that A* = y* + au + b, where a,b € F,
and 4a’® + 27b> mod q # 0, along with a distinguished point
at infinity which is denoted by O. Then G = {(4, u) € EFq
U0, +} is a group. If there is an element P € G that its dif-
ferent orders can generate all elements of the group, G is
called a cyclic group and P is called a generator of the group.
The order of an element Q € G is denoted as the smallest
positive number n such that nQ = O. Assuming that n is
enough large, given any natural scalar a € F, and
P={(4,n e EFq} of order n, it is easy to calculate

y = a X P. However, given y, E F, and P, it is computationally

infeasible to determine a, which is known as Elliptic Curve
Discrete Logarithm Problem (ECDLP). Similarly, for

Table 1 Used notations

a,b e Fq, givena X P, b X P, E, and P, it is computation-
q
ally infeasible to determine a X b X P, which is known as

Elliptic Curve Computational Diffie-Hellman Problem
(EC-CDHP).

3.2 Semantic security in the real-or-random model

In a three-party password-authenticated key agreement
scheme, the scheme’s parties use their password to share a
common session key SK, which is then used to build secure
channels [39]. In such schemes, a protocol’s party is either
aclientU € U or a trusted server S € S. Any client U could
be either honest or malicious and holds a long-lived key
password pw,. The server § holds a vector
pos= (o).,

pwgl[U] defines a transformation of pw,,. If U is a malicious
client, pw,, is assumed to be known by the adversary. If two
clients U; and UJ share the same session identifications, we
call them partners.

To determine the adversary’s ability to distinguish a real
session key from a random one, we define b to be a bit cho-
sen uniformly at random at the beginning of the experiment.
In general terms, the adversary (A) controls all the public
communications between all the participants and interacts
passively or actively with them. Specifically, following [39],
A can run the following queries:

, contains an entry for each client U.

— Execute(U;, S, U;) query. This query models a passive
adversary A eavesdrops on the channel, and gets read
access to the exchanged messages between U;, S and U,
in the honest execution of the protocol. The output of
this query consists of the messages that were exchanged
during that session of the protocol.

Symbol Description Symbol Description

E F, Elliptic curve over the field F G A prime group over E

q A large prime number F, The field over {0, 1,...,g — 1}

a.P Multiplying P by scalar a TA The third authority

U; i-th user/client r,s,m Random numbers

T Timestamp ID Identifier

P Generator point of the group G sk Secret key

PK Public key PW Password

PID Pseudo ID h(.) One-way hash function

ESx() Symmetric encryption using the key K DSg() Symmetric decryption using the key K
(43) Bitwise XOR operation + Modular addition

Il Concatenation A 2 B Determine whether A and B are equal

A Adversary Tr Computational complexity of function F
zr The set of integers {1,...,qg — 1} G, Series of games used in semantic security proof
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— Execute(U;, U;) query. This query also models a pas-
sive adversary .4 eavesdrops on the channel, and gets
read access to the exchanged messages between U, and
U; in the honest execution of the protocol. The out-
put of this query consists of the messages that were
exchanged during that session of the protocol.

— serverSend(S, m) query. This query models an active
adversary that may intercept a message and then either
modify it, create a new one, or simply forward S would
returns upon receipt of message m.

— clientSend(U;, m) query. This query models an active
adversary that may intercept a message and then either
modify it, create a new one, or simply forward it to the
target participant. The output of this query is the mes-
sage that U; would returns upon receipt of message m.

— Reveal(U;) query. The output of this query is the ses-
sion key held by the instance U,, if a session key
defined for U; and Test query was not asked to either
U, or to its partner; Otherwise, it returns the undefined
symbol L.

— Test(U;) query. If no session key for instance U; is
defined or if a Reveal query was asked to either U, or
to its partner, then it returns the undefined symbol L.
Otherwise, it returns the session key for instance U; if
b = 1or arandom of key of the same size if b = 0.

It is clear, Test(U;) is meaningful if both U; and its partner
are honest.

Let’s consider an execution of a password-authenticated
key agreement protocol P, influenced by an adversary A,
in which A is given access to the Execute, Send, and Test
oracles, and outputs a guess bit b,. The adversary wins
the game defining the semantic security in the Real-or-
Random (RoR) sense if b, = b, where b is the hidden bit
which is used by the Test oracle. The adversary’s advan-

. . R R . .
tage to win this game, AdvD‘?P(t, R), is defined as follows:

Ad D‘jgi(z,R) =((PrliA—by=1:b=1)
—(Pr(A—-by=1": b=0)))

P offers RoR semantic security if:

Ad oR

Dk < EC)

and £(.) being some negligible function, where the maxi-
mum is taken over all A with time-complexity at most ¢
and using resources at most R, which could be the number
of queries to its oracles. If we aim to model malicious
clients, then we can give the adversary access to Reveal
oracle also.

This mathematical proof will be used in this paper to
demonstrate the improved protocol’s security.
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3.3 Physically unclonable functions

Physically Unclonable Functions (PUF) are used to gener-
ate cryptography secret keys that are generated on demand
and cleared immediately after use in order to provide security
in systems. The output of a PUF is determined by random
physical factors (unpredictable and uncontrollable) that exist
naturally or are introduced at random during the manufactur-
ing process. As a result, it is nearly impossible to copy or
simulate a PUF. PUF technology creates a digital fingerprint
for its associated security IC by default, which can be used
as a unique key / secret value to support security protocols
and services such as encryption / decryption, authentication,
and digital signature. It worth noting PUF implementation is
another part of research for example we refer interested read-
ers to researches [40—46]. It can be seen from related literature
that the cost of a challenge-response call to a PUF depends on
different parameters including the auxiliary circuits that are
used to enhance its reliability. More precisely, the fact is the
PUF itself is very fast, may be nano-sec to give a response,
much more faster than a hash function. But, for the PUF there
are also additional delays due to communication, and also
majority voting to improve reliability. There is a pretty large
communication delay from PC to FPGA hosting the PUF if
one implements the protocol and the PUF in different plat-
form. However, if this process is done on the hardware and
there is no communication with the PC it should be very fast.
On the other hand, the implementation cost of a reliable PUF
has a decreasing trend and considering a hash call as a cost of
challenge-response is reasonable currently [47].

3.4 PALK protocol

In this section, we provide a brief description of PALK [19],
which is a mutual authentication and key agreement protocol
between two users, through a trusted authority (TA), for SG.
This protocol includes four phases denoted by initialization
phase, registration phase, login and key agreement phase,
and password change phase.

Through the initialization phase, TA chooses an elliptic
curve E F, and a generator P over G and a hash function A(.).
It also selects skp, € F, as its secret key and its public key
i.e. PK;, will be sk;, x P. Finally, TA discloses the public
parameters of the system, i.e. { E q(c, d), q, P, h(.)} and its pub-
lic key PK, and keeps sk, secret.

The next phase of PALK, following Fig. 2, is the registra-
tion phase which is run between 7A and a user U; as follows:

1. U, chooses its password PW, and its identifier ID,,
generates a random integer rl-eZ;, calculates
A; = (PW,||r|IID).X; = A;.P,PWI, = PW,; & h(ID;||X,)
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Fig.2 Registration phase of U,

PALK over the secure channel

Message TA

X; = AP, PWI, = PW; ®

h(ID;|| X;)

Sr =8l h(W;||X5), ski = A; +

{PWTI,;,ID; ,X;,TS;}

Checks TS;,
rea € 75, PW =
PWI, @ h(IDi|X.),
B = WPW;|rrallID).
Yi=B.P, W, = X; +Y,,
Si = h(ID;[|W;]|[PW;),
S; = S; ® h(W;|| X;)
{Wi,B;,S}

AR

B; + S, PK; = sk;.P, PK; =

W; + SF.P, stores {S},

Wi}

and sends the tuple {PWI,,ID;,X;,TS;} to TA, over a
secure channel.

Once received the message, TA checks the timestamp
TS;, generates a random integer ryy € Z;, calculates
PW? = PWI, ® h(D/||X,). B; = h(PW!|Iry|IID,). ¥; =
B.P. W, =X, +Y, S,=h(D,|W,|PWI), S, =S, ® h
(W,]|X,) and sends the tuple {W,, B;,S}} to U;, over a
secure channel.

U; computes ST = S, @ h(W,||X,), sk; = A; + B; + S} and
PK; = sk;.P and verifies whether PK; = W, + S;.P to
store {S7, W, } in its database.

In the login and key agreement phase of the protocol,

between U; and U;, that they are communicating to estab-
lish a session key, the process is as follows, see Fig. 3:

1.

U; enters its identity ID, and its password PW,
calculates PWI; = PW; @ h(ID;||X;) and R; = h(ID;||W;
[|[PWI;) and checks whether R; = §;. Next, it selects
a random integer r; € Zq*, computes Z = r;.P, ID;; =
ID; ® h(X;||PWI;||W,), L, = h(r;.P||ID;||X;) and K;; = h
(TS, ® r.P)lIr.P). Ey = ESy (IDy 1Ly [WIPWL]X,),
C =r; @ h(Z.sk;.P||TS;) and sends M|, = {E|,TS;,C,Z}
to U] via a public channel.

Once received M, Uj checks the timestamp T;, calcu-
lates r; = C @ W(Z.PK,||TS)), K;; = h((TS; & r;.P)||r;.P)
and DS,(],l (E)) = UDy |IL, || W;||PWL]|X;). Next, it calcu-
lates ID} = ID;; @ h(X;||PWL||W;) and L} = h(r,.P||
ID?||X;) and verifies whether L} = L, to authenticate U.
Assuming that U; has been authenticated, U; chooses a
random integer r; € Z* calculates L, = h(ID*||ID ||
WilIW)), MAC; —h(lD*IIID 111X IIWIIWIITS) SK;
h(ID; IIID ||L2||MAC IIWIIWIIV T PIITS) Kp = h(L ||

IDi||TSi||V,-)’ IDjl = IDj @ h(XjHIDil ||L1), E, = ESK,Z
(D}, | W IX;IMAC;||7;.PI|L,) and sends My = {E,, TS;}
toU,.

3. U; receives M,, checks TS;, calculates K, = h(L,
DTS, |I7) and DSy (E,) = (D, |W,IX,IMAC; |Ir;.PIIL,)-
Then, it calculates ID* =ID;, ® h(X; ||ID 1L,

= h(ID; ||ID* (W IW)) and Verlﬁes whether L] = = [, to
authentlcate U;. Assuming that U, has been authenticated,
U, calculates MAC = h(ID, ||ID*||X IX; | W; ||WJ||TS)and
also verifies whether MAC; = MAC;. Next, it sets
the session key as SK; = h(IDAlID;f||L§||MACj||Wi||Wj
ll7;.r;- PITS,))-

PALK also supports changing the password for the legiti-
mate users, as follows:

1. U enters its identity ID, and its password PW;, computes
PWI, = PW, ® h(]Q,HX,) and R; = h(lD,llW,HPWI,) and
checks whether R; = S,.

2. If R; =S,, the user U, sets the new password as PW"
and computes PWI' = PW'" @ h(ID;||X;) and
R = h(ID;||W,||PWI").

3. Finally, PWI; and R; are replaced by PWI'" and R
respectively.

4 Security analysis of PALK
In this section, we will first present some arguments for
the workability of PALK, which has been independently

reported in [38]. Next, assuming that the protocol is opera-
tional, we demonstrate that it has critical security flaws.
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U; Message U;
PWI;, = PW, & h(ID;|X;),
R = Si,ri € 22, Z = 1..P,
ESr,, (IDa || L1 [|W; | PW L[| X5),
Mi={E,T5:,C, 2} Checks TS;, » = C &
WZ.PK||TS:), K1 = h((TS; &
TZP)”TZP)7 DSKjl(El) =

Checks TS]', Kig =
h(LA | LD ||T'S;]|74),

DSK&(EQ) =
(IDj1 [|W; ]| X;5][MAC;||r;.P| L2),
ID} = IDj1 & h(X;||IDu||L1),
Ly = h(ID|[ID;[|Wi[|W;),
Ly £ L, MAC, =
h(ID; || 1D} (| X; || X; [|W3 W5 TS;),
MAC; < MAC;, SK; =

WD, | 1D\ L3 | MAC, | Wi [ W ;... PIITS, ).

My={E>,TS;}
%

(I Dt || Ly [ Wi | PW 1| X3),

ID} = ID;; & h(X;||PWL||W;)

, L = h(ri.P|ID}]X;),

Li = Ly, vy € Z, Ly =
h(ID}||1D;||W;|W;), MAC; =

h(I D[ 1D; | X | X[ Wi W5 T'S;),

SKji =
h(ID;|ID;| L[| M AC; Wi [|[W;(|rj.ri P TS;),
Kj» = W(La1|IDi||TSi|r:),

D, - D; @

WX IDi||Ly),  Ep =
ESk,, (IDj1 |Wj]| X; (| MACj||r;.P| L2)

Fig.3 Login and key agreement phase of PALK

4.1 On the workability of PALK

In the registration phase of PALK, U; computes
{PWI,, ID;, X;, TS;} and sends it to TA, where in response
TA computes and sends {W;, B;, S’} to U; and it checks the
received data and stores {Si*, W;} in its database. However,
later in the login and key agreement phase of the protocol,
U, needs the value of X; which has been computed in the reg-

istration phase as X; = h(PW;||r;||ID;).P and r; is a random
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number that has been generated by U;. Given that U; does not
keep arecord of r; and X;, based on the protocol description,
U, cannot perform the protocol correctly due to the depend-
ency to X;. In addition, in the login and key agreement phase,
U, is expected to compute C = r; @ h(Z.sk;.P||TS;), where
Z =r;..P. Hence U, needs to compute (r;.P).(sk;.P) which
equals to the multiplication of two points over curves which
is meaningless. These mentioned properties of the protocol
prevent the proper functioning of PALK.
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4.2 PALK cryptanalysis

Assuming that PALK works properly, in this section, we
present several efficient attacks against PALK that rule out
its usability in practice, due to the security risks of the users.

4.2.1 Lacks mutual authentication

Through its computations of M, U; does not use any infor-
mation related to U;. Hence, there will not be any difference
between U; and any other user, e.g. Uy. Therefore, it is not pos-
sible for the target U, to identify that it should share a session
key with U;. It also means that U; has no advantage to other
parties in terms of possible access to the sent information.
Therefore, the adversary will be able to achieve what Uj is able
to. This fact also is used in the rest of the presented attacks.

4.2.2 Vulnerable to the identity retrieval, password
retrieval, and session key retrieval

In the login and key agreement phase of PALK, where
the messages are transferred over the public chan-
nel, let’s assume that a passive adversary A eavesdrops
M, ={E|,TS;, C,Z}, where TS, is the timestamp and:

E = ESK“ UDy Ly IW; I PWI|X))

C=r,®hZ.sk,.P||TS;)

Z=r.P
PWI, = PW,; ® h(ID;||X,)

ID;, = 1D, ® h(X,||PWL|W,)
K, =h(TS; ® r;.P)||r;.P)
= h((TS; ® D)||2)

Given that Z and T, are known to A , it can recalculate
the value of K;; = h((TS; & Z)||Z), decrypt E, using it and
extracts (ID;, ||L, ||W;||PWL||X,). Given {ID;;, W;, PWI,, X;}
from the encryption of E;, A extracts the permanent
identifier (/D;) and password (PW,) of U, respectively as
ID; = ID;; @ h(X;||PWIL;||W;) and PW; = PWI, @ h(ID;||X,).
Next, assume that .4 also eavesdrops M, = {E,, TS y }, where

TS; is the timestamp and:

E, = ESy. (D, IWIIX, IMAC; |7, PIILy)
ID;; = ID; & h(X,||ID; ||IL,)
sz = WL IID||TS; || r;)
MAC; = hID; DI, 1, | W I WITS))
In addition, sk;.P = PK; is the public key of U, and it is
known by anyone, including the adversary. Given C, Z, T,
from M, and PK;, A can extractr; = C @ h(Z.PK;||TS;). Now,

given {L,, TS;} from M, and the extracted values of ID; and r;,
A can recompute K, = h(L, |[ID;||TS;]|r;), which is enough to
decrypt E, from M, and extract (ID;; || W, || X; | MAC,||r;.P||L,).
Given {ID;;, X;} from the decrypted E, and {L,,ID;, } from
the decrypted E|, A extracts the permanent identifier (/D))
of U; as ID; = ID;; & h(X;||ID; ||L,). The adversary extracts
r; and also obtains r;.P from decryption of E,, so it can com-
pute r;.r;.P. On the other hand, the shared session key is

computed as follows:

SK; = hUD,|IID; L5 IMAC | W, | W, 17;.r,.PIITS))

where A has all required information to extract it. Hence, a
passive attacker can extract the session key and decrypt any
transferred message which is encrypted using this session
key.

4.2.3 User impersonation

Assuming that A has already did the secret disclo-
sure attack of Sect. 4.2.2 against U; and extracted

{ID;, PW,, ID;, W;, PWI;, X;}, to impersonate U, toward any
other user Uf, it does as follows:

1. A selects a random integer r, € Z;‘ and proper times-
tamp TS,, calculates Z=r,P, L, = h(r,.P||ID;||
X)) . Ky = h(TS, @ r,.P)|Ir,.P). E, = ESg (D |IL, |
W,|PWI|X,), C=r,®hZPK|TS,) and sends
M, ={E,,TS,,C,Z}to Uf, via a public channel.

2. Once received M|, Uf checks the timestamp 7S, com-
putes r, = C @ h(Z.PK,||TS,), K,, = h(TS, ® r,.P)||r,
.P) and DSy (E)) = UD |IL, |W|PWI||X,). Next, it
calculates ID} = ID; @ h(X;||[PWL||W;) and L} = h(r,
P||ID7||X;) and verifies whether L} = L; and authenti-
cates A as the legitimate U,. Thereafter, Uf chooses its
timestamp TSf and a random integer ry € Z’q“, calculates
L, = hID!\IDA|W,IIW,), MAC; = h(ID? |[ID|1X, 11|
Wi”Wf”TSf)» SKfa = h(IDi”IDf”LZ”MACf“VVi”Wf”rf'
roPIITS)). Ky, = h(L, DTS, ). ID;y = ID; @ h(X,
1D,/ ||L,) and E;, = ESKfz(IDfl W NI X [IMAC | ry.PI|L,)
and sends M, = {E,, TS} to U; which is impersonated
by A.

3. Areceives M,, checks TS;, calculates K, = h(L, ||ID,
I7S,llr,)and DS (E,) = (IDyy, Wy, X;, MACy, 14.P, Ly).
Then, it computes ID;‘, = IDy; @ KX/ ||ID; ||L12, L=
h(ID-||ID*||W.||Wf) and verifies whether L} =1L, to
authenticate U,. Assuming that U, has been authenti-
cated, A computes MAC,; = h(ID ||ID*||X X, I W (I W,
||TSf) and also checks whether MAC; = MACf Next, it
calculates the session key as SK,, = h(IDi||ID}‘||L;||

MAC||W,]| Willry.ry PlITSy).
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It should be noted, the extracted information from Uj is
also enough to impersonate U is whenever a user tries to com-
municate with U;. The mentioned attack to impersonate U,
should be enough clear and we skip the details for this case.

4.2.4 User to user attacks on privacy, anonymity,
and access rights

In any secure protocol, when U, is communicating with U,
the user U; should not be able to achieve any information
from U, that can be used to compromise the privacy of U,
in any later session. However, in PALK, after a session
between U, and U is initiated by U, the user U ; achieves the set
{ID;, PW,,ID;,, W,, PWI,, X;} related to U, and it also has PK.
This information compromises the privacy and anonymity of
U;to U i in any later session in which U is involved. Besides,
U; has enough information to impersonate U; in any later ses-
sion. The process will be similar to the impersonation attack
which has been described in Sect. 4.2.3.

4.2.5 Desynchronization attack

As a feature, PALK supports the changing of the password

for the legitimate users. However, it can be a source of a

desynchronization because any passive adversary who fol-

lows the attack given in Sect. 4.2.2 or any malicious user
who is described in Sect. 4.2.4 (we denote both by A for
simplicity) has access to ID; and PW, of U,. Given this infor-
mation, A changes the password as follows to desynchronize

U;:

1. Aenters the extracted /D, and PW,, the device computes
PWI; = PW,; @ h(ID;||X;) and R; = h(ID,||W;||[PWI,) and
checks whether R; = S,.

2. Because R; = §;, so A is authenticated as U,. Next, A
sets the new password of its choice as PW/*" and the
device computes PWI'® = PW"" & h(ID;||X;) and
RV = h(ID;||W,||[PWI}").

3. PWI; and R, are replaced by PWI’*" and R’ respec-
tively.

Following these modifications, hence after, the legitimate
user U; will not be able to access the device, because its pass-
word PW,; will not be recognized by the device anymore.
Hence, the user has been desynchronized.

4.2.6 Vulnerable to long-term user-traceability

It is trivial for any passive adversary who follows the attack
that is given in Sect. 4.2.2 or any malicious user who is
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described in Sect. 4.2.4 to compromise the anonymity of U, as
far as it has not updated its password. It comes from the fact
that given {ID,, PW,, ID;;, W;, PWI,, X;, PK,} it is possible to
decrypt E, from the message M, and identify U, based on its
PW, and ID,. However, even after a password update, it is yet
possible to compromise the anonymity of U;, because ID, is a
constant value and will never be updated. Hence, it can be used
as a source of traceability by A.

4.2.7 Lacks message confidentiality

Given the transferred M, and M, for any desired session,
between any pairs of users U; and U, following the session
key disclosure attack that has been described in Sect. 4.2.2,
A can passively extract the session key SK;; and decrypt any
transferred message using that session key. Hence, this proto-
col does not provide message confidentiality.

4.2.8 Insider attack in the registration phase

The designers of PALK claimed that PALK supports no-
secure channel in registration phase [19, P. 10, Table 4]. Let
assume A can eavesdrop the channel between 7A and U, in
the registration phase, which we can consider it as an insider
attacker. At the first step of this phase, U, chooses its password
PW,, ID; and generates a random integer r; € Z, calculates
A; = h(PW,||r;|IID;),X; = A;.Pand PWI; = PW,; @ h(ID;||X;)
and sends the tuple {PWI,,ID;, X;, TS;} to TA. A eaves-
drops the message and extracts the user’s password as
PW, = PWI; & h(ID;||X;) which should not be possible com-
monly. Even if we consider the channel secure, a curious
TA can extract PW; which should not be possible in a secure
protocol.

5 The improved protocol

The improved protocol, like its predecessor i.e. PALK, is
an authentication and key agreement (AKA) protocol and
has four phases of initialization, registration, login and key
agreement, and password and identifier modification phase.
The proposed protocol acts like PALK in the initialization
phase. The difference between the proposed protocol and
PALK is described as follows:

e In the proposed protocol, each client is equipped with a
PUF through which message A; is calculated.

e The other messages exchanged in the other three phases
of the improved protocol have been modified to eliminate
the weaknesses of PALK in the face of attacks presented
in this paper.
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5.1 System model

To deal with the security concerns of PALK, we amend it
by proposing an improved protocol. Given that the attacker
can corrupt a user U; and retrieves its secrets, to avoid the
attacks based on the reveal of the user’s secret informa-
tion, we assume that each user is equipped with a secure
and reliable PUF. In this model, given challenges C # C’
then PUF(C) and PUF(C') will be completely different but
a PUF returns the same PUF(C) for the same C; even if it is
tested for the same C again and again. In addition, different
PUFs also return completely different responses for the same
challenge. It is worth noting that designing such a PUF is
an active research area itself and out of the scope of this
paper, an interested reader can see [48—52] for the state of
the art of the designing a reliable PUF and its challenges.
The system level representation of the improved protocol is
depicted in Fig. 4.

The adversary model, which is considered in our
design, follows “Dolev-Yao (DY)” adversary model [37].

Fig.4 System model of the
improved protocol

U)

Smart User

Y 4
~ s
S, e

i-th User

In this model, A can control the communications between
all the protocol’s parties over public channel and could
interact passively or actively with them. In addition, for
the case of forward secrecy we assume that the adver-
sary can compromise a target smart meter or a service
provider in off-line mode and reveal the stored informa-
tion in non-volatile memory, including any stored secret.
However, A has no access to the internal values in an
active session, e.g. the inserted values by the user such as
its password and identifier. In the designed protocol, we
assume that each party knows the other party’s public key
and identifier.

5.2 Initialization phase

We keep the initialization phase of the improved protocol
same as that of PALK, exclude that we assume each client
is equipped with a PUF(.). Hence, in this phase TA releases
the system parameters, i.e. {E (¢, d), g, P, h(.) } and its public
key PK;, = skq,.P and keeps sk, secret.

/A
~

'\, Trusted Authority
(TA)

/.

Vi '\\ j-th User

/ W) S

KL Trusted Authority

w0

wr) PUF Function |

i “ Public Channel (Ke h h : : |
! y exchange) Secure Channel (Registeration) .
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5.3 Registration phase

The next phase of the improved protocol, following Fig. 5,
is the registration phase which is run between TA and a user
U; over a secure channel as follows:

1. U; chooses its password PW,; and its identifier ID,,
generates a random integer s; € Z;, calculates
A; = PUF(PW,||s;|lID;) and X; = A,.P and sends the
tuple {ID;, X;, TS} to TA.

2. Once received the message, TA checks the timestamp
TS;, generates a random integer ry, € Z;‘, calculates
B; = h(X;|lrp4IID;), Y; = B;.P and PK; =X;+ Y, and
sends the tuple { PK;, B;} to U;, over a secure channel. It
also stores and distributes PK;.

3. U; computes sk; =A;+B; and verifies whether
PK; = sk;.P. Next, it computes D; = h(A,||s;||B;) and
stores {s;, B;, D;, PK;} in its database.

5.4 Login and key agreement phase

In the login and key agreement phase of the protocol, U,
initiates a session with U; to establish a session key. In this
model, U; should has already been turned on and verified its
password and identifier. More precisely, we assume that U,
has already been turned on, verified the user identity /D, and
its password PW; by computing A; = PUF(PW,]|s;||lID;) and
checking h(A;||s;||B;) = D; to accept the login and compute
sk; = A; + B; and store sk; in volatile memory. Then, the pro-
cess of this phase is as follows see Fig. 6:

1. U;enters its identity /D, and its password PW;, calculates
A; = PUF(PW,||s;||ID;) and checks h(4;||s;||B;) = D; to
accept the login and compute sk; = A; + B;. Next, it
selects a random integer r; € Z;, computes Z; = r;.PK;;,
W, = r,.5k;.PK;, Ky = h(W,||TS,), E; = ESg (ID||ID;]|r;)
and L; = h(Z || E;||K;|IID;||ID;||TS;) and sends M| = {L,,

TS;} to U;, via a public channel.

l’ l’

2. Once received M, UJ checks the timestamp 75;, com-
putes Wi =sk.Z, and K* = h(WI|TS)), extracts

L

(ID*||1D*||r*) = DSK*(E) Verlﬁes r;.sk; PK W and
. = hZ|E; ||K*||ID*||ID*||TS)and ID* = ID to accept
the U, request. Then, U chooses a random integer
T GZ* computes Z =r.PK;, W;=r.W! and
= h(Z lW;|I1D; ||ID*||TS)and sendsM2 {L], - TS}
to U via a public channel. It also computes the session
key as SK;; = h(ID; ||[ID;||W} |W,|| TS | TS)).

3. Once received M,, U, checks the tirnestamp TS;, com-
putes Wj* = r;.sk;.Z; and verifies L; = hZ|| WJ* l1D;||ID;
||TSj) to authenticate UJ and compute the session key as
SK; = h(D,|[ID; | W, W} || TS, | TS)).

5.5 Password and identifier modification phase

The improved protocol supports changing the password and
also identifier for the legitimate users, as follows:

1. Ujenters its identity ID; and its password PW,, calculates
A; = PUF(PW,||s;||ID;) and checks h(A;||s;||B;) = D, to
accept the login and compute sk; = A; + B;. Next, it
selects a random integer r; € Z7, computes Z; = r;.PK;;,
W, = r,.sk; PKy, and Kz = h(W,||TS;). It also selects
its new password PWl.”eW and its new identifier ID;”W,
generates a random integer s?ew EZ;, calculates
Al = PUF(PW!"||s""||ID}*") and X" = AT".P. It
then computes E; = ESg_ (ID; LD D, 1X7 I TS;)
andL; = h(PK;||Z,||E;||K, TA”ID D D7, [IX NI TS;)
andsends M, = {L,, E TS;} to TA, via a public chan-
nel.

2. Once received M, TA checks the timestamp 75, com-
putes W' = skpy.Z, and K7, = h(WF||TS,), extracts (ID;
||1D”eW||1DTA||X”"W||TS) = DSy (E;), verifies skry.Z;
=W} and L, = WPKNZIE Ky lID; 11D 1Dy,
X'"|\|TS;), ID}, = IDy, and compares ID} with the

Al l’

Fig.5 Registration phase of U;

Message TA

the improved protocol over the
secure channel
Sq € Zy,

A; =
PUFGMHBMH))XQ:A%P

sk; =
sk;.P, D;
{s;, B;, D;, PK;}

A; + By,

PK; =
= h(A;||s;||B;), stores

ADXTS), Checks TSi, rra € 25,

B; = WXi|lrrallD;),
Y, = B,.P, PK; = X; + Y,

Stores
PK;

7 PK;,B; ..
d Q and distributes
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U; Message U;

h(AZ“SrLHBZ) ; Di, sk; = Ai+Bi,
r, € Z;, Z; = TZ‘.PKi, W, =
Ti.SkJi.PKj, Ki]' = h(WZHTSZ),

h(Zi|| Ei|| K[| 1 D; || 1Dy ||T'S;)

M1:{L'L:E17Z1,TSZ}

Checks T'S;, W} = k: A
and Kj; = h(W7[TS;),
IDi|[IDjllr:) = DSK* ( i),

Ti.Sk‘j.PKZ' ; Wi*’ Lz =
MZ|| B || K35 ID} [ ID3 || T'S;),
? *
IDr = ID;, r; € Z,
Zj = Tj.PKj, Wj rj-Wi*;
Lj = hZ;|\W; 1D, |[1D; || TS;)

My={L;,Z;,TS;}

Checks T'S;, W) = riski.Z;, <

? *
Lj = h(Z;||\W{[ID;||1D;||TS;)

SKZ']' =
h(ID; | ID;|W;|WF|TS;||TS;)

SKJ'Z' =
h(I DI || ID;||W W | T S:(|TS;)

Fig.6 Login and key agreement phase of the improved protocol

stored ID; to accept the U, password/identifier change
request. Then, TA generates a random integer rp, € Z(’;,
calculates B! = h(X!""||rpy ||[ID!"), Y = BI".P,
PK!" = X" + Y'Y, Epy = ES(@K;«TA)(PK;'EW||B;?ew||
ID!" || X" TS ) and sends M, = {Ep,, TSy} to U;. Tt
also stores and distributes (ID;“"W, PK;“"W). However, it
keeps (ID;, PK;) in its database for avoiding desynchro-
nization, due to the possible block of M, by the adver-
sary.

3. U, verifies TSy, extracts (PK'V||B!"||[ID!"|| X "]|
TS14) = DS( g 1(Ers) and verify its integrity based on
{ID*", X", TS, }. Next, it computes sk = A" +B!"
and verifies whether PKl.”"W = skaW.P, computes
D" = h(AT"||s!"||B}*") and replaces {s;, B;, D;, PK;}
by {s;.“’w, B;.“’W, D;‘ew, PKZ."eW} in its database. If this steps
fails, U, re-initiates this phase of protocol.

The process of this phase of the improved protocol is also
depicted in Fig. 7.

6 Security analysis of the improved protocol

Given that any device is registered over a secure channel once
a while but it shares session key many times, we only evalu-
ate the security of the key agreement phase of the improved
protocol in this section.

6.1 Heuristic security analysis

In this section, we show that the improved protocol provides
desired security against attacks in the context. A summary
of the security comparison of the improved protocol versus
PALK is provided in Table 2.

6.1.1 Mutual authentication

In the proposed protocol, U; receives M| = {L;, E;, Z;, TS},
calculates W' = sk;.Z, and Ki; = h(W7|ITS)), extracts

(ID:‘IlIDJ*llrl ) = DSy (E), Verlfles ri.sk;.PK; = Wi and
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U; Message TA

h(Aillsil|Bi) = Di, ski = A; + Bi,
T4 S Z(}k, Zz = TZ"PK’L'; WZ —
ri.ski. PKra, Kira = h(Wi|TS;),

selects PWjew, [Dpew, snew ¢ z*,
apen = PUR(PWpew v rDpers)
Xpev = Arewp g =
ESk ., (D[ ID* [ IDp || X | TS;),
Li = h(PK|| Zi|| Es|| Kip a| | ID; | ID7 ||
IDpA|| X7 ||TS;) and  generates
My ={L;, E;, Z;, TS;}

M,
Verifies T'S7 4,
(PEpew| Bpev | IDpew | Xewi|TSpa) = &2

DSaex:, ,)(Era) and verifies it based

on {ID?EU’,XZ-"&“’,TSTA}, sk =
?

Apew 4 Bnew  ppmew L ggmew p

Dy = h(Are sy B,

replaces {si, B;, D;, PK;} by
{Snew Bnew Dnew PKnew}
(3 ) 3 ) K2 ’ (] °

Checks TS;, W} = skra.Z,

ira = hWPTS;),  (IDj
IED I Dp 4[| X TSy ) =
DSK;TA (Ez)7 iz(;Sz* = T'S;l
Ti.skTA.PKi = Wi*’ Li =

WPE|| Zi|| Ei| Kir al | LD7 [ LD |

?
ID7 || X" T'S;), IDY, = IDra,
1D; R ID; to accept the U;
change request. 774 € Zins
Bt = (XPerra | ID}),
Y’I’Le’ll) — Bnew P PKne’ll) —
(2 (2 ° ’ (2
Xinew + Y'inew, ETA —

ESqeks, ) (PE|| B | IDye |
X7 T'Sta4), stores PKev,
and (ID;, PK;) and  generates
My ={E7ra,TSra}

Fig. 7 Password and identifier change phase of the improved protocol

L, = WZE K ID; 1D} (ITS,) and D! = ID; to authenti-
cate U;, where Z, =r.PK;, and L; = h(Zi||E[||Kij||IDi||
ID,|ITS), E; = ESKU(IDillleHri) » W;=r.sk.PK; and
K; = h(W,||TS;). Following the calculations below, U; suc-
cessfully authenticates the legitimate U;:
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sk;.Z; = sk;.r;.PK;
= sk;.r;.sk;.P
= r;.sk;.PK;
=W,
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Table 2 Security comparison, where MA, SKA, RA, ImA, TA, SDA,
DOS, FS, FSC, InA, PG, U2UP, MIMA and DC respectively denote
mutual authentication, secret key agreement, replay attack resistance,
impersonation attack resistance, traceability attack resistance, secret
disclosure attack resistance, desynchronization attack resistance, for-

ward secrecy resistance, forward secrecy with compromise device
resistance, insider attack resistance, password guessing resistance,
user to user privacy, man in the middle attack resistance and data
confidentiality. We omitted the functionality issues of PALK in this
table

Protocol [18] [30] [20] PALK [19] iPALK [38] Ours
MA 4 4 4 X 4 4
SKA 4 4 4 4 4 4
RA 4 4 4 4 4 4
ImA 4 4 4 X 4 4
TA 4 4 4 X 4 4
SDA 4 4 4 X 4 4
DOS 4 4 4 X 4 4
FS 4 4 4 X 4 4
FSC 4 4 4 X 4 4
InA v 4 4 X 4 4
PG 4 4 v X 4 4
U2UpP 4 v v X v v
MIMA v v v X v v
DC 4 4 4 X 4 4

On the other hand, U, receives Mz = {Lj, Zj, TSj}, calcu-
lates Wj* = r;.sk;.Z; and verifies L; = hZ|| Wj* ||ID]Tk l1D;|ITS))
to authenticate Uj, where Zj = rj.PKj, Wj = rj.Wl- and
L; = WZ||W;|IID;||ID;||TS;). Following the calculations
below, U; successfully authenticates the legitimate U;:

r;.ski.Z; = r;.ski.r.PK;

= r;.1;.5k;.PK;

1

=W,

Hence legitimate entities in this protocol are successfully
authenticated. It should be noted it is not feasible for any
other party which has no access to sk; or sk; to perform this
authentication.

6.1.2 Session key agreement

The session key is calculated as SK;; = h(ID,||ID;||W;||W,||
TS,||TS)). Both U; and U, has access to ID;, ID;, TS; and TS;.
In addition, based on the argument provided in Sect. 6.1.1,
U; can successfully calculate W; and U; can successfully cal-
culate W,. Hence, they both drive an identical value for the
session key.

6.1.3 Replay attack
Any session is refreshed by the timestamps 7'S; and 7'S; which

are verified respectively by U; and U;. In addition, the integ-
rity of the timestamps is guaranteed by using one-way hash

functions. Hence, the adversary cannot replay a message
from a session in a later session, without been detected.

6.1.4 Impersonation attack

To impersonate U;, the adversary should either do a
replay attack or generate a valid M,. However, following
Sect. 6.1.3, replay attack is not feasible and the adversary
also has no chance to generate a valid M, because it has no
access to sk;. The same argument can be deduced for the
impersonation of U;. Hence, the improved protocol is secure
against impersonation attacks.

6.1.5 Traceability and anonymity

In the proposed protocol, the exchanged messages are M,
and M,. In these messages, exclude T'S; and T5; that are the
timestamps and cannot be connected to any identity to trace
or compromise its anonymity, the rest of the information are
encrypted values or the output of the one-way hash function
and from a session to another session are randomized by
fresh nonce values. Hence, the exchanged messages do not
reveal any information to trace U; or U; or compromise their
anonymity.

6.1.6 Secret disclosure attack

Transferred messages over public channel, in the improved
protocol, are as follows, exclude timestamps:
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Z;, =r1;.PK;

E; = ESg (ID;||ID;||r;)

L; = hZ\ENKNDNID,NITS)
Zj = 1;-PK;

L; = hZ|\W,IIID; | 1D TS))

A is not able to retrieve any information from L; and L,
because they are produced by one-way hash function and are
randomized each session. Z; and Z; are each the multiplica-
tion of a random value in a point of a large group over ECC
and extracting any information from them equals to deal-
ing with ECDLP or EC-CDHP, which is computationally
infeasible. E; is also the symmetric encryption of a message
with a randomized key that is randomized by W, and hash
function. Hence, A cannot extract any secret information
from the transferred messages over the secure channel in
polynomial time.

6.1.7 Desynchronization attack

In the improved protocol, neither of U; or U; updates their
shared values. Hence, the adversary cannot desynchronize
them by forcing them to update the shared values to different
values which is the source of desynchronization in some pro-
tocols [53]. The only way to desynchronize could be running
a successful password and identifier change phase between
U, and TA, for which A needs the information of PW, and
ID; or correctly guessing A; = PUF(PW,||s;||ID;). Hence, the
proposed protocol is secure against desynchronization attack.
It should be noted A always can block M,, where U; will not
set the session key or update its (/D}", PK"") while U; or TA
did. However, it is not a permanent desynchronization attack
and U, is expected to re-initiate the session (login and key
agreement with U; or password and identifier change with TA).

6.1.8 Provides message confidentiality

The shared session key in the improved protocol is computed
as follows:

SK; = hUD, DWW IS I TS,)

where, W; = r;.sk;.PK; and W, = r;.r,.sk;.PK; and r; and r;
are random numbers respectrvely contrrbuted by U; and U;.
Given that A cannot extract 7, and ; without solving ECDLP
even given the secrets of U, (mcludes PW,, ID; ) or U, at time
t, to determine the session key of any tlme Y #1t, the adver-
sary should solve ECDLP.

@ Springer

6.1.9 Message confidentiality with compromised edge
device

Given that smart meters are distributed over field, it could
be possible for the adversary to compromise a smart meter
U, and read the stored data in the non-volatile memory, i.e.
{s;, B;,D;, PK;}, where,X; = A,.Pand A, = PUF(PW,||s;||ID;)
and D; = h(A,||s;||B;). However, U, is equipped with a PUF
and the adversary cannot clone it. On the other hand, to
impersonate U, or extract the session key at any time #, the
adversary needs PUF(PW,||s;||ID;), where the adversary
cannot achieve PW, and ID; from the stored data, because
they are masked by PUF and one-way hash function. Hence,
the adversary neither can clone U, nor impersonate it. The
same argument works for U;, given that we assumed that the
adversary cannot access the values that are stored in volatile
memory, i.e. sk; in this case, it cannot impersonate U; or con-
tradict its message confidentiality, because it needs sk to pass
the U;’s challenge. Hence, the improved protocol provrdes
message confidentiality with compromised edge devices.

6.1.10 Insider attack

An insider attacker in TA, with access to its memory, could
access PK; and PK; and their identifiers which could not
be used to extract their passwords or sk; or sk;. Even if we
assume that it also monitors the transferred messages over
the secure channel, in the registration phase, it can also
access By, B;, X; and X;. None of this information helps the
insider adversary to access a user’s password or trace U,
or U;, assuming that password is selected randomly. The
reason comes from the fact the computation of U, is also
a factor of A; = PUF(PW,]|s;||ID;) which is not known by
the adversary and the computation of U, is performed using
A; = PUF(PW,||s;||/D;) which is also unknown to A. Hence,
the improved protocol is secure against insider attacks.

6.1.11 Password guessing

Among the transferred messages over the public channel
exclude timestamps, i.e. {Z;, pEpZ,’L }, the values of L,

Z; and E; are randomized by r; and L; and Z; are also ran-
domized by r;. On the other hand, r; and r; are fresh non-
ces that are contrlbuted by U; and U; respectlvely and are a
function of sk; or sk;, that are computed using PUF. Each of
those messages is produced either by one-way hash function,
symmetric encryption, PUF or ECC multiplication. Hence,
it is not feasible for the adversary to guess the password of

U, or U; at least without cloning PUF, which is not feasible.



Peer-to-Peer Networking and Applications

6.1.12 User to user privacy

Exclude the timestamp, U, receives {Z;, L;, E;}. The content
of each value is masked elther by one-way hash function or
a point in ECC that has been multiplied by a random num-
ber. Hence, even a malicious adversary (insider U;) cannot
extract any information that can be used to impersonate U,
in a later session, exclude ID; which is public. Hence, the
proposed attacks against PALK in Sect. 4.2.4 do not work
against the improved protocol. In addition, if U, changes its
identifier and password through participating password/
identifier modification phase, an insider adversary in U; will
not be able to link its current records including its new pub-
lic key to its old records. Hence, after password/identifier
modification, U; could be completely anonymous even to
an identical U;.

6.1.13 A man in the middle attack

Given that .4 could not do impersonation attack, it cannot do
related man in the middle attacks also. In addition, the integrity
of transferred messages is guaranteed by a one-way hash func-
tion, i.e. in the computation of L; or Lj, and its travel time is con-
trolled by timestamp. Hence, any modification in the transferred
messages or relay it for a long-distance will be detected by U, or
U; with the high probability. Therefore, the improved protocol
prov1des desired security against man in the middle attacks.

6.2 Formal security analysis in RoR model

In this section, following [39], we formally evaluate the secu-
rity of the improved protocol in real or random model (RoR).

Theorem 1 Let ES and h(.) be a secure symmetric cipher
and a secure hash function respectively and q,,,, 4s.nq aNd
.5 Tespectively represent the number of queries to Execute,
Send and Test oracles on the improved protocol (for simplic-
ity denoted by IP). Then:

Ad‘%of;:(t qexe;qtest;qxend) < 4"]'5/1 + q-Egs + 2'q'eECC

where €poo denotes the maximum advantage of solving
ECDLP or EC-CDHP by the adversary on each query, €,
denotes the maximum advantage of contradicting collision
resistance property of h(.) and €gg denotes the maximum
advantage of contradicting the indistinguishability prop-
erty of ES with adaptive chosen cipher (IND — CCAl) and

9 = YGexe t Gresr + Dsena-

Proof Let clients U; and U; are communicating to share a
session key and let A be an adversary against the semantic
security of the improved protocol in the Real-or-Random
model. To prove the theorem, we define a series of games G,

started from ideal world denoted by (IKA) and ended in real
world with the improved protocol denoted by (IP). For each
game G,, we define an event Adv R "(t, R) corresponding
to the adversary’s advantage to correctly guess the hidden
bit b involved in the Test queries (see Sect. 3.2).

Game §,. This game defines an ideal key agreement
(IKA) protocol and Adv%o’;;‘go(t, R) =

Game G,. This game is identical to G, exclude that U,
and U, follows the structure of the transferred messages in
the 1mproved protocol. However, all messages are selected
completely random. It is clear Advg‘jllimgo(t, R) — Advgjz( Agl
(t,R) =

Game G,. This game is identical to G, exclude that times-
tamps are not random any more and follow the expected
structure. Given that yet the session key is generated ran-
domly, this modification has no impact on the adversary’s
advantage and AdvD');(Agz(t, R) - Advng;g‘ (t,R) =

Game §;. This game is identical to G,, exclude that Z,
and Z; are calculated using ECC point multiplication, i.e.
Z; =r.Pand Z = r;.P. Given that r; and r; are fresh random
numbers and are generated freshly in each session, on each
query, the adversary’s advantage to distinguish G; from G,
is upper-bounded by 2.£ . Therefore:

RoR-G;
D IKA

RoR—-G,

Ady D,IKA

(t,R) < Adv . R)+2.9.5cc

where q = Gexe + Dsend + st
Game G,. This game is identical to G5, exclude that

E, = ESKU(IDi||IDj||ri) and K;; = h(W,||TS;). Given that TS,
is a counter by nature and r; is a round dependent nonce, the

adversary’s advantage comes from collision in Kj; or IND-
CCALl of ES. Therefore:

RoR—G, RoR-G.
Adviy (6, R) < Advy " (4 R) + (g, + ).

Game 5. This game is the same as G, except that L, and
Lj are calculated using a real hash function, as shown below:

L= h(Zi”Ei”Kl_‘/‘”IDi”ID/‘”TSi)
L, = hZ|W, 1D, 11D, TS))

Given that input values for L; and L are randomized by
nonce, e.g. through calculation of Z; and Z, therefore:

RoR—Gs
D IKA

RoR—-G,

Ady D,IKA

(t,R) < Adv t,R)+2.q.€,.
Game Gg. This game is identical to Gs, exclude that
the session key is calculated using hash function as
= h(ID;||1D;||W,|W;||TS,||TS;). Given that input value
for SK is randomized by nonce, e.g. through calculation of
W, and W therefore:

RoR—Gg
D IKA

RoR—Gs

AdVIE9 (1, R) < Adviyo P (6.R) + q.¢
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where ¢ = q,,, + Ggong + 9ios;- On the other hand, G4 rep-
resents the implementation of the improved protocol (IP).
Hence:

AV (6 e st sena) = AV (1, R) — AdVYR (1, R)

IP D,IP D,IKA
= AdvFR-95(1, R) — Advi e (1. R)

<q.€,+2.q.€, + q.(g, + €gg) + 2.q.€p¢
=4.q.€, + q.€ps +2.9.€gcc

which completes the proof.

7 Performance evaluation

In this section, we intend to compare the proposed protocol
with its previous protocol i.e. PALK and other similar protocols
in terms of security, computational and communication costs.

7.1 Simulation metrics

Through our analysis, the bit lengths of a timestamp, an
identifier, a random number, a hash value and an ECC point
are respectively considered as 32, 64, 128, 160 and 320 bits
respectively. It should be noted we are considering SHA-256
but truncate its output to 160-bit, to avoid the recent security
flaws of SHA-1 [54].

Energy consumption can be computed as Ec = V.I.T,,
where Ec is the energy consumption, / is the consumed cur-
rent, V is the working voltage and Tc is the total computa-
tional time to share a session key [55].

7.2 Results
7.2.1 Computational cost analysis

Any client in PALK should support ECC, hash function
and symmetric encryption/decryption. However, a client
in the improved protocol should also supports PUF. Given
that PUF is a lightweight function in general, we have not
increased the required resources in the new design compared

to PALK significantly. However, in the terms of computa-
tional complexity, U; performs 5 calls to the hash function
(T},), a PUF invocation (Tpy), a call to symmetric cipher
(Tg,) and 3 calls to ECC point-multiplications (Tg) while
Uj does 4 calls to the hash function, a call to symmetric
cipher and 4 calls to ECC point-multiplication. Hence,
totally, a login and key agreement phase of the improved
protocol costs X T}, + Tpyp +7 X Tgee + 2 X Tg,. On the
other hand, based on [19], a key agreement phase of PALK
costs 19 X T}, +4 X Tg, + 8 X Ty 1t is clear the revised
protocol outperforms PALK and iPALK [38], in terms of
computational complexity.

A comparison between computational complexity of the
improved protocol and related protocols are presented in
Table 3.

7.2.2 Experimental evaluation

For each client, we used an Arduino UNO R3 board with
a microcontroller ATmega328P for testing. We achieved
Tpee = 21ms, Topee = 26ms, T), = 3ms for SHA-256 and
T, = 3.7ms using the mentioned platform. We also consid-
ered the time of a PUF invocation (Tp;p,) equal to T;,. Based
on this experiment, the execution time of a key agreement
session in PALK and the improved protocol is 239.8 ms and
184.4 ms, respectively. It demonstrates that the improved
protocol is significantly faster than PALK on this platform
(almost 23%).

7.2.3 Communication cost analysis

Based on our parameters setting that are given in Sect. 7.1,
which is also similar to the setting used in PALK, the
communication cost of PALK has been reported to be
1184 bits. However, there should be a typo that led to the
underestimation of the communication cost. The source
of the mistake could be the considered bit length of E,
and E, in M, and M, respectively. Those values are com-
puted using symmetric encryption and their length should
be at least as long as the length of the encrypted val-
ues. Hence, the bit-length of E; and E, should have been

Table 3 Cost comparison of the

. Protocol Computations Time (ms) Communication
improved protocol and related (bits)
protocols (* The proposed
protocol, PALK and iPALK (18] 10X T, + 8 X Tyee 198 1440
are computing symmetric
encryption on long strings. In (30] SX Ty +6XTyee +2X Tagec 193 1632
such cases the correct cost is (20] X T, +6XTpee +2X Typee 211 1600
based on the number of blocks PALK [19] 19X T, +* 38X Ty + 8 X Ty 365.6 2912
that are encrypted) iPALK [38] 14X T, +* 30 X Tg, + 6 X Tgee 279 2272
Ours TXTy, + Tpyp + 8X* Tgy + 7 X Tgee 200.6 1504

@ Springer



Peer-to-Peer Networking and Applications

Table 4 Energy comparison of the improved protocol and related pro-
tocols

Protocol Time (ms) Energy
consumption
(mJ)

[18] 198 23.76

[30] 193 23.16

[20] 211 25.32

PALK [19] 365.6 43.87

iPALK [38] 279 33.48

Ours 200.6 24.07

considered at least 64 + 160 4+ 320 + 160 + 320 = 1024 and
64 4+ 320 + 320+ 160 + 320 4+ 160 = 1344 respectively.
Following this correction, the communication overhead of
PALK will be 2912 bits while for the improved protocol
itis 160 + (160 + 160 + 160) + 320 + 32 = 992 bits for M,
and 320 + 160 + 32 = 512 bits for M,, totally 1504 bits.
It shows that the improved protocol reduces the commu-
nication cost by a factor of 46%, compared with PALK
and based on an identical setting. Based on Table 3, the
improved protocol has reasonable computational time and
communication cost.

7.2.4 Energy analysis

According to the ATmega328P datasheet [56], the maxi-
mum power, i.e. (V.I) , of the ATmega328P is less than
20mA X 6V = 120mw. Following that, a comparison of the
improved protocol’s energy consumption with other schemes
is provided in Table 4. These results show that a session of
the improved protocol consumes less energy than PALK and
iPALK [38]. As a result, the improved protocol is a good fit
for constrained environments like IoE.

8 Conclusion

In this paper, we analysed the security of a recently proposed
protocol for smart grid (SG), called PALK, and pointed out
its critical security issues. For instance, we have shown that
a passive adversary who eavesdrops the transferred messages
over a public channel and also has access to the public key of
the users, can disclose the session key and also the perma-
nent parameters of the user, e.g. its password and identifier.

To provide a secure protocol for SG, we proposed an
improved protocol, as the amended version of PALK, by
adding PUF function to the clients. Our security analy-
sis has shown that the new protocol meets required secu-
rity for SG applications and its cost analysis showed that
it is more efficient compared to PALK, in terms of com-
putational complexity (on Arduino UNO R3 board having

microcontroller ATmega328P as the platform) and commu-
nications overheads.

The only reason to use PUF in the improved protocol was
to provide security against attacks related to compromised
users. Hence, if we remove PUF from the users and for exam-
ple replace it by hash function, yet the proposed protocol will
be secure against any considered attack in this paper, exclude
attacks related to compromised nodes. The used primitives by
the improved protocol in this case will be identical to PALK.
However, the improved protocol will be more efficient than
PALK and more secure. It shows that, while a designer tries
to design a security protocol, beside selecting secure com-
ponent, S/he should be very careful with the structure of the
transferred messages over public channel also.
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