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Abstract—These days almost every people use online
platforms, some users check others’ reviews before deciding to
take any action. According to the importance of submitted
reviews, they can cause business success or failure, so there
would be an opportunity for deceptive review production,
therefore detection and deletion of these reviews from online
platforms will be an essential task. Different approaches from
Machine Learning (ML) to the recent Neural Networks (NN)
have been used to detect deceptive reviews. Along with the
power of Generative Adversarial Networks (GAN) in
generating data with a distribution close to original data, those
have been used to detect deceptive reviews in recent years to
obviate the lack of sufficient labeled data. Generative Pre-
trained Transformers (GPT) that are powerful in text and
language processing have also been used besides GAN
architecture for deceptive review detection. Especially, in
deceptive review detection, most of the works are based on just
textual features without considering other metadata or
behavioral features. In this paper, we have proposed a new
approach called Score_GPT2GAN to consider the review’s
scores by the regularization concept to the GAN structure
besides textual data. Evaluation results in comparison between
our method and SpamGAN_GPT2 have shown an increase in
the accuracy of 1.4% on the TripAdvisor dataset and 3.8% on
the YelpZip dataset.
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. INTRODUCTION

Along with the development of virtual commercial
platforms and increasing deceptive reviews, their detection is
more important. According to a study [1], the percentage of
fake reviews on YelpZip increased from 5% to 25% from
2005 to 2016. In 2018, Washington Post! mentioned that
61% of reviews for electronics on Amazon are fake. These
kinds of reviews on social media not only can compromise
businesses but also can cause wrong decisions by customers.
Moreover, deceptive reviews are submitted to deceit users,
so it will be hard to discriminate between them, also the
spammers may change the way of writing reviews each time
so detection algorithms could not find them. Therefore,
detecting, and removing deceptive reviews from social media
is more complex.

A variety of methods for deceptive review detection have
been presented till now, they started extracting behavioral
and textual features (or both of them) from the reviews, then
classified them based on these features and different machine
learning algorithms. We have divided machine learning
algorithms into two main categories: classical machine
learning and neural network-based algorithms. In this paper,

! https://www.washingtonpost.com/business/economy/how-merchants-
secretly-use-facebook-to-flood-amazon-with-fake-
reviews/2018/04/23/5dad1e30-4392-11e8-8569-26fda6hb404c7_story.html
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we have used neural network-based ones, because neural
networks (NN) can extract the structure of texts
automatically [2], [3].

Generative Adversarial Networks (GAN) [4] have been
used in this area because they have performed well in
Natural Language Processing (NLP) and classification tasks
to solve the problem of the lack of labeled data. GANs can
generate new data with the distribution close to the main
data. For the first time, FakeGAN [5] used the GAN
structure in this area. This work used two discriminators with
Convolutional Neural Network (CNN) architecture and one
generator with Recurrent Neural Network (RNN)
architecture. Multiple new methods recently used the GAN
structure in this area, such as SpamGAN_GPT2 [6] and
ScoreGAN [7]. We want to use a combination of these two
frameworks as our base models.

In this area, SpamGAN_GPT2 is a state-of-the-art
framework that has two discriminators and one generator
built up by a GPT2 structure in all components. The GPT2 is
an improvement of the Generative Pre-trained Transformer
(GPT) that uses an attention mechanism [8] in its structure.
GPT is a pre-trained network, these kinds of networks have
performed well recently in different NLP tasks.

FakeGAN and SpamGAN_GPT2 have used the texts of
reviews for classification. ScoreGAN is another method that
considered metadata and behavioral features in its structure.
They have found, adding the behavioral features (precisely
the score of reviews) to the textual features could improve
the efficiency of the previous works. According to the power
of GPT2 in the NLP tasks and the influence of considering
the score of reviews in the ScoreGAN, we want to consider
both of them in this work.

We further discuss the previous methods used for
deceptive review detection in part 1I; we will divide these
methods into two parts: classical ML-based and NN-based
methods. Section Il will explain our proposed method
talking about the regularization concept, and the structure of
the generator, classifier, and discriminator respectively. We
will discuss the dataset and evaluation strategies, and
experimental results in section IV. For the last part, in
section V, we will summarize, conclude, and discuss future
works.

In this paper, as our contribution, we have proposed a
method that uses the scores of reviews besides the texts;
these features help the generator to generate more realistic
reviews, which cause better classification in the GAN
structure. Our GAN structure includes three components that
use GPT2 as a network in the generation, discrimination, and
classification tasks.



Il. RELATED WORKS

In this section, we will divide deceptive review detection
methods into two main parts.

A. Classical Machine Learning Approaches

Various classical machine learning approaches have been
used to detect deceptive reviews; these approaches have used
textual or behavioral features or a combination of them. For
the first time in 2008, Jindal and Leo used supervised
methods including Naive Bayes (NB), Support Vector
Machine (SVM), and Logistic Regression (LR) with review-
centric, reviewer-centric, and product-centric features to
create a classifier for this task [9]. Several methods have
used Ngram, stylometric, and behavioral features besides
SVM for the detection [10], [11], [12], [13]. Another
research has used the Support Vector Network (SVN) and
different feature extraction methods including Latent
Dirichlet Allocation (LDA), Word Space Model (WSM), and
LIWC for this task [14]. Khurshid et al [15] used textual
features, primal features, and Term Frequency-Inverse
Document Frequency (TF_IDF) with five classifiers
including Random Forest (RF), NB, AdaBoost, JRIP, and
J48 to detect deceptive reviews. Nilizadeh et al [16] have
concentrated on anonymous changes in users’ profiles and
combined them with textual features; they used RF for
classification.

B. Neural Network-based Methods

NNSs performed well in NLP classification tasks [2], [3].
These models can extract nonlinear relations between
different parts of a text as well as, their syntactic, and
structures of them. Different NN approaches have been used
to detect deceptive reviews; we will discuss some of the
most important ones in this section.

CNNs are famous because of their power to find local
information in data. Li et al [17] have used CNN in two
stages to convert word vectors to sentence embedding, and
then to document embedding, they have used the document
embedding for each review to detection. [18] Used to
combine behavioral features extracted from graph modeling
with semantic features extracted by CNN, to detect
deceptive reviews. DRI_RCNN [19] and RCNN [20], were
used to combine CNN and Recursive models for this task.

RNNs are another type of NNs used; they have a suitable
structure for sequential data structures. [21] Have used a
three-layered, Multilayer Perceptron (MLP) network with
Long Short Term Memory (LSTM) in the second layer for
deceptive review detection. Jin et al [22] have combined
CNN for feature extraction and Gated Recurrent Neural
Network (GRNN) for extracting the order and relation
between the words to create a deceptive model.

GAN [4] is another NN structure that includes two parts
named generator and discriminator; they pre-train separately
then compete with each other in a zero-sum game and help
to improve each other. According to labeling challenges in
the deceptive review detection area, a lack of labeled data
would be a bottleneck; therefore, using GAN to generate
data with the same distribution as the main data could be
useful. In this regard, there are many works. Aghakhani et al
[5] proposed FakeGAN that used one generator and two
discriminators. The generator generates reviews, one of the
discriminators helps the generator to generate deceptive
reviews, and the other one is the classifier of the model.

This approach uses LSTM in the generator and CNN in the
discriminators’ architecture. SpamGAN [23] is another
structure that used GAN to augment labeled data; they used
RNN in the generator and two discriminators.
SpamGAN_GPT2 [6] proposed an improvement to
SpamGAN, they changed their previous model by inserting
GPT2 in the generator and discriminators instead of RNN.
The performance of SpamGAN_GPT2 was better than
SpamGAN, due to using GPT2 in its structure.

Most of the NN-based models used in this area have
considered the text of the reviews as the input. ScoreGAN
[7] used different metadata in the GAN structure besides the
text. They added different metadata to the FakeGAN
structure and considered their effect of them on efficiency.
According to the challenges in the deceptive review
detection area, and the efficiency of the SpamGAN_GPT2
structure; we proposed a method that adds the score of
reviews (inspired by ScoreGAN) to the SpamGAN_GPT2
structure.

GPT2 is an attention-based [8] pre-trained language
model that uses transformer architecture and is trained by an
eight million web page dataset. Transformer structures are
powerful in sequential data like text; they include encoder
and decoder with attention mechanisms in their architecture
that overcome the problem of converting long sentences to
each other. Transformers performed well in different NLP
tasks. GPT2 has about 1.5 billion parameters that are 10
times bigger than GPT1 [25]. GPT3 [26] is the last version
that has 100 parameters more than GPT2, we could not use
that because of the lack of processing resources. We used the
smallest version of GPT2 as SpamGAN_GPT2 did, the
generator includes 12 transformer encoders and the
discriminator and classifier include 12 transformer decoders.

Most proposed methods in the deceptive review area that
uses NNs in their structures have only used the texts of
reviews. ScoreGAN [7] added metadata features to the GAN
structure in this area using the regularization concept [27],
they could outperform their previous method named
FakeGAN. The study by ScoreGAN has shown that adding
the score of reviews (among the others) to the text of
reviews had the best performance. Therefore, in this paper,
we added the scores of reviews to the GAN structure using
the regularization concept; we have also used the power of
GPT2 in our structure.

I1l. PROPOSED METHOD

As labeling as deceptive or real is crucial, the amount of
labeled data is spare or the amount of labeled data with
deceptive labels is tiny beside the real ones. NNs need a huge
amount of data to work with; therefore, due to the power of
GAN to generate data near the main data; we could use them
to overcome these challenges.

GANSs include a generator and discriminator. As is shown
in “Fig. 17, our proposed model used two discriminators (we
will name one of them as a classifier) and one generator, the
same as the FakeGAN and SpamGAN structures. To
describe our model, assume that D is the dataset used in this
work (including labeled D; and unlabeled D,,, D = D, U D,,).
Labeled data D, include data with deceptive and
non_deceptive labels. We will name the generated data by
the generator fake and the rest data in the dataset D real.
The generator will train using D and learn to generate data



similar to the real. The discriminator, on the other hand, will
discriminate between fake and real . The discriminator
helps the generator to generate better by sending feedback to
it. The classifier trains with D, and learns to discriminate the
difference between deceptive and non_deceptive labels.

After the pre-training phase, these three networks will
start the adversarial training phase. They play a zero-sum
game, send feedback, and help each other to improve, the
competition between these three elements causes generating
sentences with better quality by the generator and better
discrimination quality by the discriminator and classifier.
The structure of networks in all three elements is the same as
the SpamGAN_GPT2 and they are GPT2 [24].

We will start discussing our architecture by introducing
how we added the scores to the structure using the
regularization concept, then we will discuss the generator,
discriminator, and classifier architecture.

A. Regularization

The main goal in GAN structures is to learn the main
data distribution P, , (x) to the generator. In the adversarial
training phase, the generator tends to generate sentences
from noises z and improve its generation with the feedback
that receives from the discriminator. InfoGAN [27] proposed
a regularization concept that adds AI(s;G(zs)) as a
regulator to the objective function in the game to keep the
constraint s effect during generation (I(s;G(zs))is the
mutual information between the generated G(z,s) sentences
and s). The goal is to maximize the I function to achieve the
information gain maximization between the scores and the
generated reviews. According to the definition of entropy,
the mutual information function is defined as follows:

I(5,G(zs)) = H(s) — H(s|G(z,9))

= Eycz9[Es-psi[10gP(s"12)]] + H(s)

This equation cannot be computed due to the need for x
before the generation of it in P;(s|x). INfoGAN used an
auxiliary distribution named Q (s|x) that uses the variational
information maximization [28] to delete the posterior
variable effect in this equation; they showed that adding the
auxiliary distribution L(G,Q) to the min-max equation
between the discriminator and generator could help the
generator, generate values with constraint s.

ScoreGAN used this concept to generate reviews with the
constraint of different metadata; they tried to generate
reviews with high information gain with scores and other
metadata. The s could be the score of reviews submitted by
the users and added to the min-max equation through the
auxiliary distribution Q(s|x) = ScoreGAN added a fully

connected layer to the output of the discriminator to compute
the @ (probability that a review has a score of s). By adding
the term AL(G,Q) to the objective function of the
discriminator. ScoreGAN tries to build a model whose
generator can generate reviews with s constraints; therefore,
according to these definitions, the objective function of the
discriminator is defined as follows. The discriminator tries to
maximize it and sends feedback to the generator to help it
generate sentences with constraints.

max[E,., logDy,(x) + E,., log(1 - Dy, (Gag (z))) + AL(G,Q)]

Main
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Fig. 1. Score_GPT2GAN framework, pre-training, and adversarial training
inputs and outputs.

In practice, to implement this objective function and to
calculate Q, a softmax layer is used. The output of the
discriminator network is calculated by the softmax to
estimate the probability that a review has a score of s, And it
is added to the discriminator cost function with the
coefficient A. The softmax function in this implementation is
as follows; @ is the probability that a review has a score of s,
W is the weight matrix that shows the scores, b is the bias
vector, S is the score interval (which here is 1 to 5), and f is
the output of the discriminator network after the max-pooling
layer.

eWI+b

Q= YS_ eWsl+b

g=1

B. Model Structure

The proposed generator framework is similar to
SpamGAN_GPT2 in architecture, with the difference that the
constraints have been added to generate sentences with
constraints. The GPT2 structure is used in the generator
network to generate sentences. The generated sentences by
the generator depend on the parameters of the network 6,
the noise vector z, the review label ¢, the information related
to the position p, and the score constraint s. The z, s, and ¢
values are added to the input at each time interval. This is
done so that the class and score constraints for generating
new reviews are preserved and have an effect on generating
new reviews. The sentence generation process by the
generator is the same as spamGAN_GPT2.

The discriminator used GPT2 architecture in its structure.
The discriminator structure in input and critic layers is the
same as spamGAN_GPT2. Two softmax functions, calculate
the result of discrimination for each input. The discriminator
estimates whether the input sentence is generated by the
generator (fake) or the sentence in the main dataset (real).
The discriminator does this by maximizing its objective
function. We added a fully connected layer to the last layer
of the proposed discriminator in the spamGAN_GPT2 model
to include the scores of reviews (as described in the
regularization section) by adding a softmax function. The
classifier classifies reviews into deceptive
and non_deceptive . The structure of the classifier and
discriminator networks are the same with the difference that
the softmax layer is not used to estimate the scores in the
classifier.



ALGORITHM |. SCORE_GPT2GAN.

Input: labeled data Dy, unlabeled data B, B = B, U D,
QOutput: labeling each review as spamt or hon-spam
Parameters: 6, 8,0.0, 0. .
#Pre-training
Pre-train: generator using D, discriminator using D and fake (generated by generator), classifier using D, and fake|
#Adversarial training
for Training-epochs do:
"] for G-Adv-epochs do:
generale sample with s constraint
fort € 1: T do:
T compute U(xy, )V (xq,-1)
update 8, using policy gradient V;,-”L,‘ in Eq.3-7
for G-MLE-epochs do:
"L update 8,using MLE
for D-epochs do:
sample from fake and D (real)
update discriminator using Eq.3-2
compute U(xy, X, ) V(xy,,) for fake
update eritic loss using Eq.3-5
for C-epochs do:

sample from fake and Dy
update classifier using Eq.2-2
compute U(x,., %) V(x..—,) for fake

update critic loss using Eq.3-3

#Testing
Compute probability of reviews to be spam or non-spamin D; U fake
Compute generator perplexity

One of the challenges of using the GAN structure is the
loss of the effect of changing network parameters, for this
aim, many methods use reinforcement learning. In the GAN
structure, the generator acts like an agent in reinforcement
learning, receiving rewards from the discriminator (which
force the generator to generate score-correlated reviews) and
classifier. We have used the same method as the
SpamGAN_GPT2 to calculate the cost function of our
generator.

According to the explanations given in this section,
“Algorithm I” has been used to train and test the described
structure. As mentioned, in the pre-training phase, all three
components in the GAN structure were pre-trained according
to their definitions. Then, in the adversarial training phase,
they compete with each other and update the weights of their
networks. Finally, to evaluate the proposed structure, the
efficiency of the classifier and generator networks was
calculated.

IV. EXPERIMENTS AND RESULTS

In this section, we will compare and evaluate our
proposed model with the two recent works. As mentioned
earlier, the method named ScoreGAN, presented in 2020,
used the concept of regularization to generate score-
correlated reviews and added this concept to the GAN
structure, which used LSTM and CNN in their components.
Another method called SpamGAN_GPT2, presented in
2020, used the GAN, with GPT2 structure, and used only
textual data for detection. Due to the similarity of the
structure of these two methods with ours, we have compared
these three together.

A. Experimental Setup

The generator in our structure includes 12 transformer
decoders and the discriminator and classifier include 12
transformer encoders. This structure includes 12 multi-head
masked self-attention layers with 768 units and 12 feed feed-
forward with 3072 units. The presented model has used the
Adam optimizer. The learning rate for the generator and
discriminator was 6.25 * 10~ and for the classifier it was
6.25 x 1075, The value of weight decay for the generator
assigned 1 = 10~7, for the discriminator 1 = 10~%, and for
the classifier 1 * 10~5. The number of epochs was 10, 1, and
4 for the pre-train generator, discriminator, and classifier,
respectively, and 5 for the adversarial phase.

TABLE |. ACCURACY PERCENTAGE FOR DIFFERENT PERCENTAGES OF
LABELED AND UNLABELED DATA.

Percentage of labeled data

Method
10% 30% 50% 70% 90%

Score_GPT2GAN_O 88.54 | 83.18 | 86.55 | 87.38 | 87.54

Score_GPT2GAN_50 77.18 | 84.05 | 85.62 | 85.62 | 84.99

Score_GPT2GAN_70 76.5 84.99 85.3 86.24 | 82.18

Score_GPT2GAN_100 | 70.62 | 83.52 | 83.74 | 83.43 | 86.87

SpamGAN_GPT2_0 83.95 8176 85.1 86.45 | 87.56

SpamGAN_GPT2_50 77.1 79.37 | 84.37 | 84.68 | 84.37

SpamGAN_GPT2_70 73.74 | 80.93 | 83.43 | 82.18 86.4

SpamGAN_GPT2_100 | 66.24 | 80.01 | 79.99 | 84.68 84.7

To implement the proposed method, we used ColabPro?.
There was a limit of 24 hours to run and a memory limit
using it. Due to the large size of the network and the
limitation of memory in ColabPro, it was impossible to save
and restore the network after the pre-training phase.
Therefore, we had to do all training and testing processes in
one session; so, we inevitably could use a small percentage
of the YelpZip [29] dataset for evaluation.

B. Dataset

The datasets used in this work for evaluation were
TripAdvisor [10] and YelpZip. TripAdvisor dataset includes
800 deceptive and 800 non-deceptive labeled reviews. To
increase its size, 32297 unlabeled data from reviews posted
for Chicago hotels were used. The TripAdvisor dataset
includes positive and negative semantic labels; it does not
include ratings submitted by users. Therefore, in this dataset,
to incorporate the reviews score features, we set a score of 5
for reviews with a positive semantic and a score of 1 for
reviews with a negative semantic. The YelpZip dataset
contains 608,598 restaurant reviews, with about 13% labeled
as deceptive. To balance the dataset, we separated 40,219
deceptive and 40,219 non-deceptive reviews. The other
80,438 reviews in that dataset were considered unlabeled
reviews for training, which had an equal number of spam and
non-spam reviews. This dataset includes metadata features
and submitted user scores from 1 to 5. Due to the stated
limitation in resources, we could not use the entire YelpZip
data in the training and testing process, and only 10% of
labeled data and 0% of unlabeled data were used.

In both datasets, 80% of the data was used in the training
and the remaining 20% was used in the test phase. In pre-
processing phase for both datasets first, the letters in all
reviews have been changed to lowercase, then the Byte Pair
Encoding (BPE) method was used to represent the texts. The
scores of reviews were extracted separately to use in the
structure.

C. Results

1) The effect of labeled data on model performance

To compare the performance of the proposed method
with previous works, we used a combination of labeled and
unlabeled data from the TripAdvisor dataset with different
percentages in the training phase. TABLE I shows how did
we combine the labeled and unlabeled data in training and
the accuracy criteria for each combination.

2 https://colab.research.google.com




TABLE Il. F1 PERCENTAGE FOR DIFFERENT PERCENTAGES OF LABELED
AND UNLABELED DATA.

Percentage of labeled data
Method

10% 30% 50% 70% 90%

Score_GPT2GAN_0 77.85 | 8131 | 86.64 | 88.12 | 85.84

Score_GPT2GAN_50 69.54 | 8252 | 86.71 | 87.16 | 87.93

Score_GPT2GAN_70 71.64 82.66 86.71 86.91 84.25

Score_GPT2GAN_100 71.58 82.39 84.79 84.11 84.61

SpamGAN_GPT2_0 76.86 | 83.23 | 85.13 | 87.33 | 85.04

SpamGAN_GPT2_50 75.25 77.22 84.27 86.76 | 87.06

SpamGAN_GPT2_70 72.96 79.15 80.78 87.1 87.01

75.45 80.2 80.99 85.2 85.1

SpamGAN_GPT2_100

We used different percentages of labeled data including
10, 30, 50, 70, and 90, as training data to analyze the effect
of labeled data on the performance of models, as an instance
in columns named 30%, 30% of the labeled data was used.
The validation data used for training was the remaining
percentage of the training data, for example, where the
training data was 70%, the validation data was 30%.

We added different percentages of unlabeled data to
labeled data in the training phase and used a combination of
labeled and unlabeled data to involve and investigate the
effect of unlabeled data. According to TABLE 1, which
shows the accuracy percentage of the models in different
percentages combination of labeled and unlabeled data;
Score_GPT2GAN_0 means using 0%,
Score_ GPT2GAN_50, 50%, Score_ GPT2GAN_70, 70%,
and Score_GPT2GAN_100, 100% of the unlabeled data for
training in our proposed model. In the same way,
SpamGAN_GPT2_0, SpamGAN_GPT2_50,
SpamGAN_GPT2_70, and SpamGAN_GPT2_100 are the
percentage of using unlabeled data as 0, 50, 70, and 100
respectively in the SpamGAN_GPT2 model. Likewise,
TABLE Il shows the F1 criteria for both models on the
TripAdvisor dataset with different percentages of labeled and
unlabeled data. In these tables, the increase in the efficiency
of both models can be seen with the increase in the
percentage of labeled data. our proposed model is more
efficient than its previous method in many cases.

“Fig. 2” has been drawn to compare Score_ GPT2GAN
and SpamGAN_GPT2 models side by side on the same
amount of unlabeled data in accuracy percentages obtained
in TABLE |. To better distinguish, the more the percentage
of unlabeled data increases, the more the colors will be deep.

As can be seen in “Fig. 27, with the increase in the
percentage of labeled data in all four charts, the accuracy of
both models has increased (except for the use of 90% labeled
data, which the reason is the decrease in the percentage of
validation data). In all four charts and with the same volume
of data, our model had a better performance.

To determine the best accuracy for an equal amount of
labeled data in TABLE I, we have displayed the highest
percentage obtained in each column in gray. As can be seen,
our model has shown better performance. Among the
different volumes of unlabeled data in both models, using
0% of unlabeled data had the best performance.

Score_GPTGAN_O SpamGAN-GPT2_0 ore_GPTGAN_50 SpamGAN-GPT2_50

GPTGAN_100 M SpamGAN-GPT2

S¢ ) c 10¢
89 89
_ 86
T 83 I I
i I I I
30 10 30 50
% labeled

Fig. 2. Comparing the accuracy criteria for different percentages of labeled
data and equal percentages of unlabeled data. A. 0% unlabeled data. B.
50% unlabeled data. C. 70% of unlabeled data. D. 100% unlabeled data.

As is shown in “Fig. 27, the figure related to
Score GPTGAN_O and SpamGAN_GPT2_0, our model
performed better in the majority of percentages of labeled
data. Especially in using 10% of the labeled data, our model
has a difference of 4.59% compared to the SpamGAN_GPT.
This highlights the ability of our model to face the challenge
of lack of labeled data since our model has been able to have
better accuracy in detecting deception with a small amount of
labeled data.

2) The effect of unlabeled data on model’s performance

To investigate the effect of unlabeled data on the
accuracy criteria  of the Score GPT2GAN and
SpamGAN_GPT2 on the TripAdvisor dataset, the diagrams
of “Fig. 3. A, B” have been drawn from TABLE I. Each
figure is a comparison between different unlabeled
percentages of data. Both “Fig. 3. A, B” have shown that
with the increase in the percentage of unlabeled data, the
accuracy of the model has decreased. The reason is that due
to the difference in the volume of labeled and unlabeled data,
the generator cannot properly learn the distribution of labeled
data and generates sentences that are more similar to
unlabeled data. Since the data used as labeled and unlabeled
are different in terms of distribution so the generator will
most likely produce data with a different distribution than the
original data, this will not help to improve the classifier in
the adversarial training process. The best performance in the
accuracy criterion in both models according to “Fig. 3. A, B”
is when the model is trained using zero percent of unlabeled
data. Furthermore, “Fig. 3. C” was drawn to compare the
accuracy of the best of each model with training on zero
percent of the unlabeled data. As it is shown in this figure,
our proposed model has a better performance than the
SpamGAN_GPT2.

3) Perplexity of generated sentences

“Fig. 3. D” shows the best of each model in perplexity
criterion for the proposed model and the SpamGAN_GPT2
method in different percentages of labeled and 50% of
unlabeled data on the TripAdvisor dataset. Since both
models use the GPT2 structure the perplexity criteria for both
models are almost close to each other. Moreover, the
perplexity for both models decreased with the increase in the
percentage of unlabeled data. As expected, the generator was



Fig. 3. A. The effect of unlabeled data on the accuracy criterion of the
Score_GPT2GAN model, B. The effect of unlabeled data on the accuracy
criterion of the SpamGAN_GPT2 model, C. Comparison of the best of both
methods in the accuracy criterion for, D. Comparison of the best of both
methods in the perplexity of different percentages of labeled data.

able to produce more realistic reviews using larger amounts
of data.

4) Comparison of Score_GPT2GAN, ScoreGAN, and
SpamGAN_GPT2

TABLE 11l compares Score_ GPT2GAN with ScoreGAN
and SpamGAN_GPT2 on the two datasets of TripAdvisor
and YelpZip. The data used for all three methods have been
the same; the volume of unlabeled data for all three models
was equal to zero. In the models, Score. GPT2GAN and
SpamGAN_GPT2 for the TripAdvisor dataset, 70% of the
training data is used for training and the remaining 30% as
validation data, and in the YelpZip dataset, 10% of the
training data is used as the validation data.

“Fig. 4” compares all three methods in accuracy and F1
criteria on both datasets. As can be seen in this figure, our
proposed method has a better performance than the other two
methods. According to this figure, there is a big difference
between ScoreGAN and the two other methods, which can
show the effect of GPT2 compared to other NN methods
used in ScoreGAN.

Our method has a 1.4% improvement on the TripAdvisor
dataset and a 3.8% improvement on the YelpZip dataset on
the accuracy criterion compared to the SpamGAN_GPT2.
This indicates the effect of the score feature in improving the
model's performance. As mentioned above, the scores in the
YelpZip dataset are the exact scores submitted by users and

TABLE |ll. PERFORMANCE OF MODELS, SCOREGAN, SPAMGAN_GPT2,
AND SCORE_GPT2GAN IN ACCURACY AND F1 CRITERIA ON TWO

DATASETS.
dataset method Accuracy F1

Score_GPT2GAN_0 88.38 88.12
TripAdvisor SpamGAN_GPT2_0 86.94 87.33
ScoreGAN 80.26 63.8
Score_GPT2GAN_0 64.17 65.03
YelpZip SpamGAN_GPT2_0 60.38 61.65
ScoreGAN 54.58 41.45

a. Yelp dataset b. TripAdvisor dataset

re_GPTGAN_O mSpamGAN_GPT2_0

M Score_GPTGAN ®SpamGAN_GPT2 & ScoreGAN | 5S¢

60

| I I

3 l - I |
accuracy f1

Fig. 4. Comparing the performance of three models in accuracy and F1
criteria. a. Comparison on YelpZip, b. Comparison on the TripAdvisor.

range from 1 to 5, but the scores used for the TripAdvisor
data show semantics. Therefore, the effect of the real scores
that were presented in the YelpZip dataset is evident in the
difference in the efficiency of our method in the two datasets.

5) Performance of the classifier during the training

To check the performance of the classifier during the
training process, the accuracy of the classifiers of both
models was calculated on the validation data, “Fig. 5 was
drawn based on this for the TripAdvisor dataset. As it is
illustrated in this figure, the classification accuracy of our
proposed model increased earlier than the SpamGAN_GPT2
and approached the ideal number. This indicates that the use
of the score feature can create a better classifier with a
smaller number of executions, so considering the resource
limitations, using our model with a smaller number of
executions can be useful.

V. CONCLUSION

We presented a structure to detect deceptive reviews,
which, in addition to using the text of reviews, also uses their
metadata. The framework used in this work uses the GAN
structure, which takes advantage of the power of GPT2. The
use of GPT2 for its efficiency in analyzing the text and
adding review scores to it has improved the performance of
the proposed method in terms of accuracy and F1 compared
to previous methods. During the evaluation, our proposed
method had an accuracy of 88.3 on the TripAdvisor dataset,
while the accuracy was 86.94 and 80.26 for the
SpamGAN_GPT2 and ScoreGAN methods, respectively.
Moreover, the accuracy for YelpZip data for
Score_GPT2GAN, SpamGAN_GPT2, and ScoreGAN
models was 64.17, 60.38, and 54.58 respectively. Therefore,
combining metadata with texts of reviews can be used in
building more powerful models for detection. GPT2 has been
used in this work, which has good functionality in the NLP
tasks, due to the limitation of resources; working with that
was challenging. Therefore, our suggestion is to use other
lighter pre-trained networks (such as XLM) than GPT2. The
framework presented in this article, with slight changes,
could also be used in different classification multilingual
tasks. The score for the reviews generated by the generator
was considered average in our model; generating metadata in
addition to generating reviews can be considered.

——SPAMGAN-GPT?  =hmScore_GPTGAN

Fig. 5. Classifiers’ performance of two models on validation data.
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