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Abstract—Fifth  generation (5G) wireless networksare
characterized by applying the software defined networking
(SDN) and network function virtualization (NFV) concepts to
provide higher reliability and scalability, and lower latency for
advent data-hungry services. In the initial version of SDN based
5G, a centralized architecture for SDN controller has been
proposed, which inherently cannot fulfill those requirements
simultaneously. This observation has led us toward distributed
architectures, where multiple SDN controllers across the
network constitute the control layers. Furthermore, to fully
achieve the network flexibility and agility offered by SDN, and
also improve resource utilization and consequently to reduce
network cost, we incorporate virtualized SDN (vSDN)
controllers, enabled through the NFV technology. In vSDN with
distributed architecture, controller placement is one of the main
challenges, which is an NP-hard combinatorial optimization
problem with conflicting objectives: 1) maximizing the reliability
of network with low latency; 2) minimizing the total cost of
implementation, which can be interpreted as reducing the
number of vSDN controllers. In order to achieve such a
compromise, in this work, we formulate the problem of vSDN
controller placement and introduce some performance metrics to
model the latency of communication between controller-switch
pairs and also robustness against vSDN controller failures in a
network. The introduced formulation is some sorts of
submodular optimization, which is exploited to develop several
algorithms. Simulations results demonstrate that, with a
negligible performance loss, a significant reduction in the
number of vSDN controllers is achievable. Finally, latency, cost,
and robustness trade-offs are investigated.

Index Terms—S5G, robustness, submodularity, VSDN control-
ler placement.
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1. INTRODUCTION
A. Motivation and Background

OVING towards fifth generation (5G) wireless net-

works have become realistic through the integration of
the two technology enablers: network function virtualization
(NFV) and software defined networking (SDN) [1]. NFV
reduces both capital and operational costs of the network by
introducing virtualized network functions (VNFs), imple-
mented on general-purpose servers or high volume servers
(HVS) [2]. On the other hand, through decoupling control and
data planes in SDN, flexibility, agility, and automatic configu-
ration of networks have been addressed [3]. Taking these tech-
nologies into account, 5G is facilitated via a programmable
and flexible structure, where based on network states and end-
users’ traffic, each physical, virtual, networking, and comput-
ing resources of network, e.g., (HVS), and even each required
entities of network, e.g., SDN controllers, can be dynamically
managed to satisfy the requests of services and to utilize the
network resources in the most efficient manner [4], [5]. There
exist a lot of recent works aiming to address different aspects
of this context from both academia and industrial bodies, e.g.,
[4]-[7]. In this paper, our focus is on the problem of SDN con-
troller placement, which plays an important role in the archi-
tecture of 5G [8].

SDN was originally proposed with a centralized controller
architecture that provides optimal routing and control for the
network [9]. However, this central architecture suffers from a
major problem, which is lack of scalability [10]. In fact, as the
size of the network grows, the distance between the controller
and the switches under control grows, which leads to larger
delays in delivery of control messages and may fail the system
to satisfy the requirements for quality of service (QoS) repre-
sented as a maximum tolerable latency [10]. Furthermore, cen-
tral architecture is not robust against failure of the SDN
controller (i.e., the problem of single point of failure). There-
fore, distributed SDN controllers are becoming a compulsory
architecture for future networks. Although a distributed
scheme promises performance improvements in terms of
latency and robustness, its gain fully depends on how the SDN
controllers are placed within the network [11]. The placement
of the SDN controllers will also affect the configuration of the
switches. Following the SDN controller placement, switches
are partitioned into several groups, where each switch belongs
to one specific SDN control zone [11]. Therefore, the prob-
lems of SDN controller placement in the network are usually
represented as optimization problems, which aim to maximize
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speed in delivering the controlling messages of network
between SDN controllers and SDN switches, e.g., to close
SDN controller-switch pairs, or to minimize the network costs,
e.g., placement cost of SDN controllers, subject to the network
limitations, e.g., candidate locations for placement, and QoS
constraints of services, e.g., latency. Of course, inter-control-
ler communication can also influence the end to end latency of
the network [12]. However, in this paper, we do not consider
controller-to-controller communication for three main rea-
sons. First, the controller-switch delay is the dominant factor
of total communication latency as it occurs quite often (i.e.,
every time that the routing rule does not exist in the lookup
table available at the switch repository) and also, the number
of switches is much more than the number of controllers (sev-
eral switches are assigned to each controller) which in turn,
intensifies the effect of controllers-switches communication,
while the controller-to-controller communications only take
place when a message is required to be passed to switches con-
trolled by the others. The latter is essentially rare and plays a
less important role in forming the total latency. Second, if one
takes the inter-controller communication delay into account,
then, a properly weighted summation of controller-switch and
controller-to-controller communication latencies should be
employed. This in turn requires further studies to investigate
optimal weighting. Existing works in this literature apply a
heuristic weighting or simply weigh both equally which are
obviously not optimal, particularly considering the first point.
Third, in this paper, we shed light on some other aspects of the
controller placement problem including robustness, non-uni-
form placement cost, and the trade-off between robustness
and latency, while analytical performance guarantee with low
computational complexity algorithm is provided. Thus, in
order to make the illustration easier and provide intuitions,
such minor simplifications are chosen.

On the other hand, in a distributed architecture for SDN
controllers, the network should be resilient against the SDN
controller failure. This calls for a robust controller placement,
where for each switch, a sequence of SDN controllers in a spe-
cific order is assigned and when each SDN controller fails, the
next one on the sequence manages the switch. In this context,
the sequence of SDN controllers should be determined based
on the probability of SDN controllers failure in the procedure
of SDN controller placement. Clearly, increasing the number
of SDN controllers and deploying the backup SDN controllers
will decrease the latency and improve the robustness. How-
ever, these improvements come with the extra cost of imple-
mentation from a network provider’s perspective.

One approach to tackle this issue is to deploy SDN control-
ler based on NFV concept in 5G, where each SDN controller
is implemented as one VNF running on a specific server,
called virtualized SDN (vSDN) controller [1]. Depending on
the tasks of each SDN controller, its related VNF requires a
specific set of resources such as storage and processing capac-
ity. In this context, providing these resources imposes severe
costs of implementation in 5G networks and should be consid-
ered in the optimization problem of vSDN placement, where
these costs are functions of diverse parameters such as the
location of servers and traffic demand of network services.
Consequently, vSDN controller placement in a realistic 5G
scenario faces a key trade-off among network performance
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metrics such as robustness and cost of implementation. In this
paper, our main goal is to address this problem for the robust
vSDN controller placement.

B. Related Works

As mentioned, problems of controller placement in SDN
based networks are aimed to assign the switches to the SDN
controllers to maximize objective functions of the network,
subject to the network limitations and requested QoS. SDN
controller placement has been studied in the literature from
different perspectives [9]-[11], [13]-[54].

The most important objective for SDN controller placement
is to reduce network latency [14]-[21]. For instance, in [14],
the impact of SDN controller placement on both average and
maximum latency is studied where the objectives are to mini-
mize the maximum and average latency, and the minimum k-
center and k-median algorithms are employed to find the
placement, respectively. In [15], a comprehensive mathemati-
cal model for the optimal placement of the controllers to
reduce network latency in SDN is proposed. The model looks
at the optimal planning for the SDN, which simultaneously
determines the optimal number, the location, and the type of
controllers, and an exhaustive search is used to find the
solution.

Resilience and robustness against link and node failures in
networks have also been taken into account in a number of
works [10], [20], [22]-[30]. A recent heuristic controller
placement algorithm called Varna-based optimization (VBO)
is presented in [20]. Although SDN controllers’ failure is stud-
ied in this work, it is not considered during the designing pro-
cedure which makes it less resilient. In [22], joint switch-
controller latency and SDN controllers failure are considered
where to provide resilience, multiple SDN controllers are
assigned to each switch. One problem with that approach is
the reservation of multiple resources, which increases the cost
of network implementation. In [22], two placement algorithms
are proposed: The first algorithm is based on an exhaustive
search with a non-polynomial computational complexity and
the second one is a heuristic algorithm with a complexity of
O(N?@*+3) where Q is the number of SDN controllers assigned
to each switch. Even the heuristic algorithm becomes infeasi-
ble when the number of nodes in the network exceeds a few
thousand. Moreover, no bounds on the performance are given.
Another recent model is presented in [30], where in addition
to latency, SDN controllers failure is also taken into account,
where several SDN controllers are assigned to each switch in
descending order (in terms of latency). If the first SDN con-
troller fails, which is usually the best SDN controller derived
from the SDN controller placement problem, the second SDN
controller is assigned and so on. In [30], simulated annealing
is proposed to solve the optimization problem, however, there
is no guarantee on the optimality of the solution. Table I
presents a summary of some of the related works.

While the past works studied the SDN controller placement
problem from diverse prescriptive, still due to the NP-hard
nature of this type of problems, proposing an efficient algo-
rithm to solve the problem is of importance where its perfor-
mance bound e.g., the gap between its solution to the global
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TABLE I
COMPARISON OF LITERATURE OF CONTROLLER PLACEMENT
| Ref. | Objective \ Constraint | Robust | Solution ‘

[14] latency num. of controllers no exhaustive search
[15] placement cost latency & capacity no exhaustive search
[17] | outage prob. & latency throughput yes K-Median

[18] latency num. of controllers no exhaustive search
[19] latency num. of controllers & capacity yes K-Means

[20] latency num. of controllers & capacity yes heuristic

[22] num. of controllers latency & capacity yes heuristic

[24] num. of controllers latency yes exhaustive search
[25] latency num. of controllers yes exhaustive search
[26] latency num. of controllers & capacity yes exhaustive search
[27] num. of controllers load balance yes exhaustive search
[29] reliability num. of controllers yes simulated annealing
[30] latency num. of controllers yes simulated annealing
[31] num. of controllers capacity no heuristic

[32] | delay & load balance switch-controller assignment no Genetic algorithm

optimum can be quantified. In this paper, we will aim to cover
this point for our proposed problem.

C. Contributions and Novelties

In this paper, we present a robust scheme for vSDN control-
ler placement, where failure of vSDN controllers is taken into
account, and our objective is to reduce controller-switch com-
munication latency. Due to the virtualized nature of vSDN,
there is a higher chance to have more unavailable vSDN con-
trollers considering scale up/down or migration of vSDN con-
trollers. Consequently, we define a new definition for the
robustness of this type of networks as follows: a network is
robust if the number of unavailable vSDN controllers does not
exceed a predefined threshold. We consider the problem of
vSDN controller placement with a constraint on the number of
vSDN controllers. Note that the number of vSDN controllers
in the network directly impacts the cost of network
implementation.

We present the problem for two cases: 1) uniform place-
ment cost where the placement costs of all vSDN controllers
are similar; 2) non-uniform placement cost where the place-
ment costs of VSDN controllers are different and depend on
the location and servers. The proposed model includes a
parameter, which determines the number of tolerable failures
in VSDN controllers and provides a robust vSDN controller
placement solution. We introduce a surrogate function for
latency, which measures the closeness between controller-
switch pairs. Therefore, we aim to maximize the closeness
function. We show that the vSDN placement problem is a
combinatorial optimization and NP-hard. Henceforth, we need
a near-optimal solution with low computational complexity.
We prove that closeness is a submodular function and thus a
greedy algorithm achieves approximately optimum solutions
within 1 — 1/e factor [55]. Using this approach, we can char-
acterize the latency-cost trade-off for the proposed set-up.
Moreover, we characterize how robustness is achieved at the
price of higher latency or cost. This result explains a tripartite
trade-off among latency, cost, and robustness. The proposed

algorithms are with low computational complexity and realiz-
able for large-scale networks. The contributions of this paper
can be summarized as follows:

e Introducing controllers-switches closeness as a surro-
gate function of network latency.

e Formulating the problem of vSDN controller placement
with robustness against controllers failures for both uni-
form and non-uniform placement costs.

e Proving that closeness is a submodular function.

e Establishing NP-hardness of the optimization problem
and proposing robust vSDN controller placement solu-
tions with near-optimal guarantees.

e [llustrating fundamental trade-offs among latency, cost,
and robustness.

e Explaining the diminishing return of adding vSDN con-
trollers that enables us to reduce the network cost sig-
nificantly, at a negligible performance reduction.

D. Outline and Notations

The rest of the paper is organized as follows. The system
model is introduced in Section II. In Section III, the optimiza-
tion problem is formulated. Near-optimal vSDN controller
placement algorithms are proposed in Section IV. Section V is
dedicated to the numerical results, and finally, Section VI con-
cludes the paper.

We adopt the notation of using boldface lower (upper) case
for vectors a (matrices A) and calligraphic upper case for sets
A. In addition, {0,1}""*" is the set of N x M binary matri-
ces. In addition, unit vector €' is defined as e’ =
[0,...,0,1,0,...,0]" with a 1 in the ith coordinate. Finally, \
is used as the operator of set subtraction.

II. SYSTEM MODEL

We consider a network with a set of N nodes and a set of
weighted links that connect a number of these nodes. Network
nodes are assumed to be NFV nodes and capable of hosting
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Fig. 1. A sample network configuration.

several VNFs (i.e., controllers, switches, and so on) in general.
Set of nodes is denoted by N' = {1, ..., N}, where nodes are
numbered from 1 to V. A link between two nodes is weighted
proportionally to the distance (or communication delay)
between those nodes. We denote the link’s weight between
the ith and jth nodes by E;;, where E € RV is the link
weight matrix. For the sake of simplicity, un-directed links are
assumed, and therefore we have I; ; = E;;, i.e., E is symmet-
ric .! If there is no link between two nodes, oo is considered
for its weight.

A set S of N switches distributed across the network is
given where a switch s € S is placed at each node. Switches
are assumed to be implemented as VNFs in host servers and
all are active. In addition, C = {vy,...,vc} C N is the set of
candidate vSDN controllers, where v. € N is the host node of
the cth candidate vSDN controller. vSDN controllers are also
assumed to be implemented as VNFs in the host server and
consequently consume a certain amount of resources (i.e.,
processing and/or storage) and energy from the host server.
Our aim is to select a subset of active vSDN controllers out of
the vVSDN controller pool C in order to control the network
switches and perform routing for network flows. In Fig. 1, a
sample network including 7 nodes is presented, where the
high volume server (HVS) at each node can host a vSDN
switch, while a subset of them are capable of hosting a vSDN
controller (i.e., candidate vSDN controllers).

Besides the vSDN controller placement, we need to assign a
vSDN controller to each switch. Since the communication

"It is straightforward to extend the system model and adapt the proposed
algorithms to networks with directed links. As explained in Sections III and
IV, the problem formulation and the proposed algorithms depend on the short-
est path between nodes. Thus, in a network with directed links, we only need
to consider directed paths, taking into account that the distance from node i to
node j is not necessarily equal to the distance from node j to node <.

HVS

delay between a controller-switch pair is proportional to their
distance, which is the main driving factor of latency, for each
switch, the closest active vSDN controller is assigned.

One of the important features in a 5G network is reliability
and availability. Therefore, vSDN controllers, similar to other
network components should have a robust placement against
failures. We model the robustness by tolerating up to (Q vSDN
controller failures for some constant predefined (. In other
words, if a set of vSDN controllers with a size of less than or
equal to Q vSDN controllers break down, the network can still
continue to manage vSDN switches with almost the same effi-
ciency. We consider this new definition of robustness in 5G
due to the virtualized nature of vSDN controllers in the net-
works where due to the scale up/down or even immigration of
VNFs from one HVS to another HVS, the chance of having a
large number of unavailable vSDN controllers is high.

When the vSDN controller of one zone breaks down, all the
switches in this zone migrate to the zone of the closest avail-
able vSDN controller, i.e., the second closest active vSDN
controller. When the second closest vSDN controller fails,
switches migrate to the zone of the third closest vSDN control-
ler and so on. Hence, in a robust strategy of vSDN controller
placement, the ) + 1 closest vSDN controllers are considered.
Therefore, during the procedure of vSDN controller place-
ment, on top of the cost of the vSDN controller placement, the
controller-switch closeness is also taken into account in the
model.

III. PROBLEM FORMULATION

The problem is comprised of two tasks: vSDN controller
placement and controller-switch assignment. The vSDN con-
troller placement problem is to select a set of nodes out of the
candidates pool C and activate the vSDN controllers in servers
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of the selected nodes We model this problem with a selection
vector w € {0,1}¢ where w, is 1(0) if the cth vSDN control-
ler is active(inactive). Taking cost of vSDN controller place-
ment into account, this task implies a total cost of Z _ | WePe-

The second task is the controller-switch assignment. For each
switch, among the active vSDN controllers, we assign the
active VSDN controllers with the shortest distances. In order
to make the system robust against failure of up to @) vSDN
controllers, the @ 4+ 1 closest vSDN controllers are assigned
to each switch where () of them are reserved to be employed
in an ascending order (based on distance) in case of failure.
Therefore, to determine the closest vSDN controllers, we run
the shortest path algorithm [56] in the network graph to find
the distance, i.e., closest path between vSDN controllers and
switches, of all nodes pair where D(i, j) is the shortest path
between the ¢th and jth nodes. We denote the closeness of the
gth closest vSDN controller in the set of active vSDN control-
lers to the switch s by d,(s|w), which is determined as follows

1

dy(s|w) = —————
IW) = D o7

; ey

where ¢, , is the index of the gth closest active vSDN control-
ler (i.e., we,, = 1) to the switch s and € is introduced to make
the model consistent with zero distances, i.e., when both the
switch and the active vSDN controller are placed in the same
server in one physical location, and also the measure becomes
less sensitive to small distances. One way to determine e is
based on network policies, e.g., it can be set equal to the
acceptable delay of the network. If the number of active
vSDN controllers is less than ¢, dy(s|lw) is 0, ie.,
D(ve,,,s) = 0.

Since the @ + 1 closest vSDN controllers are assigned to
each switch, the problem of controllers-switches assignment is
dependent on the problem of vSDN controller placement, and
our approach is to propose a joint solution. Hence, the objec-
tive function is to maximize the sum of the closeness of active
vSDN controllers to the switches, subject to the given total
placement budget B, such that the total cost of placement does
not exceed B. Therefore, the objective function is

Q+1

(w) = Zj fo(w), 2)

where f,(w) =" _soudy(s|w) is the closeness of the gth
closest vSDN controllers in the network, and oy, q=

,--.,Q + 1, is the weight assigned to the gth closest vSDN
controller. Since we expect that the failure probability of ¢
vSDN controllers be higher than the probability of ¢+ 1
vSDN controllers failure, we set these weights in a descending
order (i.e., o= ---=>agp41) to give a higher priority to
d,(s|w) with lower gs. Hence, the placement problem aiming
at the maximization of controller-switch closeness can be for-
mulated as

C
max, f(w)s.t. Cl:we {0,139, C2: ZprC<B7
c=1

3
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where C1 enforces the selection to be Boolean and C2 is the
constraint on the placement budget. In the following, we prove
that the optimization problem in (3) is NP-hard.

Theorem 1: The optimization problem in (3) is NP-hard.

Proof: We prove that the placement problem aiming at the
maximization of controller-switch closeness is a Knapsack
problem, which is known to be NP-hard [57]. In order to dem-
onstrate this equivalence, we reformulate (3) as follows

I Q+1

maXy, ZZZD (ers

c=1 s=1 ¢=1
s.t. Cl: w e {0, 1}CX17
C2: x € {0, 1}V @F1),

O‘qxtzs,q

C
C3: > wep. <B,
c=1

Q+1
C4: Zx(;s.q<w(:a Ve, s,

C
C5: Z Tesg<1, Vs,q, 4)
c=1

where ., is a binary variable that determines whether the cth
vSDN controller is considered as the gth closest vSDN controller
of switch s. In addition, C4 guarantees that a vSDN controller is
assigned to a switch for at most one ¢ and such assignment is
only possible when the vSDN controller is selected (i.e.,
w, = 1). Moreover, C5 states that not more than one vSDN con-
troller could be considered as the gth closest vSDN controller to
switch s. It can be observed that (4) is a Knapsack problem with
a linear objective, linear constraints, and binary variables, which
proves that the problem is NP-hard [57]. u

Theorem 1 proves that (3) is NP-hard. Here we solve this
problem approximately using submodular optimization, which
achieves the optimum solution within 1 — 1/e factor via
greedy algorithms [58].

Based on the placement cost of the vSDN controllers, the
vSDN controller placement problem in (3) is categorized into
uniform and non-uniform placement cost scenarios. For the
uniform scenario, the cost of placement of all vSDN control-
lers are the same, w.l.0.g., unit cost, and henceforth, the bud-
get B in C2 is transformed into the cardinality constraint X on
the maximum number of active vSDN controllers. In contrast,
in the non-uniform cost scenario, we consider different place-
ment cost for vSDN controllers where placement cost of
vSDN controller ¢ is p., and the sum of placement cost of
selected vSDN controllers cannot exceed the total budget B.
Clearly, the former is a special case of the latter class, i.e., for
all c=1,...,C set p. =1 and B = K. However, since the
uniform cost class is a simpler optimization problem and more
efficient algorithms exist for this class, we first solve the uni-
form cost problem and then proceed to the general case with
the non-uniform placement cost of vSDN controllers.

In the next sections, we prove submodularity and propose
the placement algorithms with the near-optimality guarantees
for the optimization problem in (3).
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IV. NEAR-OPTIMAL PLACEMENT ALGORITHMS FOR VSDN
CONTROLLERS

In the beginning, we prove that the objective function f(w)
defined in (2) is a: 1) normalized function, i.e., f(0) =0, 2)
monotonic function, i.e., if w* = w 4 €%, then f(w)< f(w?),
and 3) submodular function, ie., if w®=w+e% w’=
w + e, and w? = w + e + e, then
F(wt) = f(w) > flw™) — f(w).

Theorem 2: f(w) is a normalized and monotonic function.

Proof: Assume A be an arbitrary set of vSDN controllers,
a €C\ A, and consider w and w* be the selection vectors
corresponding to the vSDN controller sets .4 and AU {a},
respectively, i.e., w* = w + e“. Since for each s € S and ¢q €
{1,...,Q + 1}, we have d,(s|w")>d,(s|w), the following
inequality holds

Q+1

FOW) = Fw) =Dy (dy(s|w") = dy(s|w)) =0, (5)

seS q=1

which means that f(w®) is a monotone function. For the case
that the set of active vSDN controllers is empty, for each s €
Sand ge{l,...,Q+ 1}, we have d,(s|w) = 0, and f(0) =
0. Therefore, f(.) is also a normalized function. u

Theorem 3: f(w) is a submodular function.

Proof: See Appendix VIIL. u

Based on Theorems 2 and 3, f(w) is a normalized, mono-
tone, submodular function. Therefore, by employing a greedy
algorithm for (3), the solution can be derived where its near-
optimality can be guaranteed [58]. In the sequel, we first pro-
pose a near-optimal greedy algorithm for the uniform cost
problem and then proceed to the general case of vSDN con-
troller placement with non-uniform costs.

A. Algorithm for Uniform Placement Cost of vSDN
Controllers

In this case, for a given K, we need to select at most K
vSDN controllers such that the maximum value of f(w) is
obtained. The algorithm starts with an empty set of vSDN con-
trollers A = () and an all-zero selection vector w = (. At each
iteration, among the un-selected set of vSDN controllers, we
choose the vSDN controller providing the maximal marginal

gain, i.e., argmax f(w + €“) — f(w). The iterations are con-
ceC\A
tinued until K vSDN controllers are selected. The proposed

algorithm is summarized in Algorithm 1.

Based on the Theorems 2 and 3, f(w) is a normalized,
monotone, submodular function. Therefore, Algorithm 1
maximizes the objective function with a 1 — 1/e optimality
guarantee [58].

B. Algorithm for Non-Uniform Placement Cost of vSDN
Controllers

In this case, we consider vSDN controllers with non-uni-
form placement cost. The algorithm starts with an empty
set of vSDN controllers A = () and a set of feasible unse-
lected vSDN controllers B, i.e., the vSDN controllers that
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Algorithm 1. The proposed uniform cost greedy algorithm for
vSDN controller placement
Require: K, D, e.
Ensure: A, w.
Initialization:

A=10;

Greedy algorithm:

: while | 4] < Kdo

¢ = argmax f(w+e°) — f(w)

A= ATy

w=w+e;

: end while

A and w are the set of selected vSDN controllers and the selection
vector, respectively.

AR e

Algorithm 2. The uniform cost greedy algorithm for vSDN
controller placement of non-uniform cost
Require: q, B, D, €.
Ensure: A, w.
Initialization:
A=0;
B ={c|lc €C,p. < B};

Greedy algorithm:

1: while|5] > 0do
2: ¢ =argmax f(w+e°) — f(w)
ceB
3 A=Au{c}
4. w=w+e;
5. B=B-—ps;
6: B={clceC\ A,p.<B};
7: end while
A and w are the set of selected vSDN controllers and the selection
vector, respectively.

do not exceed the budget constraint. At each iteration,
among the feasible un-selected vSDN controllers, we select
the vSDN controller with the maximum marginal gain and
continue the iterations until no feasible vSDN controller
exists. The proposed uniform cost algorithm for vSDN con-
trollers placement with non-uniform costs is summarized in
Algorithm 2.

It is shown that Algorithm 2 can perform arbitrarily bad, as
it ignores differences in placement cost [58]. In fact, this algo-
rithm might make a mistake by adding an expensive vSDN
controller with a marginal gain improvement with respect to
the other vVSDN controllers. In such examples, it is possible to
select more VSDN controllers with the same total cost and a
greater total gain. To overcome this weakness, we propose a
gain-cost greedy algorithm that jointly considers placement
cost and gain of vSDN controllers. The gain-cost greedy algo-
rithm is similar to Algorithm 2 except that for adding a new
vSDN controller, we select the vSDN controller with the max-
imum gain-cost ratio as follows
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¢ = argmax fw+e) — f(w)
ceB De

(6)

Unfortunately, even the gain-cost algorithm can perform
arbitrarily bad and there is no performance guarantee for this
algorithm. However, running both the uniform cost and gain-
cost algorithms and selecting the best of them, provides a
1771/6 optimality guarantee [58]. Since both algorithms are of
linear complexity, running both the algorithms and selecting
the best solution is also of linear complexity.

It should be noted that there is a more computationally com-
plex algorithm that achieves a better optimality guarantee.
Such an algorithm enumerates all the feasible vSDN controller
subsets with the cardinality of 3 and separately augments each
of them with a gain-cost algorithm. It is shown that the best of
these sets and all the feasible subsets with cardinality 1 and 2,
achieve the 1 — 1/e optimality guarantee [58]. We call this
algorithm, 3-combinations gain-cost greedy algorithm. The
proposed 3-combinations gain-cost greedy algorithm is sum-
marized in Algorithm 3.

In the following, we calculate the computational complexity
of the proposed algorithms. To select a new controller in
Algorithm 1, we search among C' candidate nodes and evalu-
ate their effects on the other nodes which is accomplished
with a complexity of O(NQ). Therefore, the computational
complexity of Algorithm 1 is O(KCNQ). For Algorithm 2,
it is not clear that how many controllers will be selected as it
depends on the budget B and cost of vSDN controllers. How-
ever, if we assume that Algorithm 2 selects K controllers in
total, it will also lead to the computational complexity of
O(KCNQ). Finally, Algorithm 3 performs a similar proce-
dure, however for O(C?) times. Thus, the computational com-
plexity of Algorithm 3 is O(KC*NQ).

V. SIMULATION RESULTS

In this section, we evaluate the proposed algorithms and
illustrate the fundamental trade-offs among different
parameters of the problem. In particular, the resulting
robustness-closeness trade-off is depicted. In the following
subsections, we model the network with an Erdds-Rény
graph [59] with the edge probability of 0.2. Unless specifi-
cally mentioned, we set the following parameters for the
simulations: We use Monte Carlo simulations with 10 runs
where the results are obtained by averaging over the 10
realizations. The number of nodes is assumed to be N =
1000 and nodes are randomly spanned (with a uniform dis-
tribution) in a rectangular area with a dimension of 1000 m
by 1000 m. We also consider ¢ = 50m and «, = 1/q for
g=1,...,Q+ 1.

A. Uniform Cost

In this section, we evaluate the proposed algorithm for
the uniform case (i.e., Algorithm 1), where the placement
cost of all the vSDN controllers is equal. Without loss of
generality, we assume p, = 1,¢=1,...,C. First, we pres-
ent a toy example of the controller placement problem to
visually demonstrate the performance of the proposed algo-
rithm. In Fig. 2, a sample network composed of C' =10

1693

Algorithm 3. The 3-combinations gain-cost greedy algorithm
for vSDN controller placement
Require: q, B, D, .
Ensure: A, w.
Initialization:
fi2 = f3=0;
1: for all Ay, C Cdo
20 if |Apemp| = 1 or |Apemp| = 2 then
3 Wiemp = 0
4. Btemp = 0
5: for all a € Ay, do
6.
7
8

— a
Wtemp - Wtemp + €
Btcmp = Bt(imp + Da

: end for
9: if Biemp < Band f(Wyemp) > fi2 then
10: f12 = f(wt(imp)
11: -A12 = Atemp
12: Wi2 = Wiemp
13: end if
14:  elseif | Ay,,,| = 3 then
15: Wiemp = 0
16: Bt(imp =0
17: for all a € Ay,
18: Wiemp = Wiemp + e’
19: Bte,mp = Bt(imp + Pa
20: end for
210 if By <B
22: B ={clec € C\ Aiemp,pc < B— Biemp}
23: while |5| > 0do
24: ot = argmax f(wf,emp + ec) B f(wtﬂ'mp)
ceB Pe
25: Atemp = Atemp U {Cj};
26: Wiemp = Wtemp +ef ‘;
27: Btem[} = Bf,emp + Pers
28: B= {C|C ecC \ -Atempvptt <B- Btemp};
29: end while
30: if f(Wiemp) > f3 then
31 f3 = f(wtemp)
32: Az = Ajemp
33: W3 = Wiemp
34: end if
35: end if
36:  endif
37: end for
38: iffi2 > f; then
39: A= ./412
40: W = W2
41: else
42: A= ./43
43:  w = 1wy
44: end if

nodes and 11 connections is presented where the numbers
on the edges are the distance between the two correspond-
ing nodes. The red circles are the candidates pool and we
aim to select two vSDN controllers (X = 2) where the max-
imum number of controller failures is assumed to be ) = 1.
The green encircled nodes are the controller placement
solution obtained by an exhaustive search, while the
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Fig. 2. A toy example of controller placement problem. The graph is com-
posed of 10 vertices and 11 edges which represent NFV nodes () and the
existing connections among them, respectively. The red circles denote the can-
didates pool (C) and the numbers on the edges are the distance among two
nodes. In this example, we aim to place two controllers. The green encircled
nodes are the controller placement solution obtained by an exhaustive search
(i.e., the optimal solution), while the numbers 1 and 2 beside two of the nodes
present the first and second locations selected by the proposed algorithm,
respectively.

numbers 1 and 2 beside two of the nodes present the first
and second controllers selected by the proposed algorithm,
respectively. As shown in Fig. 2, for this toy example, the
proposed algorithm has selected the optimal set of
controllers.

Fig. 3 depicts the controllers-switches closeness f versus
number of placed vSDN controllers K for two networks with
C =15 and C' =30. As expected, by increasing K, f
increases. In Fig. 3(a), C' = 15 is considered and a comparison
between the result of the proposed greedy method and the
exhaustive search is depicted. It is observable that the greedy
algorithm has obtained the optimal solution for each value of
K. In Fig. 3(b), another network with C' = 30 is considered.
Since exhaustive search is computationally expensive for this
case, only the result of the greedy algorithm is plotted. From
Fig. 3, it turns out that, increasing K in the beginning, when
K is a small number, e.g., 0 < K <5, results in a huge increase
in closeness, however, the rate of improvement reduces for
large K. This phenomenon is known as diminishing
return [58].

B. Non-Uniform Cost

In this section, we evaluate the proposed algorithms for
the case of non-uniform cost where placement of each
vSDN controller implies a different cost. Without loss of
generality, we assume that the placement cost of each
vSDN controller is a random variable with a uniform distri-
bution between O and 1. Fig. 4 depicts the controllers-
switches closeness f versus budget B. In Fig. 4(a), for a
network with C' = 15, the result of the exhaustive search is
compared with the results of the uniform cost greedy algo-
rithm for placement with non-uniform cost (i.e., Algo-
rithm 2), the gain-cost greedy algorithm (i.e., Algorithm 2
where the selection metric is substituted by (6)), the
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Fig. 3. Controllers-switches closeness f versus number of placed vSDN con-
trollers K for a network with (a) C' = 15, (b) C' = 30.

maximum of these two (i.e., max greedy), and the 3-combi-
nations gain-cost greedy algorithm (Algorithm 3).
Although all the proposed algorithms are performing close
to the optimum solution, the 3-combinations greedy algo-
rithm outperforms the other algorithms, however at the
cost of more computational complexity. Fig. 4(b) depicts a
similar graph with C' = 30 where the exhaustive search is
not plotted due to the high computational complexity. As
expected, increasing the budget leads to a higher closeness.
It is evident that closeness exhibits a saturation behavior
for B higher than 15.

C. Robustness-Closeness Trade-Off

In this section, we present a fundamental trade-off between
robustness and closeness, where we demonstrate that consider-
ing backup vSDN controllers, i.e., the 2nd up to the Q + 1
closest vSDN controllers, reduce the closeness of the closest
vSDN controller. In other words, if no failures occur in the
network, a non-robust placement algorithm (i.e., @ = 0) out-
performs a robust one. In the following, we consider C' = 30
and perform 100 runs for the Monte Carlo simulations. To
achieve the trade-off, we consider two simulations. For the
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Fig. 4. Controllers-switches closeness f versus budget B for a (a) small sce-
nario with C' = 15, (b) large scenario with C' = 30.

first scenario, we perform the proposed greedy algorithm for
two cases with ) = 0 and @@ = 5. However, in both cases, we
only plot closeness of the closest vSDN controller f; calcu-
lated based on the set of selected vSDN controllers. Although
for the case with Q = 5, the 6 closest vSDN controllers affect
the objective function, and subsequently the set of selected
vSDN controllers, we only plot the obtained f;. Fig. 5(a)
depicts the closeness versus K. As expected, we obtain a
higher closeness for the (Q = 0, since the objective function of
both optimization problem and plot are the same, while for
@ = 5, the objective function of the optimization problem is
slightly different from what is plotted. This plot illustrates that
making the selection robust (e.g., Q = 5) is obtained at the
price of a reduction in optimality (i.e., lower closeness). For
the second scenario, we perform the selection by setting () =
1, oy = 1, and sweeping w9 in the range of [0,1]. In Fig. 5(b),
similar to Fig. 5(a), only the closest vSDN controller (f1) is
considered for the plot. As expected, by increasing o, a larger
weight is assigned to the second closest vSDN controller and
therefore reduces fi, illustrating the robustness-closeness
trade-off from another perspective.
The results of simulations can be summarized as follows:
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Fig. 5. Controllers-switches closeness of the closest switch (i.e., fi) versus:
(a) K and comparing the result for cases with @ = 0 and @ = 5, (b) as.

e Increasing the number of selected vSDN controllers
increases the closeness function, which illustrates the
trade-off between cost and latency.

e The closeness function follows the law of diminishing
return meaning that a significant reduction in the num-
ber of vSDN controllers is achievable, at the cost of a
negligible loss in closeness.

e For small scenarios, the proposed algorithms approach
the optimal solution.

e There exists a fundamental trade-off between robust-
ness and closeness.

VI. CONCLUSION

In this paper, we study the vSDN controller placement prob-
lem in 5G, which faces two conflicting objectives: 1) introduc-
ing more vSDN controllers to attain a more robust network
with lower latency, 2) holding the deployment costs of vSDN
controller in the reasonable limit. In this paper, we introduce a
proper model for closeness and robustness for vSDN control-
lers and vSDN switches, and formulate the related problem.
Proving the submodularity of the objective function of this
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paper called closeness function, we proposed near-optimal
algorithms with low computational complexity to solve the
placement problem for two scenarios: uniform and non-uni-
form cost of vSDN controller placement. We illustrated cost-
latency and robustness-closeness trade-offs through the simu-
lation results. Notably, simulation results demonstrate that at
the price of negligible robustness loss, a significant reduction
in network implementation cost for vSDN controllers is
achievable.

VII. APPENDIX

VIII. PROOF OF THEOREM 3

Proof: Assume the vSDN controllers set A C C and vSDN
controllers a,b € C\ A. Let us introduce the selection vectors
w, w®, wb, and w? corresponding to the active vSDN control-
lers set A, AU{a}, AU{b}, and AU {a,b}, respectively.
Therefore, the submodularity condition is given by

W) = f(w) > f(w®) — f(w"), (7)

where f(.) is the objective function in (2). By substituting the
summation with f(.), (7) recasts to

Q+1
S5 0y (dy(slw?) = dy(slw))
seS q=1
Q+1
>33 e (dsiw) — difslw). ®)
seS q=1

We prove (8) separately for each s € S, which subsequently
provides the proof for the summation. Consider a specific arbi-
trary switch s € S. With some rearrangements, (8) reduces to

Q+1

ZE:‘%

q=1

Q+1

w*) +d,(s Zaq w) + dy(s|w)).

)

To make the proof more readable, we use the following nota-
tions. We define ¢;, ¢ =1,...,Q + 1, as the gth closest vSDN
controller in the active vSDN controllers set A for the switch
s. In addition, we denote the closeness metric (i.e., defined in
(1)) between s and an arbitrary vSDN controller ¢ by d..
Therefore, d,(s|w),q=1,...,Q + 1 is represented by d,,,
and consequently we have d., > --->d, 041~ Note that if
|A| < g, then ¢, does not exist and d(q = O which is consis-
tent with the model. Since (9) is symmetric with respect to a
and b, without loss of generality, we assume that a is closer to
the switch s in comparison with the vSDN controller b. More-
over, in terms of closeness to switch s, we consider positions
q1 and ¢, for vSDN controllers a and b, respectively. In other
words we assume

dq? >d‘fq]fl>d“>d' = >dcq27

€
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Employing (10) in (9) leads to the following inequality

q -1 @1

Z oyde, + g do + Z ogi1de, + Z ayd,,

=q =1
q-!
+ ag,dy + Z og1de, > Z oyde, + g d,
9=q2 q=1
@—1 Q-1 Q+1

) agerde, + agrdy + > dgiade, + > agde,, (1)

9=q q=q2 q=1
which simplifies to

-1 Q+1
Olqzdb +2 Z aq+1d1q = aq2+1db + Z aq+2d(q + Z th cq-

=42 9=q2 a=q2

(12)
Regrouping the terms in both sides of (12), we have
(st + ety 1y, ) + (@16, + 2y )
+ (Othc,Q,1 + OtQ+1ch) + (aQHch)
> (O[{Qdcqz + aq2+1db) + (Olq2+1d g1 T aq2+2dcqz)

NI (anCQ + aQHdCQA) + (OlQHdCQH), (13)

where using Lemma 1, each group of terms of the left side of

(13) is greater than or equal to the corresponding terms of the

right side, and thus the proof is complete. u
Lemma I: If a=b>0and ¢=d>0, then ac + bd>ad + be.
Proof:

ac+ bd=ad + bec — a(c — d)=b(c — d), (14)

which is correct based on the assumptions. u
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