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Abstract—Road managementsystems are to improve in terms
of integrity, mobility, sustainability and safety by the adoption
artificial intelligence and Internet of Things services. This paper
introduces the concept of covert attacks on autonomous vehicles
which can jeopardize the safety of passengers. Covert attacks are
designed to manipulate the output of a cyber physical system
through network channels in a way that while the changes are
not easily noticeable by human beings, the system is negatively
affected in the long run. We argue that future smart vehicles are
prone to worms of such kind which can use adversarial learning
methods to adapt themselves to hosts and remain stealth for a
long period. As a case study, we design and launch a covert attack
on the lane keeping system of autonomous vehicles. In the studied
scenario, an intelligent adversary manipulates sensor readings
(lane position, curvature, etc.) in order to deceive the controller
to drive the vehicle closer to the boundaries. The worm/attacker
interactively learns the host vehicle behaviors in terms of lateral
deviation and maneuverability and tries to increase the errors to
the extent that remains unnoticeable to the driver. This process is
carried out by using actor-critic learning based on the Newton-
Raphson method in the sample studied scenario. We additionally
show how an intrusion detection system can be designed for
such covert attacks to alert the driver. We use the GPS data as
well as offline maps to reconstruct the road curves and match
it against the readings in the case study. A simulation testbed is
developed based on the map of Nurburgring-Grand Prix track
to evaluate the developed models. Results confirm the validity
and effectiveness of the proposed models.

Index Terms—Unmanned autonomous systems, Cyber physical
systems, Fault diagnosis & prognosis, IoT in industry, Intelligent
control, Lane Keeping, Covert Attack, Adversarial Machine
Learning, Security, Vehicle Safety.

I. INTRODUCTION

A UTONOMOUS driving has attracted a great deal of
attention from car manufacturers, drivers, and several

technology developers. Nowadays, for standard passenger ve-
hicles, Adaptive Cruise Control (ACC), Lane Keeping Assis-
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tance, LaneDeparture Warning and Collision Detection are
not considered fancy additions anymore. In addition to the
above, autonomous vehicles work based on numerous other
technologies such as stereo cameras, radar, GPS and artificial
intelligence (AI). Most advanced cars employ control in simple
scenarios. For example, STOP and GO ACC of Audi enables
the car to follow other cars at low speeds, even in dense
traffic. Lane departure prevention system of Mercedes-Benz
and autopilot of Tesla integrate ACC with auto-steering to
attain a certain level of autonomous driving [1].

On the other hand, road management systems and vehicle-
to-vehicle communication are becoming more efficient towards
having smarter transportation [2]. Integrating smart technolo-
gies, employing AI and intelligent control systems as well as
Cyber Physical Systems (CPS) and Internet of Things (IoT)
are making road mobility systems safer and more sustainable.

Since smart vehicles are equipped with more sensors and
network connectivities, the issue of cyber threats is getting
more serious too. Security attacks launched on autonomous
vehicles can not only cause damage to road mobility systems,
but also endanger the lives of human beings.

Nowadays, hackers are more into CPS targets. Stuxnet
experience showed cyber attacks can have real life impacts.
Hackers are also targeting smart vehicles now. In July 2015,
Fiat Chrysler recalled 1.4 million cars after two security
experts showed how to hack a Jeep Cherokee remotely through
e.g. the car’s entertainment system which was presumably
connected to the data network [3]. These incidents drew the
attention of academics to the security of smart vehicles [4].

Reference [5] has categorized CPS threats and defined a new
family which is so called thecovert attacks. Covert attacks are
part of the deception attacks family, in which an attacker takes
control of parts of the CPS, but keeps the attack impact small
so that it does not draw the attention of human observers.
There are two main subtypes of covert attacks. The first kind
tries to cause steady state errors on the output of the system
to, for example, degrade or exhaust the system over the long
run. The second kind aims to (repeatedly) create transient
noises/effects on the system output to do the same job.

In this study, we take the concept of covert attacks to the
realm of autonomous vehicles. After introducing the general
idea, as an example, lane keeping (LK) in autonomous driving
will be attacked. In our LK scenario, road boundaries are
detected by a stereo camera and are fed to an adaptive model
predictive control (MPC) system to handle the steering wheel
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angle. By adopting the adversarial machine learning concept,
we argue that it is possible to compromise the communication
channel connecting the sensors and the controller and manip-
ulate the control inputs (sensor readings) in a way that the
controller decisions are changed in the attacker’s favor. We
conduct an experiment in which the attacker slightly displaces
the detected lanes though intelligent and adaptive modification
of camera outputs. The adversary learns the probability of
density function (pdf) of lateral deviations from the road
center line and exerts the maximum possible strength of attack
that remains covert to the passengers/driver but statistically
increases the chance of having accidents. The attack strength
is tuned by an actor-critic learning system which uses Newton-
Raphson method. The learning attack example does not depend
on the road profile or vehicle properties and can adapt itself
to different car/road conditions.

After that, we show how an intrusion detection system (IDS)
can be designed for such stealthy attacks to alert the driver
in a timely manner. In the case of LK attack, the IDS works
based on reconstruction of road curves by using GPS data and
comparing them against offline (navigational) map of roads.

To evaluate both the attack and detection strategies, the
proposed idea is put to test in a road simulator that we have de-
signed based on Nurburgring-Grand Prix track. The simulator
has been developed under MATLAB environment. The results
confirm that the proposed covert attack can be successful in
penetrating the system of autonomous vehicles and that the
proposed IDS can detect such covert behavioral changes. The
main contributions of this paper can be summarized as follows:

• Introducing the concept of covert/stealth cyber attacks
on Intelligent Transportation Systems (ITS) and more
specifically, on autonomous vehicles.

• Designing a novel covert attack for lane keeping systems
based on the notions of adversarial learning.

• Designing an IDS for covert attacks based on behavioral
pattern changes and sensor inconsistencies. For the LK
attack, this is done by reconstruction of road curves and
relying on local information.

• Road testing the attack and detection strategies on
Nurburgring-Grand Prix track by using a simulator.

The rest of this paper is organized as follows: In Section II,
related studies are reviewed. In Section III, the proposed covert
attack framework on ITSs is explained. In Section IV, a covert
attack on LK and the corresponding intrusion detection system
are described. Moreover, the actor-critic learning model of
an intelligent adversary is presented. Section V presents the
experiments and discusses the simulation results. The paper is
concluded in Section VI.

II. RELATED WORK

We divide the related studies into two categories; the first
one is on the lane keeping problem in autonomous vehicles
and the second is on its security.

There are several dynamics like longitudinal and lateral
speeds, yaw angle error, and yaw rate which help to properly
steer the vehicle for lane keeping. For example, reference [6]
studied the lateral and longitudinal stability for a distributed

drive electric vehicle using MPC, or [7] proposed a planning
algorithm for safe lane changing of autonomous vehicles on a
straight multi-lane driveway.

Many control strategies have been developed for LK sys-
tems, e.g. robust control of vehicles for lateral motion regu-
lation in the presence of uncertainties [8]. In addition, there
are many studies on assistive LK systems which can switch
between driver and LK control system. But among these, MPC
has been used more in autonomous vehicles [6, 9]. It has a
history of use in other control applications too [10].

In [11], the authors study autonomous control of a car
whose lateral and longitudinal controllers are treated (almost)
separately. Longitudinal speed and brake control are executed
by a feedback PID loop around speed error plus a feedforward
term based on a time-averaged car pitch.

All the above studies develop control systems to maintain
safety and sustainability of vehicles in the absence of cyber
attacks. However, with all the digital connections a smart
vehicle makes, it is unreasonable to rule out the possibility
of security breaches. Paper [12] classified the attacks and
defenses in autonomous vehicles. Autonomous vehicles are
prone to cyber attacks because of two reasons. First, the
external communication channels between autonomous ve-
hicles and outside environment are increased. Examples are
inter-vehicular communications via vehicular ad-hoc networks
(VANET) or vehicle to infrastructure communications. There-
fore, the vehicle network might be compromised by an adver-
sary which can lead to untrusted data injection and decease of
travel safety. Second, the interconnections of electronic control
units and other components via in-vehicle communication
channels like the controller area network (CAN) bus.

Paper [13, 14] presents several types of attacks which may
disturb the operation of VANETs. Two groups of attacks
launched by internal malicious vehicles and external entities
are introduced. The VANET attacks studied include message
spoofing and replay attacks, integrity and impersonation at-
tacks, denial of service (DoS) attacks, and De-anonymization
attack [15].

Reference [16] presumed that data streams emanate from
vehicles and go to side units on the road. A group structure is
suggested to interact with the leader, and the road side unit. A
lightweight permutation mechanism retains the confidentiality
and privacy of the sensory data.

In [17], two covert attacks on adaptive cruise control sys-
tems are proposed. The first one is on the acceleration of
the ego car, and the other manipulates the reference signal.
Both increase the risk of accidental crash. Moreover, an IDS,
based on artificial neural networks, is introduced for anomaly
detection. A similar work was done on a DC motor as the
plant in [18]. The IDS detected significant deviations from
the normal behavior learned during the safe period at the
beginning of system operation.

In [19], a resilient attitude tracking control strategy is
proposed for aviation systems when the network communi-
cation is under DoS attack. In combination with two types
of flows or jumps and a general explicit characterization of
frequency/duration properties for DoS attacks, the authors
develop a hybrid formalism for attitude tracking control.
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In [20], a DoS attack detection algorithm for VANETs
is proposed. Malicious and irrelevant nodes were detected
and isolated from the routing network. In [21], an intrusion
detection algorithm is provided with a feature extraction
method and a hierarchical classifier for malicious activity
detection in VANETs. The two key features that are extracted
are the ”differences in traffic flow” and the ”position”. The
classifier operation involves the processes of relabeling and
recalculation. Reference [22] used multi-stage attention-based
convolutional neural networks to detect anomalies and attacks
in automated vehicles.

In [23, 24], an intelligent classic control system is presented
for compensation of scalar attacks and faults on nonlinear
cyber physical systems which are prone to attacks or faults
in the forward link. More specifically, in [23], the method
is tested on a car cruise control system under attack. The
designed control system is a combination of sliding mode
control, which is a robust control employed in many studies,
as well as a Gaussian RBF neural network [25] for estimation
of the attack effect.

In addition, designing anomaly/intrusion detection systems
is another issue in autonomous vehicles. Different types of
IDSs for this aim are developed using e.g. rolling window and
residual detectors based on Kalman filter for real-time attacks
[26], deep learning techniques [27, 28], etc.

III. THE PROPOSED COVERT ATTACK
FRAMEWORK FOR ITS

In this section, we present how covert attacks through
adversarial learning can intrude in autonomous vehicles. The
proposed framework for ITS covert attacks is depicted in
Fig. 1. As illustrated in this figure, the attacker takes control
of the feedback link, either by constantly sitting on the line
or planting a malicious code (e.g. worm) in the system. Either
way, the adversary can manipulate the sensory data gathered
by the output sensors of the system/plant. Hence, the feedback
information is tampered with before is received by the control
system. The purpose of the attacker is to deceive the controller,
though the controller tries to decrease errors to achieve the
control objectives for the plant. But the controller inputs are
fabricated or manipulated. Therefore, the control effort will
not necessarily serve the original control purpose in the closed
loop system, but rather serves the adversary’s purpose.

To explain the proposed idea further, we choose an example
in smart vehicles, i.e. lane keeping (LK) control system. In the
LK scenario, the goal is to drive the vehicle between a speci-
fied pair of lines, inside lane boundaries. A controller works to
provide the steering command input to the autonomous driving
system. Stereo cameras and lane sensors are employed for data
collection. In the attack scenario, the adversary make changes
to the sensory data or the attacker-planted malicious module
manipulates signals such that the resulted variations remain
unnoticeable to the driver.

In the context of LK, attack can be translated into excessive
deviations from the lane center, to the extent that the vehicle
enters the next lanes, or partially goes off the track. In the
stealth case, this should not lead to uncontrollability and the

Fig. 1. The proposed covert attack scenario in which an attacker-planted
malicious module manipulates the control loop.

amount of lateral deviation should be controlled so that the
effect remains covert. One way to achieve this is to learn
the probability density function of lateral deviations (from
the road center line) and statistically increasing its mean
value so that the tail of the pdf enters unsafe zones. This
increases the chance of having accidents, but the amount of
these excessive deviations must be small so that it can be
considered a covert attack. This can be done by a generic
learning worm/malicious code which does not rely on the
vehicle model/manufacturer specifications and not make prior
assumptions about the road profile either. It can adapt itself to
different car/road conditions. More details on such an attack
are presented in the case study of the next section.

IV. COVERT ATTACK ON LANE KEEPING BY
ADVERSARIAL LEARNING

In this section, we discuss a case study and explain how a
covert attack can be launched on the LK system as an example.
Moreover, we show how such covert attacks can be detected.

A. Autonomous Lane Keeping System

A lane keeping control (LKC) system in autonomous ve-
hicles provides safe travel between two lines, which usually
form a highway lane. Upon vehicle departure from the marked
lane, steering is automatically adjusted by the LKC system to
maintain a safe travel within the lane boundaries. In LKC
system, there are no steering command inputs from the driver
and the vehicle is deemed autonomous in the lane keeping task.
However, the assumption is that the driver can intervene and
take the control back if he/she finds the situation hazardous.
The vehicle detects boundaries of the lane and the road
curvature. The LKC system works based on several inputs
such as road curvature, car lateral deviation, relative yaw
angle, etc. Since these measurements are made by stereo
cameras as well as lane sensors, the system works under
uncertain conditions caused by e.g. noise, missing, incomplete,
or inaccurate readings. Hence, the LKC system should be
robust to uncertainties. In this condition, the main controller
uses estimations to make its decision. Lateral dynamics of the
vehicle are lateral deviation (e1) and relative yaw angle (e2),
as shown in Fig. 2. The first is the lateral deviation from the
center line of the lane, and the second is the relative yaw that is
the orientation error with respect to the road. Dynamic errors
of lateral dynamic are as follows:

ė1 = vxe2 + vy

ė2 = ψ̇ − κvx (1)
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Fig. 2. Lateral dynamics of the vehicle in lane keeping scenario,e1 is the
lateral deviation ande2 is the relative yaw angle.

wherevx and vy are vehicle longitudinal and lateral velocities.
ψ̇ is the yaw angle rate andκ is the road curvature.

B. Covert Attack on LK by an Intelligent Adversary

In this case study, we assume that the adversary penetrates
the vehicle sensors/systems or remotely manages to manipu-
late the measurements. Hence, the main controller is deceived
by receiving incorrect signals. The goal of the covert LK
attacker is to manipulate the signals in a way that the the
probability of deviating from the lane is increased to the
extent that remains hidden from a general human observer’s
point of view but statistically increases the chance of having
crashes and accidents. The attacker can do this by remotely
hacking/intruding into the car digital systems (e.g. by gaining
access to the CAN bus) or spreading a worm that intrudes into
smart vehicles automatically and plants itself where accessing
the sensor signals is possible.

Notice that since each vehicle has different characteristics
(weight, tire friction, etc.), correct manipulation of signals
shall be learned for each vehicle individually. This is very
much like adversarial machine learning in which the input to
the system (normally classifier) is manipulated (by learning)
so that a wrong decision is made by the system. To realize
one instance of LK covert attacks, the malicious entity can
misreport the lateral deviation (e1) from the lane detection
sensors. This is one of the key inputs to the MPC. We propose
the adversarial change is made dynamically as:

ẽ1(t) = e1(t) − α κ(t) (2)

whereκ(t) is the curvature value att and α is the strength
of attack which is to be tuned/learned based on vehicle char-
acteristics. Bothκ(t) ande1(t) are available to (and possibly
modifiable by) the intruder or worm as they are derived from
lane sensor measurements. There is no shift for the signal if
κ(t) is zero, since such manipulations are easily detectable by

the driver on a straight line. The adversary or the implanted
worm learns to adjustα so that while remaining in the stealth
zone, the chance of accidents is increased. As a result, the
expectation of lateral deviation values is increased, and more
technically speaking, Eq. (2) makes thee1 pdf tail grow longer.

Assume that there is no attack and the adversary monitors
the signals. Over the time (before launching the attack), the
adversary learns the pdf of lateral deviations, as symbolically
shown in Fig. 3a. This is the pdf of lateral deviations over
many turns. The attacker’s goal is to increase the probability
that these deviations go beyond the safe threshold (σT ) to a
a certain amount, as depicted in Fig. 3b. The probability of
experiencing excessive deviations is denoted byPE .

PE(σT ) =
∫ ∞

σT

fe1(e) de (3)

Here, fe1(e) is the pdf of lateral deviations absolute values
which is a nonlinear function of the environment (road,
vehicle, etc.) and the controller. By manipulating the lateral
deviation data through Eq. (2), the attacker is able to make
changes in the distribution ofe1 which in turn leads to non-
zero values ofPE , as shown in Fig. 3b. The adversary achieves
the mentioned goal by tuning the learning parameterα in
our example. The parameter is learned by using the Newton-
Raphson method. In the next subsection, the learning process
of the parameterα is explained.

C. Actor-Critic Learning ofα in the Covert LK Attack

As mentioned in the previous subsection, the parameterα
should be learned such thatPEA

is increased to an amount
desirable to the attacker. This could be as low as 0.01 in
a covert attack. In order to find a properα, the problem
is formulated as the root finding problem, and then it can
be solved by using the Newton-Raphson method. To explain
the algorithm, assume that the current parameter isαc, which
gives a probability ofPEC

. The problem is to find the value
for α that makesPEC

converge toPEA
. Thus, we define the

probability function asg(α) = PEA
−PEC

. Then, we employ
Newton-Raphson method to find the root ofg(α) as follows:

αn+1 = αn −
g(αn)
ġ(αn)

(4)

whereġ(.) is the gradient ofg(.). The dependency ofPE on α
is not linear, nor necessarily monotonic. This is because there

(a) (b)

Fig. 3. The probability density function of lateral deviation values (fe1 (e))
(a) when there is no attack and the vehicle works normally, and (b) when the
adversary has manipulated the sensor readings in a cover attack try.
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are nonlinear components in the loop (e.g. the MPC controller
or the road and the car themselves). However, the intuition is
that with the increase ofα, PE should increase too, perhaps
statistically. To avoid the potential problem of having many
roots for a not-necessarily monotonicg(α), we use an isotonic
regression of it instead. We denote this regression byg̃(.) It
can approximate the observed points as shown in Fig. 4. The
isotonic regression is distinguished by a dashed red line. The
slope, or ˙̃g(.) at the each point, can be thought of astan(θ),
whereθ is shown in the figure. This quantity is the gradient
of g̃(.) at αC . At each αC , we can calculate the (average)
difference ofPEA

and PEC
and find a linear estimation of

the amount that we should go forward to reachPEA
. This

quantity is denoted byx in the figure. Newton-Raphson works
similarly andα is updated based on the relation presented in
Eq. (4), however, by using̃g(.) rather thang(.). When the
method converges and finds the root ofg̃(.), the proper attack
parameter is obtained.

In this study, the critic calculatesg(αC) and its gradient by
the isotonic regression method. The actor adapts the parameter
by using the presented adaptation law during the learning
process in order to converge the parameter. Afterwards, the
adversary employs the parameter in Eq. (2) to make changes
to the sensor measurements. In the simulations section, we
show how this affects the error distribution.

D. Covert Intrusion Detection System

In this section, we develop an IDS to detect the covert
attacks on autonomous driving vehicles. Anomaly detection
is the key to disclose covert attacks as long as there is a
reference for normal behavior to rely on. In the specific case
of LK attack, we use GPS and the offline map. GPS signals
are not really a necessity, but they make the development of
IDS easier. We assume that the GPS data of the autonomous
driving vehicle is available and not compromised. Checking
the integrity of GPS outputs is possible by using the vehicle
local motion vectors, however, we do not get into that here.

The IDS we employ reconstructs the road curves by using
the sensory data and compares the obtained map with the one
stored offline. Modern cars usually have an offline copy of the

Fig. 4. Using Newton-Raphson method for parameter tuning.

map for navigational purposes. Since normal visual sensors
have errors and make mistakes even in benign conditions,
there is always temporal noise in the reconstruction, thus
instantaneous detection of covert LK attack is not possible
in this method. Since the aim of covert attacks is to create
damage in the long run, it is justifiable to make the detection
decision in a reasonable time period rather than in an instant.
We use statistical means to do so and apply thresholds on pdfs
to detect behavioral changes.

Let us denote the offline map curve byκm and the recon-
structed one byκr. Referring to Fig. 2, since GPS is available,
we have the vehicle location in a global coordinates system
(the long red vector in the figure which we refer to as~Lc).
Also, from the lane sensors (whether attacked or not), we find
the road direction as a local vector (denoted by~x) anchored
at ~Lc. Note that~x and ~y form a local coordinates system at
the car location oriented towards the direction of movement.
Now, ~e1, which is the lateral deviation vector measured in the
local coordinates system by the vehicle lane sensors, can be
used to estimate the road center point, that is,

~Cr = ~Lc + ~e1 (5)

where ~Cr is the road center point,~e1 is the lateral deviation
vector, and~Lc is the vehicle location in a global coordinates
system. Equation (5) can be calculated at sensors sampling
times, enabling us to have a reconstructed curvature (κr) based
on the samples of road centers. Reconstruction of the curvature
(κr) is achieved using the measured samples. Then, spatial
matching ofκr and the reference (κm) centers can be done
and the error distribution can be calculated. This error shows
the difference of the actual road center and the estimated one.

To summarize, the IDS identifier reconstructs the road
curvature by using the (GPS) sensor data and compares it
with the road curve obtained from the stored offline map. The
instantaneous residual error is calculated as(κr−κm) where
κr is the reconstructed road curvature that the vehicle is being
driven on andκm is the reference curvature found in the stored
maps. The statistical data of the residual errors collected dur-
ing the process can be used to estimatefe1 . The alert threshold
could be set toσT . However, we know that measurements
are not always correct and might be noisy. Therefore, hard
thresholding with instantaneous decision making might not be
preferred. In such cases, IDS may use the same relation of
Eq. (3) to find the probability of excessive deviations and put a
(presumably very low) detection threshold on that probability.

V. EVALUATION RESULTS

In this section, we simulate the covert attack instance
introduced in the previous section and also evaluate the
developed IDS. As mentioned before, an intelligent adversary,
either directly or by planting a malicious agent, manipulates
the sensory data that goes to the MPC controller. Experiments
are conducted on Nurburgring-Grand Prix track in MATLAB
2020a. First, we present the vehicle model and environment
used in our experiments. Then, we explain the details.
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Fig. 5. Model predictive control system [31].

Vehicle Model: A lateral dynamic model of the vehicle
contains the position and orientation errors with respect to
the road. A proper steering angle(δ) should be prescribed
by the controller. As defined before,e1 and e2 are the two
errors involving in the lateral dynamic model. The dynamic
equations of the system are obtained as a linear time invariant
(LTI) model (as introduced in [29]). Considering the equations
of the lateral translation motiony and the yaw angleψ (as
in [29]), the lateral dynamic equations of the vehicle can be
presented in the linear state space form as shown in Eq. (6),
whereδ is the steering angle that is the control input of the
system, andψ̇des = κvx [29]. The vehicle mass ism andIz

is the yaw moment of inertia. The longitudinal distance from
the center of gravity to the front and rear wheels arelf and
lr, respectively. And finally,Cαf and Cαr are the cornering
stiffness of the front and rear tires [30]. These parameters vary
from vehicle to vehicle.

Main Controller.In this study, MPC is employed as the main
controller which contains two main parts as depicted in Fig. 5.
The first one is an optimizer which finds the optimal value by
minimizing a cost function on all constraints. The second part
is the plant model (in our case, it is the vehicle LTI model of
Eq. (6)). To design the MPC controller, the mentioned linear
model of the vehicle is taken into account, but the validation
of MPC is carried out using its nonlinear model. The MPCs
optimal output is applied as a control input to the vehicle. It
is developed using a finite horizon in an iterative manner. The
goal is to provide a sequence of control inputs such that the
predicted system’s outputs follow the reference or set point.

In our scenario, the LK control has been modeled as a
reference path tracking problem for the MPC. The objective
is to minimize the lateral deviatione1 and the relative yaw
angle e2, while the longitudinal speed is constant and the
steering angle is the control output handled by the MPC. In the
LK scenario, inputs of the MPC are the longitudinal velocity,
lateral deviation, relative yaw, and predicted curvature. In this

Fig. 6. Map of the modern Nurburgring-Grand Prix race course [32].

scenario, the predicted curvature is found as:

κ̂ = κ + κ̇ vx h (7)

wherevx is the longitudinal velocity,κ is the current curvature
andh is the prediction horizon. Curvature and its derivative are
estimated by using the lane sensor measurements. The optimal
steering angle is achieved by the adaptive MPC. It is applied
to the autonomous driving vehicle as a control input.

Environment.Nurburgring Grand Prix track whose model is
used for simulations was built in 1984, and extended in 2001
to a modern racing course. Its map is illustrated in Fig. 6.
Its width is between 10 to 25m and its length is 5.148Km.
There are ten right and seven left turns/curves [32, 33].

To test the proposed attack and detection approaches, the
map of Nurburgring Grand Prix track is imported to the
simulator with a virtual lane width of 8.15m.

Experiments.The vehicle parameters used in the simulations
are as follows:m = 1575 kg, Iz = 2875 m.N.s2, lf =
1.2 m, lr = 1.6 m, Cαf = 19000 N/rad and Cαr =
33000 N/rad. We set the longitudinal velocity to be constantly
13.9 m/s andh to 30 time steps. The vehicle and lane widths
are1.82 m and8.15 m, respectively. The adversary wants the
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Fig. 7. The pdf of lateral deviations (a) The autonomous vehicle is in the safe
and secure condition. (b) The vehicle is under a learning-based covet attack
which leads to statistically excessive lateral deviations.
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Fig. 8. Lateral dynamics and control input of the autonomous driving vehicle. The plots placed on the top pertain to the benign condition and the ones at
the bottom show the system under the covert attack.
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Fig. 9. (a) The reconstructed roads (curves) in both normal and attack
conditions. The center line of the offline map has also been plotted. (b) A
closer look to the same reconstructed paths at T9 and T10 turns.

lateral deviation to be more thanσT = 8.15/2−1.82/2+0.5m
with a probability of PEA = 0.01. This means that the
attacker wants the vehicles body to go at least50 cm into
the next/opposite lane1% of the times during cornerings.

First, the autonomous driving vehicle is in the safe and
secure condition. We made the vehicle go around the track and
from a bird’s eye, collected the lateral deviations to estimate
the pdf. The normal lateral error pdf is depicted in Fig. 7a.
Then, the adversary withσT = 3.67 m and PEA = 0.01
starts manipulating the lateral deviation reports coming out of
the lane sensor by using Eq. (2). The adjustable parameter
of the formula is obtained by the actor-critic learning method
explained in Eq. (4). Ultimately, after going around the track
multiple times,α∗ is learned to be 76. Next, the learning phase
is finished and the adversary uses the obtained parameter in

Fig. 10. Probability density function of the lateral distance between the offline
map/lane road center and the reconstructed one. The error distributions are
clearly different in normal and attack scenarios.

order to make the covert attack permanent. The pdf of|e1|
when the vehicle is under attack is illustrated in Fig. 7b. The
area colored in black highlights the probability of excessive
lateral deviations, i.e.PEA

= 0.01. We additionally collected
the details of lateral deviatione1(t), relative yawe2(t), and
the steering angleδ(t) which are illustrated in Fig. 8. The
plots placed on the top pertain to the benign condition and the
ones at the bottom show the system under the covert attack.

The designed covert attack increases the probability of ex-
cessive lateral deviations as well as accidents. Thus, this type
of attack has influence on the road safety and sustainability. We
have also road tested our IDS to detect such attacks. Fig. 9a
shows the original track (map) as well as the reconstructed
versions of it under normal and attack conditions. Deviations
resulted from the attack (with anα value of 76) are visible
clearly at the corners. The local distortions in the reconstruc-
tion are natural and are due to bad sensor readings, usually
in the sharp corners where the camera loses visuals on one of
the two lane lines. Fig. 9b shows a closer view to the same
reconstructed path at T9 and T10 turns. We have calculated
the pdf of spatial distances between the map road centers and
those of the reconstructed roads. Fig. 10 clearly shows that the
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covert attack has made the tail of the pdf grow longer. Since
the vehicle could have learned the normal pdf during the safe
times before attack, it can detect abnormal deviations rather
easily. The area under the curve from an imaginary line at ”1”
to infinity can be used to detect the covert attack in this case.

VI. CONCLUSION

In this paper, the concept of covert cyber attack on intel-
ligent transportation systems is introduced. As an instance, a
covert adversarial learning attack is designed to disturb the
lane keeping system of autonomous vehicles through manipu-
lation of sensor readings. The control system is thus deceived
to create high lateral deviation errors. The attacker/worm grad-
ually learns the host vehicle attributes based on the actor-critic
learning method. A novel intrusion detection system (IDS) is
also developed using GPS data and offline maps which works
based on the notion of curve reconstruction. Nurburgring-
Grand Prix track is used for simulations and the results confirm
the effectiveness of both attack and detection strategies. At
the defense side, even at a target attack probability of 1%, the
changes in the statistics are big enough for a confident raise
of the IDS flag. The proposed attack framework is inspired by
adversarial machine learning and has this advantage that it is
generic and can be instantiated in different vehicular scenarios.
It urges the need for a twin generic protection or detection
mechanism, which is the subject of our future research.
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