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Abstract—This paper presents a new test pattern generation
scheme alongside a design for trust (DfTr) methodology for
detecting hardware Trojan through side channel-based analysis
approaches. The proposed scheme takes advantage of the
proposed Hamming distance-based reordering and partition-
based shuffling methods. The key idea behind the proposed work
is that instead of distributing the circuit activity profile among all
the nets with low transition probability at once, it can only be
restricted to the smaller subsets of rare nets one at a time, while
the rest of subsets remain at the lowest activity. As a result, a
remarkable reduction in the background circuit activity by more
than 41% and favorable enhancement of detection sensitivity
about 31% are achieved compared to the state-of-the-art method.

Index Terms— Hardware Trojan, Set Partitioning, Hamming
Distance, Trojan Detection, Side Channel Analysis

I. INTRODUCTION

Hardware Trojans are the malicious circuitry which are
intentionally mounted by an untrusted person or entity
aiming at altering the functionality, degrading the reliability,
and leaking vital information of the chip [1]. The common
assumption in hardware trust community is that an intelligent
adversary would likely employ a Trojan trigger circuit by
supplying it with the low transition probability nets (i.e., rare
nets) for preserving its rarity of activation.

One promising way to alleviate the stealthy nature of Trojan
is to increase the transition probability of the rare nets by
inserting some additional circuitry into the main circuit [2]-[5].
These modifications are referred to as design for trust (DfTr)
approaches [6]. Authors of [2], [4] developed two different
DfTr methods for increasing the transition probability of the
rare nets by inserting the scan flip-flops and a MUX-based
structures into the main circuit. Later, authors of [3] proposed
another insertion procedure which is based on XOR gates
followed by flip-flops. In [5] authors developed a novel DfTr
approach called PMTP with the aim of maximizing the
transition probability of the rare nets. They introduced the
PMTP rules and conflicts to ensure the proper propagation of
the maximum transition probability. Then, the PMTP rules are
satisfied through MAX-SAT and conflicts are resolved by
inserting AND/OR into the main circuit. The existing DfTr
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methods mainly focus on the fully activation of Trojans through
logic testing or side channel-based analysis approaches and
they do not provide a unified solution for detecting Trojans
through both ways. However, the standalone application of
logic testing or side channel-based approaches is not sufficient
for reliable detection, and in most of the cases the combination
of both approaches is required [7]. The main weakness in the
existing methods [2]-[5] is that any effort to increase the Trojan
activity for raising the number of full activations of Trojan will
increase the background circuit activity as well, and in turn this
might adversely affect the side channel detection sensitivity.

In this paper, to provide a unified methodology for detecting
hardware Trojans, a new test pattern generation (TPG) scheme
is integrated with PMTP approach [5] using Hamming-Distance
(HD)-based reordering and partition-based shuffling schemes.
The main objective is to enhance the side channel sensitivity by
reducing background activity while maintaining the number of
Trojan full activations sufficient for logic testing approach. The
contributions of the paper are as follows:

e We integrate the proposed TPG scheme with PMTP
approach to enhance the detection sensitivity using HD-
based reordering and partition-based shuffling methods.

e The partitioning problem is converted to a Set Partitioning
Problem where some primary inputs are partitioned into
multiple subsets, each of which covers different but almost
the same number of rare nets.

e The proposed test set is generated by using shuffling method
where a random set is reordered according to the maximum
and minimum HDs, then the generated sets will be shuffled
based on the partitioning results.

The rest of the paper is organized as follows. The problem
specification and the proposed methodology is introduced in
Sections II and III. Then, the experimental results are extracted
in Section IV. Finally, a conclusion will be presented.

II. PROBLEM SPECIFICATION AND THE PROPOSED METHOD

To the best of our knowledge, the PMTP method [5] outper-
forms the existing DfTr approaches in terms of the number of
full activations of Trojan. To maximize the activity of the rare
nets, they specified the full transition (FT) paths between the
rare nets and the primary inputs of the circuit. These paths are
specified based on the minimum logical depth rule and are
sensitized through some primary inputs fed by random-based
test vectors to increase the transition at the rare nets. The rest of
the primary inputs are stuck at their controlling values of '0' or
'l" specified by the MAX-SAT solver to let the maximum
transition be propagated. However, these high activity random-
based vectors not only increase the Trojan activity, but also the



background circuit activity, resulting in a low side channel
detection sensitivity. Developing a pattern generation strategy
to localize switching activity and reduce the background noise
is an extremely challenging task since there is correlation
between the Trojan activity and the total number of background
transitions. Accordingly, we present a pattern generation
strategy alongside the PMTP approach to enhance the side
channel sensitivity by localizing the circuit activity on the target
partitions covering a subset of rare nets, while keeping quiet the
rest of the partitions. Fig. 1 shows the proposed integrated DfTr
methodology incorporating 1) the PMTP approach [5] and 2)
the proposed TPG scheme. The test set generated by the PMTP
approach can be divided into two parts of mutable and immut-
able parts. The immutable part remains constant for all the test
vectors where its logic values are specified by MAX-SAT,
while the mutable part refers to the part that frequently varies
where it is supplied by the random-based test vectors. To
localize activity, we develop our TPG scheme on the mutable
part since this part is responsible for generating activity in the
circuit. This part of test vector injects activity into the circuit
through some primary inputs called Stimulating Input (SI)
which affects both Trojan and background activity simultane-
ously. Thus, instead of random test pattern, we proposed a
guided test patterns which can target the subsets of rare nets one
at the time while reducing background circuit activity.

In Fig.1, the proposed unified methodology takes the circuit
netlist as input and using the PMTP approach generates the
modified circuit netlist by employing AND/OR insertion-point
structures into the main circuit. The proposed TPG scheme
consists of two main phases: 1) Stimulating input partitioning
and 2) Partition-based shuffling. In this concept, the stimulating
inputs are the primary inputs (i.e., endpoints) of the FT paths.
In the first phase, the stimulating inputs are extracted and then
partitioned into multiple subsets. In the second phase, the
random test vectors are reordered based on minimum and
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Fig. 1. The proposed integrated DfTr methodology

maximum HDs. Then, the two reordered sets are shuffled based
on the partitioning results to generate the mutable part. Finally,
the mutable and immutable parts are combined to generated the
complete test set.

III. PROPOSED TEST PATTERN GENERATION SCHEME

Stimulating Inputs Partitioning Method: The stimulating
input partitioning method is described in Algorithm #1. Before
partitioning process, we need to extract the stimulating inputs
(P={p4,p,---bn}), where N is the total number of stimulating
inputs, by following each of the rare nets (n; € LT") through FT
paths (X) towards primary inputs (Stage #1). In this backward
process, when the primary inputs is reached, it is added to the
P list and assigned as the stimulating input of the rare net n;
(STM{n;}). Then, the coverage of each p; € P (CC{p;}) is
calculated by checking how many rare nets are covered by each
stimulating input. The number of rare nets which are sensitized
by a stimulating input is defined as the Coverage Count (CC) of
that input.

Algorithm 1: Stimulating Inputs Partitioning

Input: Circuit netlist, List of FT paths (X'), number of partitions (K), List of
rare nets (LT);
Output: Generating subsets S = (S, S, ..., Sk)
STAGE #1: /* Stimulating Inputs Extraction */
For each rare node n; € LT do
sel =n;;
While (Fain_in(sel) # Primary input) do
sel = Fain_in(sel)|Fain_in(sel) € X
endwhile
P= Push sel //P: Set of stimulating inputs
STM{n;} = sel // sel is the stimulating input of a rare net n;
endfor
CC{p;} = Find coverage counts of all p; € P
STAGE #2: /* Greedy Partitioning */
P=Sort P in descending order of coverage count (CC).
For each stimulating input p; €P do
S;=Find the set (S, S,, ..., Sg) with smaller sum of coverages.
Assign p; to S;
endfor

Since the test designer is not aware of which rare nets are
selected as Trojan's trigger and we assign an identical portion
of test vectors to each generated subsets, we need to make sure
that each subset covers relatively the same number of rare nets
(i.e., the balanced subsets in terms of the coverage count) which
is translated to the same amount of activity assigned to each
subset. The problem ahead is to partition the set of stimulating
inputs (P) into K balanced subsets (S;) such that the difference
between the sum of the coverage counts of each subset is
minimized. In fact, this is an optimization version of the Set
Partitioning Problem [8], which is a task of deciding
whether a given multiset P of positive integers can be partiti-
oned into two subsets of s; and s, such that the sum of the
numbers in each subset is equal.

According to Stage #2 of Algorithm #1, one simple heuristics
approach to the above problem is the greedy algorithm, which
iterates through the set of stimulating inputs sorted in descen-
ding order of coverage count, assigning each of them to
whichever subset has the smaller sum of the coverages. The



proposed partitioning process is shown in Fig. 2 in which the
set of stimulating inputs P={p, p,,..., P13} is partitioned into
three subsets S={5;, S,, S3}, K = 3 with relatively the same
number of total coverage counts. In Fig. 2, the number in the
boxes represents the coverage count of each p; and the P set is
initially sorted in descending order of coverage count. We can
evaluate the partitioning efficiency as the maximum difference
of sum of coverages (Inaccuracy) as a percentage of the average
sum which is called the Relative Inaccuracy (RI).
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Fig. 2. An example of stimulating inputs partitioning problem

Partition-Based Shuffling Method: The key idea to lower
the background circuit activity as well as enhancing the
detection sensitivity is to generate the guided test patterns
associated with each partition in such a way that once a target
partition is under high activity, the rest of the partitions remain
idle as far as possible. A simple heuristic to lower the backgr-
ound circuit activity is to have similar input vectors, which
represents the sorting of test vectors with minimum HDs.
Similarly, to maximize the activity of the target partition, the
random test vectors are sorted based on maximum HDs. Finally,
the sorted sets are shuffled based on the partitioning results (i.e.,
shuffling step). We called this solution as the partition-based
shuffling method.

Algorithm #2 takes the random test set {t;,t,,....tytest} and
the partitioning results {S;, S, ..., Sk}, where K is the number
of partitions and N, is the number of test vectors (Line 1).
Each partition S; includes one or multiple elements of stimula-
ting inputs p;. This algorithm produces the shuffled test
patterns (Tsihuf) individually targeting each of the partitions
(Line 2). In the first step, the random set is sorted based on the
maximum and minimum HDs (Lines 3-4). For two test vectors
of equal length, the HD is the number of bit positions in which
the two bits are different. In order to calculate the HD between
two test vectors, we perform their XOR operation, and then
count the total number of 1s in the resultant output [9]. Thus,
two test sets sorted based on maximum HD (TH4%) and
minimum HD (TA4%) are generated. Then, for each partition S,
an identical number of test vectors (i.e., Nypg /K) from THIT is
selected and then the shuffling process is performed for that
partition (Lines 7-8). During the shuffling process, we take the
headmost test vector from THT (i.e., tmin) and THE (ie.,

tmax) set (Line 9). The Pop function removes and returns the
first item in the list. For each t,,;, of the target partition S;,
some bits where their positions are specified by the target
partition are replaced with the corresponding bit positions of
tmax- These bit positions are specified by the index of elements

of target partition (/Index(p;)= i) (Lines 10-12). For example, if
partition #1 includes the elements of {p,, p4, pg}, the second,
fourth, and eighth bit positions of each t,,;, is replaced with the
corresponding bit positions of t,,,,. This process is repeated for
the rest of partitions as shown in Fig. 3.

Algorithm 2: Partition-Based Shuffling Method

1. Input: Random test pattern Topig = {t;,tz,....tneese), Parttitions S =
{51, 52' R SK}

. Output: Shuffled test patterns Tspyr = {Tohuss Taus s Tanus}

. TMin = Sort Torig based on minimum hamming_dist(t;, t;)

. THax = SQort Tyyig based on maximum hamming_dist(t;, t;)

. [* hamming_dist(t;, t;) returns the total number of 1s in XOR(t;, t;)*/

. For each partition S; €S do

. Initial count=0; i=0; i++;

. While (wunt<(N[est/K))do

. tomin =PoP(TH); tnax =Pop(THE); count++; /*Pop function removes
and return the first item in the list*/

10.  For each partition element p; € S; do

11.  tpn[Index(p;)] = tmax[Index(p;)] // Index(py)= i

12.  endfor

13. Push (Tslhuf’ tnin )

14.  endwhile

15. Push (Tshuf’ Tslhuf) 7 {Tslhuﬂ Tszhuf a'"yTsk;luf}

16.  Endfor
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Fig. 3. An example of partition-based shuffling algorithm

IV. EXPERIMENTAL RESULTS

We have implemented the entire proposed methodology
using Perl and used a greedy algorithm described in Algorithm
#1 with complexity of O(NLogN) to partition a set of N stimul-
ating inputs into K balanced subsets. Fig. 4 shows the relative
inaccuracy (RI) of partitioning process for different partition
cardinalities K. It is concluded from Fig. 4 that there is not a
clear trend between RI and K value since the partitioning
inaccuracy mainly depends on the coverage counts which is a
circuit-dependent parameter. However, the analysis shows that
the average RI for K = 4 is lower than the other K values and
it generates more balanced subsets. The RI and the rare nets
covered by each subset (CC (subset #i)) have been provided
in Table I. From Table I, the average RI of partitioning process
is 2.58% for K = 4 which is satisfying as the generated subsets
cover relatively the same number of rare nets.

One metric to assess the side channel sensitivity is the Trojan
to circuit activity (TCA) which is defined as the ratio of Trojan
activity to the background activity. Also, to measure the



efficiency of the logic testing approach, we analyze the number
of full activations of Trojans. To expose the superior efficiency
of the proposed methodology in detecting Trojans through both
logic testing and side channel-based analysis approaches, we
apply the proposed test set to 100 randomly inserted Trojan
samples and compute these two metric for each Trojan instance.
We would then take the average of these two metrics, which
reflects the efficiency of our test set to enable detection of
different Trojans. Also, we have randomly inserted different
Trojan circuits with different sizes and difficulty of activations
into the main circuits. The characteristics of employed Trojan
models are described in [4], [5]. The stimulating inputs of each
circuit are partitioned into four subsets and 1000 test patterns
are generated by the proposed scheme to individually trigger
each partition. Table II shows the average number of Trojan full
activations over 100 random Trojan samples with different
Trojan circuits after applying the proposed partition-based
shuffling scheme. The trigger's inputs of Trojans are randomly
selected from the rare nets whose transition probabilities are
below a specified threshold (P;;). From Table II, the proposed
methodology can fully activate all the Trojan circuits excluding
Trojan #4. None of the existing DfTr approaches [2], [4], [5]
can also activate such a large Trojan since it incorporates 12-
input trigger and it is hard-to-detect through logic testing in a
limited number of test vectors (N5 = 1000). Luckily, the
contribution of this Trojan into circuit activity is high and it can
be detected through power-based analysis approaches. Table III
shows the average side channel detection sensitivity of different
Trojan circuits after applying the proposed partition-based
shuffling scheme. As the size of Trojan increases from Trojan
#1 to Trojan #4, so does the side channel detection sensitivity,
but the number of full activations of Trojan will be lessened
through logic testing approach according to Table II.

In Table IV, we consider four different cases of Trojan
trigger selection. In each case, trigger's inputs are randomly
selected from the rare nets covered by a single or multiple
subsets. Tables V and VI report the background activity and
detection sensitivity in different cases of trigger selection for
Trojan #4 and using K = 4. The results show that the proposed
scheme can drastically lower the background circuit activity to
more than 43%, on average, compared to the PMTP [5].
Moreover, the detection sensitivity is favorably augmented by
more than 31%. Fig. 5 shows the distribution of maximum TCA
and maximum Trojan activity over 100 random Trojan samples
of Trojan #3 and Trojan #4 for s5378 circuit. The box plots
indicate the minimum, first quartile, median, third quartile, and
maximum value of the distribution during applying 1000 test
patterns. From Fig. 5, it can be seen that the distribution of
maximum TCA for both Trojans #1 and #2 is enhanced in our
approach compared to the other approaches [2], [3], [5], with
relatively the same Trojan activity. Also, the background circuit
activity shows a considerable reduction around 50% compared
to PMTP approach. Fig. 6 shows the transient TCA over 100
random Trojan samples during applying 1000 test patterns. We
assigned an identical portion of test patterns for each partition
and consider four different cases of trigger selection based on
the partitions from which the trigger's inputs are selected. In
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Fig. 4. Relative inaccuracy of partitioning versus different K values

TABLE N™M BRO RA REN EI'SCOV RP BY B (i R RTT DN (K=4)

Circuit c7552  ¢5315  s5378  $9234  s15850 s38417
CC(subset #1) 38 64 57 138 175 272
CC(subset #2) 40 64 56 141 177 272
CC(subset #3) 39 63 57 137 176 271
CC(subset #4) 37 63 56 137 176 271

CC(Total) 154 254 226 553 932 1086

RI (%) 7.79% 1.57% 1.77% 2.9% 1.1% 0.4%

TABLE I. M BR O B LLACTVA TON OFDFERE T I AN S
Circuit P,,  Trojan #1 Trojan#2  Trojan #3  Trojan #4
c2670  0.10 127 63 3 0
c3540  0.05 114 47 15 0
c5315 0.10 87 32 10 0
c7552 0.05 103 40 25 0
85378 0.05 170 65 44 0
$9234 0.05 115 52 16 0
s13207  0.05 138 85 5 0
s38417  0.05 105 40 14 0
TABLE II: BrECTON BN STV TY {CA FORDFERE T RO AN S
Circuit Py Trojan#1  Trojan#2  Trojan#3  Trojan #4
c2670  0.10 3.238E-03  1.046E-02 1.282E-02 2.170E-02
c3540  0.05 2.407E-03 8.620E-03 1.261E-02 2.080E-02
c¢5315 0.10 1.520E-03 5.500E-03  8.890E-03  1.370E-02
c7552  0.05 1.800E-03 7.400E-03 1.140E-02 1.890E-02
$5378  0.05 2.080E-03 8.600E-03 1.450E-02 2.520E-02
$9234  0.05 1.210E-03 4.040E-03 6.315E-03 1.270E-02
s13207 0.05 5.100E-04 1.686E-03 2.261E-03  5.600E-03
s38417 0.05 1.021E-03 3.523E-03 5.207E-03  8.632E-03

TABLE V: BFERE TCA$E SO AR GG RIN B TELEC TDN OF RO AN

Cases Trigger's inputs selected from rare nets covered by:
CASE #1 Partition #1
CASE #2 Partition #1 & Partition #2
CASE #3 Partition #1 & Partition #2 & Partition #3
CASE #4 Random Selection

CASE #1, all the Trigger's inputs are randomly selected from
partition #1. According to the CASE #1, the transient TCA
values are mostly restricted to the partition from which the rare
nets are selected (i.e., partition #1), while the TCA values of the
rest of the partitions remain almost zero for most of the times.
Also, the TCA of the proposed scheme shows the higher peak
than the other approaches. This distinguished activity profile
can help test engineer to detect the presence of Trojan more
reliable. This observation can relatively identify the rare nets
used as trigger's inputs with higher resolution. Once the trigger
selection broadens to multiple partitions (e.g., CASE #2), the
sensitivity profile also distributes among those partitions.

V. CONCLUSION

In this paper, a new test pattern generation scheme was
developed to enhance the side channel detection sensitivity of
Trojan by using the proposed HD-based reordering and



TABLE VIBA K GROUNDC R TACTVE® O HI EPRO ® ® ANDH E BIMIR PROA (HP R DFFR B TCA §SO AR GG R ELEC TON (K=4)

CASE #1 CASE #2 CASE #3 CASE #4 Average DEC (%)

Circuit ~ Proposed PMTP Proposed PMTP Proposed PMTP Proposed PMTP Proposed PMTP
c7552 1.5E+05 3.1E+05 1.5E+05 3.1E+05 1.5E+05 3.1E+05 1.5E+05 3.1E+05 1.5E+05 3.1E+05 51.61%
$5378 1.2E+05 2.3E+05 1.2E+05 2.3E+05 1.2E+05 2.3E+05 1.2E+05 2.3E+05 1.2E+05 2.3E+05 47.83%
$9234 2.6E+05 4.9E+05 2.6E+05 4.9E+05 2.6E+05 4.9E+05 2.6E+05 4.9E+05 2.6E+05 4.9E+05 46.94%
515850 5.0E+05 7.7E+05 5.0E+05 7.7E+05 5.0E+05 7.7E+05 5.0E+05 7.7E+05 5.0E+05 7.7TE+05 35.06%
$38417 | 8.5E+05 1.3E+06 8.5E+05 1.3E+06 8.5E+05 1.3E+06 8.5E+05 1.3E+06 8.5E+05 1.3E+06 34.62%
Average decrease in background circuit activity compared to PMTP approach: 43.21%

TABLEVII: 8 KHANN ED EICTONSN & VK OFH ER O B ® ANDH EPMTR MROA (H ® RDFFR B TCA §SO AR GG R ELEC TON (K=4)
CASE #1 CASE #2 CASE #3 CASE #4 Average INC (%)
Circuit Proposed PMTP Proposed PMTP Proposed PMTP Proposed PMTP Proposed PMTP °
c7552 0.0154 0.0114 0.0132 0.0129 0.0196 0.0142 0.0214 0.0112 0.0174 0.0124 40.32%
$5378 0.0217 0.0178 0.0252 0.0198 0.0251 0.0194 0.0208 0.0143 0.0232 0.0179 29.61%
$9234 0.0116 0.0099 0.0101 0.0083 0.0126 0.0085 0.0100 0.0081 0.0111 0.0087 27.59%
s15850 0.0058 0.0045 0.0062 0.0042 0.0060 0.0052 0.0048 0.0044 0.0057 0.0046 23.91%
s38417 0.0052 0.0036 0.0049 0.0035 0.0050 0.0036 0.0044 0.0032 0.0048 0.0035 37.14%
Average increase in Trojan to circuit activity compared to PMTP approach: 31.71%
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Fig. 6. Comparison of side channel sensitivity over 100 random Trojan samples, a) CASE #1; b) CASE #2; c) Random (s5378, k = 4, N;.;,=1000)

partition-based shuffling methods. Unlike the previous works,
the detection sensitivity profile of the proposed approach is
much higher and almost restricted to the partitions from which
the Trojan trigger's inputs are selected. As a result, the Trojan-
infected circuits can be distinguished with more reliability and
the trigger's inputs are identified with higher resolution.

(1]
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