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Abstract—In a blockchain network, to mine new blocks
like in cryptocurrencies or secure IoT networks, each node
or player specifies the amount of computational power as its
strategy by compromising between the cost and expected utility.
Since the strategies of all players affect the expected utility
of others through the probability of success, in this paper, we
first formulate the mining competition among the players in a
blockchain network as a non-cooperative game. The existence
and uniqueness of the Nash Equilibrium point of the game are
proven. We consider gradient learning strategy for the players
while preserving their private information as a bounded rational
learning model. Furthermore, the convergence of this learning
strategy to the e-Nash equilibrium point of the game is studied
analytically using the concept of Mean Field (MF) game theory.
While conventional analytical tools face problems in dealing
with a large number of participants, which is a key feature in
many IoT networks, deploying mean field game theory facilitates
analyzing the behavior of a large population of players by
encapsulating the network behavior in a mean field term. As
the number of players becomes larger, the accuracy of mean
field method becomes greater. Moreover, in mean field approach,
no information exchange among the agents is needed for optimal
decision making and the privacy of the players is preserved. The
minimal information exchange is also a proper motivation for
using mean field approach in IoT networks.

I. INTRODUCTION

In recent years, blockchain technologies have gained much
attention due to their promising features as a secure distributed
data keeping platform. As a main application, cryptocurrencies
like Bitcoin has been implemented using blockchain as a
distributed ledgers [1]. Nevertheless, the blockchain technol-
ogy can be used for other applications [2], such as Internet
of things [3], [4], [S], edge and cloud computing [6], [7],
[8], smart power grids [9], content delivery networks [10],
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and crowdsourcing [11]. Blockchain is specially of interest
in IoT networks, since it can create a secure robust network,
where services are distributed among different nodes and the
network [12]. Data in blockchain is stored in blocks that are
chained together through Hash pointers to form a tamper-
proof and temporally ordered data structure. Participants in
the blockchain network check the validity of transactions reg-
istered in each block. In order to motivate participants to take
part, the network protocol provides incentives to those who
successfully generate a new block. The process of creating
new blocks on the blockchain is called mining. The most
prevalent form of mining is through “Proof of Work” (PoW),
which involves solving a mathematically complex problem,
generally, a Hash Puzzle [13]. Alternative proof concepts have
been introduced as well, such as “Proof of Stake” (PoS) [14],
[15]. In PoS schemes, each player commits a certain asset
as stake (usually the network tokens), and the probability of
winning the mining game is proportional to the amount of
assets committed as stake. Since PoW is more widely used and
has been utilized in many researches and commercial services,
including in the IoT systems, the focus of this paper is on
PoW networks. E.g., [16], [17], and [7] all use PoW as the
basis of their IoT blockchain network. As for the commercial
system, IOTA, which is the backbone of many commercial
IoT blockchain services, uses PoW as well.

Due to the exponential growth of computational power
of network participants, an individual miner with limited
hash power compared to the whole network hash power has
a negligible chance of winning the mining game in each
iteration. In order to achieve more stable income, i.e., lower
variance, in real-world blockchain networks, individual miners
usually form mining pools [1]. A mining pool is a coalition
of individual miners who act as a single miner in which,
aggregating their computational power increases the chance
of winning in each round. The acquired profit from a mined
block is then distributed among the miners of pool. Joining
a mining pool could greatly lower the variance of profit,
although it has a small effect on a player’s expected payoff.
Pool management usually takes a small percentage of the
pool’s profit as management costs. Hence, although joining a
mining pool may slightly reduce the expected profit of a miner,
since it reduces the profit risk, miners are willing to forgo a
small portion of their income to have more persistent income.
For example, more than 80% of bitcoin network power is
focused in different mining pools [18]. Since each node in IoT
network has limited storage and computational power, forming
mining pools to cooperate in solving the network puzzle is
reasonable.



In this paper, the competition of players in mining pools in a
blockchain network is modeled as a game in which, the mining
computational power is the strategy of each pool that needs to
be determined. The payoff function of each pool is considered
to be the difference between the expected utility gained from
mining and the computational cost. The existence and unique-
ness of the Nash equilibrium point of the game are proven.
Furthermore, we analyze learning behavior of pools under
incomplete information, and bounded-rational decision making
of the players is studied using gradient learning method and
the concept of mean field (MF) game theory. In addition, the
convergence of learning strategies to the e-Nash equilibrium
point of the game is investigated. The proposed mean field
approach can be used in light-weighted and bandwidth-limited
blockchain networks, e.g., mobile and IoT based blockchain
networks, where limited bandwidth impedes full information
exchange and only limited information about the network is
available to the agents [7], [19], [20]. Also, the use of gradient
based decision mechanism ensures that low-cost computations
for decision making is achieved.

The main contributions of the paper are as follow:

1) We exploit the mean field theory for equilibrium analysis
of mining game in a blockchain network.

2) We provide the conditions for existence and uniqueness
of the Nash equilibrium point of the game.

3) We analyze both the rational and bounded rational deci-
sion making dynamics by using MF game.

4) We prove the convergence of the learning strategies of
players to e-Nash equilibrium point of the game.

The rest of this paper is structured as follows: In Section
II, the related works in the literature are reviewed. In Section
III, the mining game is introduced and formulated. In Section
IV, the Nash Equilibrium of the game is represented and its
existence and uniqueness is proved. Section V discusses the
MF game and gradient based decision dynamics. The update
algorithm is represented and its convergence is proved. More-
over, the concept of MF ¢-NE and its relationship with the
exact NE point is also introduced. Section VI includes com-
putational simulations to show the convergence of different
algorithms under different conditions. Section VII concludes
the paper.

II. RELATED WORKS

Different tools and approaches have been used for analyzing
blockchain networks including performance analysis [21],
[22], [23], [24], [19], [25], security analysis [26], [27], [28],
or even economical analysis [29]. Taking into account the
competitive/cooperative behavior of mining individuals/pools,
game theory is a well suited tool for analyzing blockchain
network. In [30], an extensive literature on game theoretical
analysis of blockchain is provided.

Game theory has been also used to analyze mining strategies
and behavior of players in blockchain network. In existing
works, strategy of players consists of whether they release or
withhold their mining block, which is called selfish mining,
and also which block to mine on [31], [32]. In addition,
“computational power allocation” was studied in [33] and [34].

In [33], a complete information game was considered and
the Nash Equilibrium point is achieved only for two player
games. In [34], the strategy of players is considered to be
the time in which they turn on each of their mining rigs.
However, because of the complexity of the model, theoretical
analysis was not provided and only the sensitivity of model
parameters is shown by simulations. Mining pool coalition
formation was studied in [35]. In [35], the authors analyzed
the dynamics of pool formation using evolutionary game
theory. In their work, it is assumed that each mining pool
requires its participants to provide a minimum computational
power. Different equilibrium points for the case of two mining
pools were calculated and the evolutionary stability of those
equilibrium points was studied. In this work, the authors
assumed that all miners in a mining pool participate with
the same computational power, which is dictated by the pool
management.

However, when the number of players becomes larger and
they do not have information exchange due to their selfishness
and privacy, classical game theoretical models cannot be effec-
tive due to lack of information or computational complexities.
To face such problems, Mean Field (MF) game has been
developed as a promising tool [36]. MF game theory uses
the same principle as mean field theory in physics [36]. The
idea is that, when the number of agents is high, in many
cases, the effect of all agents could be encapsulated in a
term which is called the mean field (MF) term. Each agent
only needs to know the value of "MF term” while making
decisions, which is the mass effect of players’ strategies on
its payoff function, rather than individual strategy of rivals
[37]. In this way, information exchange among the players is
avoided and privacy of the players is preserved. The reason is
that the information of MF term is usually publicly available
or measurable for all players. In other words, MF term is
macroscopic information about the system [36]. This feature
makes the mean field game an appropriate tools to analyze
the games of incomplete information with no information
exchange among the players. MF game can be seen as an
approximation of the original game. The accuracy of this
approximation increases by increasing the number of players,
since the effect of decision making of a single player on the
whole population becomes negligible.

The MF game approach has been utilized in many practical
applications, such as smart grids and electric vehicles [38],
[39], [40], or wireless networks [41], [42], [43]. However, to
the best of authors’ knowledge, it has not been applied to
analyze the behavior of players in blockchain networks.

III. SYSTEM MODEL AND PROBLEM FORMULATION

In this paper, we consider a blockchain network using Proof
of Work (PoW) protocol. In PoW concept, in order for a player
to mine a new block and receive the monetary incentives
provided by the network protocol, she should successfully
guess a correct “nonce” so that the hash of the block would
be less than a target value defined by the network. The
hash puzzle difficulty, which is controlled by the difficulty
parameter of the network, is maintained in such a way that



the expected time of mining blocks would be fixed. Since hash
functions that are used as the PoW problem show random-like
properties, players have no option but to randomly try different
“nonce” values to reach the aforementioned condition. Due to
random property of the hash function, the chance of winning
the mining game for a player in each round is equal to
the ratio of its computational power to the whole network
computational power [44], [32]:
T

> jenN i 7
where ' = {1,2,..., N} is the set of all players, P is
the probability of winning for player ¢ and x; is player ¢’s
computational power, in term of hash rate. We assume z; €
X;, where X; = [z 2M9%] and 0 < 2" < 29 < oo,

Equation (1) shows the winning probability of an individual
miner. The expected portion that a miner inside a mining pool
receives from each block could be represented in the same
way. This is due to the fact that miners who are part of a
mining pool receive a share of the reward from the pool mined
blocks proportional to the ratio of their computational power
to the pool’s computational power. Distribution schemes in
mining pools often consist of a flat rate for the pool manager
and the rest is distributed proportionally to the computational
power of miners in the pool. Therefore, the expected utility of
player ¢ can be modeled as follows
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where N; is the set of players in the same pool as player .
Since an individual miner could be seen as a pool with only
one miner, we assume players as mining pools. A; represents
the expected reward from a successful mined block for Player
i, which incorporates pool management share reduction and
distribution scheme, which is known to all pool members, as
well as other influencing factors. Also, different participants in
the network may value the network tokens differently. This can
be due to different levels of changeability of network tokens
in different countries, or different privacy and anonymity
preferences among participants. Also, different participants
face different network propagation delays and use different
styles of filling the blocks. All of these factors are encapsulated
in Ai.

By taking into account the cost of computational power, the
payoff function of player ¢ can be expressed as follows:

A
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where * = (z1,...,2x) and p; is the unit price of com-
putational power (usually electricity consumption price and
other maintaining fees) for player ¢. As seen in Equation (3),
a player’s payoff is dependent to all other players’ computa-
tional power. Therefore, the competition of players could be
formalized as the following “Mining Game” by introducing the
set of players, strategies, and payoff functions, respectively:

G = N {Xi}ien, {Jitien)- “4)

From Equation (3), the coupling term among the players’
payoff function is the aggregative term ) JeN Ti» which is
the total computational power (hash rate) of the network.
Although it is not reasonable to assume that a player has
information of all other players’ hash powers, a player can
estimate the aggregative term by knowing the expected number
of required hash function calculations (which is determined
by difficulty parameter of the network) [44], [45], [46]. To be
more specific, we consider that players use a naive estimation
from the expected total hash rate. This type of estimation is
known also as “myopic” estimation in the literature and is
well-suited to model the human behavior [47], [48]. In this
way, the expected value of overall hash power in the next
round is approximated by the expected current hash power.
The expected current hash power of the network could be
approximated by knowing the network’s difficulty, based on
the expected number of hash completions required to mine
a block, and the actual time taken for the last block to be
mined. Dividing these two can provide an appropriate estimate
of the expected value of the current network hash power. In
the theory of MF game, the estimation of the agents from the
aggregative term is known as the mean field (MF) term. The
main feature of the MF game is that by knowing the MF term,
each player can decide on its strategy based on Equation (3),
independent to other players. The player updates its strategy
depending also on different humanoid factors including the
level of adaptation, computational capability, and the level of
foresightedness. After each decision making, the strategy of
players is fed into the network and based on the network’s
parameters the MF term is updated for the next round. Hence,
in an iterative procedure, each player updates its estimate and
decision until the convergence is achieved. Figure 1 shows
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Figure 1. Estimation of MF term by each agent, and subsequent decision
making based on MF term.

this procedure. In the subsequent sections, first we analyze
the Nash equilibrium point of G. Then by considering gradient
update rule of players as the learning method, the convergence
of the strategy update to the Nash/e-Nash equilibrium point of
the mining game is studied using MF game theory.



IV. NASH EQUILIBRIUM

The Nash Equilibrium (NE) of G is studied in this section.
A NE is a state of the game where no player can increase
its payoff, if other players do not change their strategies. The
Nash Equilibrium of G, can be obtained by intersecting the
best response function of players.

Assumption 1. We assume that there are at least two active
miners in the game which means that there are at least two
players with positive strategies.

To obtain the BR solution, we take the derivative to find
the optimal solution. First derivative should be equal to zero
at optimal point.

Applying derivative operator to Equation (3), and solving it
for z; leads to:

Fi(x_;) = \/AZ(X:JGNW _ Z z;, (5)
bi JEN i
where r_; = (iCl, ey Li—1y L1y - - - 71’]\/‘).
Taking the second derivative from (3) we get
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Since it is always negative, the solution in Equation (5) is
maximum of the payoff function.

Applying the constraint z; € X;, the solution should be
projected into the X;, and finally, the best response of player
1 is obtained as follows:

Tt et < gy,
* _ =, min = max
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The next two subsections prove existence and uniqueness
of NE point in the mining game.

A. Existence of NE

Definition 1 (Concave Game). A game is concave if Vx; €
X;, x € C, where C is a compact convex set and the payoff
Sfunction J;(x) is continuous w.r.t.  and concave w.rt. T; Vx €

C.

Lemma 1. G is a concave game.

Proof. Since x; € [z7" 2], C is closed, bounded, and

convex. According to Equation (6), J;(x) is concave with
respect to x;. As a result, G is a concave game. O

Theorem [1] in [49] proves that for every concave N-person
game, a Nash equilibrium point exists and therefore, there exist
a Nash equilibrium point for G as well.

B. Uniqueness of NE

Definition 2 (Diagonalj{fy Strictly Concave Function [49]). The
function f(x,r) = >"."riJi(x) is called diagonally strictly
concave for v € X = X1 X Xg X --- X Xy and fixed r =
(r1,r9,...,7n) >0, if for every u,v € X we have:

(uw=v)"g(v,r) + (v —u)Tg(u,r) >0, (®)

where g is pseudogradient of f which is defined as

aJ1 () BJn(w):| T .

g(x,r): ™ Ox1 yeees DT n (9)

To prove the uniqueness of the NE point, we employ
Theorem [2] in [49]. This theorem says that the NE point
of a N-player concave game with diagonally strictly concave
function f(x,r) is unique.

Theorem 1. G admits a unique NE point.

Proof. Taking the first derivatives from Equation (3) and
substituting in (9) yields:

na R
g(z,r) = : (10)
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According to Theorem [6] in [49], a sufficient condition for
f(x,r) to be diagonally strictly concave is:

G(:c,r)—i—GT(a?,r) <0, (1D

where G(x,r) is the Jacobian matrix of g(z,r) with respect
to x. Choosing r; = 1/A; and taking derivative of (9) with
respect to = and constructing G + G7 results in:

D jen Tj — T
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[G+G"y =4 (12)

G+ G = -2 (13)

To simplify the notation, define the auxiliary variables: S =

A A
ZjGij > O,Si = Eje/\/xj —x; > O,Sil = Zje./\f‘rj —
x; — x; > 0. Hence, we have

251 512 513 SlN
1 512 252 513 SlN

G+GT = —253 (14)
Sin Son Ssn 25N

Since S > 0, the criterion is changed to proving the matrix
part is positive definite. To this end, we prove that all of its
leading principal minors are positive.
. k k k k
Byﬁdeﬁmng S =2~ S =) T T —
and S* = Z;\f:k 41 %j, we can write the kth leading principal

xl?



minor as follows:

Fk

St Sh Sty Sk

St SE S St
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Sk gk Sk .. SF 0 S, 0 ... 0
+ + )

Sk gk Sk .. Sk 0 0 0 ... S

Gk Hk}

(15)

According to the Minkowski determinant theorem [50], if
A, B, and C are positive semidefinite matrices, we have:

det(A+ B+ C) > det(A) + det(B) + det(C) > 0. (16)

Thus, we can analyze three terms separately. Since S; > 0,
HP* in (15) is positive definite and its determinant is strictly
positive. G* is also positive semidefinite since it can be
written as GF = N"?TN’C where N¥ = \/ﬁflxk. Therefore,
if the Matrix F* in (15) is positive semidefinite, then the
theorem is proved. To show that F'* is positive semidefinite,
we study its leading principal minors. We have to prove that
the determinant of ¢ leading principal minors of F* is non-
negative. Let us denote:

k k k k
ST St St STy
k k k k
LA Sty S5 STs STy
FF2 (17)
k k k k
Sty Sy Sz Sy
We break F down into two matrices:
Lt
t t t t
ST Sip Sis STy
t ¢ t t
Sia S Si3 St
|FF| = det(
t t t t
Sty Sy Sy ... 5
k k k
Zj:t+1 €Lj Zj:tJrl Ly ... Zj:t+1 Ly
k k k
Zj:t+1 Ty Zj:t+1 Ty Ej:t+1 Lj
). (18)
k k k
Zj:t-',—l Lj Zj:t-',—l Lj Zj:t+1 Lj
MF

Again, we apply the Minkowski determinant theorem. Matrix
Mt’C is positive semidefinite, because it has the same structure
as G*. Therefore, sufficient condition for Ft’c >0is Lt > 0.

Comparing L with F* in Equation (15) shows their similar
structure. Since the theorem holds for the base case, i.e., F'' =
0, the proof is completed by induction.

O

V. MEAN FIELD GAME WITH GRADIENT LEARNING
DyNAMICS

Finding the Nash equilibrium point of the game by inter-
secting the best response functions of the players in (7) is not
practical nor computationally tractable for large populations.
Because, first of all one needs to know the objective function
of all the agents which is not reasonable and second, to
obtain the Nash equilibrium point we need to intersect too
many saturating functions in (7) which is not computationally
feasible. Therefore, we employ the mean field approach to
avoid such problems. From the other side, in the real-world,
usually players do not act “Fully Rational.” That could be due
to the tendency of humans to decide myopic with gradual
decision update and limited computation. This feature of
decision making is known as “Bounded Rationality”. It has
been shown that naive expectation and myopic adjustment can
well represent human behavior in decision making without
anticipation of the future [49], [S51], [52], [53]. Due to this
point, gradient based method as a prevalent model of bounded-
rationality is used for decision making of players.

In Gradient based learning (GD), players use the following
strategy:
0J;(x)

8,%2‘ ’
where k is the game iteration and +; is the learning rate
of player i. However, to compute the derivation of payoff
function in (19), each player needs to know the strategy of
other players. A possible solution for this problem is use of
MF game theory.

By looking at (3), it can be realized that the payoff function
of player ¢ is affected by the strategies of all other agents by
an aggregative term. We can consider this aggregative term as
the MF term and estimate its value using naive estimation as
follows

zilk + 1] = zi[k] + 19)

N

Z[k) = ajlk], (20)
j=1

where Z[k] is the MF term at iteration k.

A fundamental assumption behind MF game is that the
number of players is large enough in which, the change in
a single player’s strategy would not significantly change the
MF term. This assumption is valid in our case which is a
blockchain network. Therefore, each player estimates the total
computational power of the network at each iteration (i.e.,
Zk)]).

The payoff for player ¢ is rewritten as:

MFp] _ xl[kz] o
J; [k] =4 Z[k}} szz[/ﬂ- (21)
Applying Equation (21) to (19), we will get:
A
zilk + 1] = z;[k] + v (== — pj)- (22)

Z[k]



As we see, the updated strategy of each player is obtained
as a function of MF term. Therefore, the update equation for
MF term in (20) can be rewritten as the following Fixed-point
iteration:

Zlk+1) = ZH) = 2+ 3 (G - pi) @
JEN

Finally, the game overlying algorithm is given in Algorithm
1 which shows alternating update of the MF term and the
strategies of players.

Algorithm 1: Mean Field Gradient Learning
Initialization: k£ = 1 and Z[0] = Z,
while ¢ > ¢; do
Players choose their strategy according to Equation
(22)
Update MF term by (23).
e=|Z[k+ 1] — Z[k]|
E=k+1
end

A. Convergence
In what follows, the convergence of the proposed mean field
gradient learning algorithm is studied.

Theorem 2. A Sufficient condition for the convergence of
Algorithm 1 is:

> nidy <28,
JEN

min
i .

(24)

where S =3 .\

Proof. According to Banach Fixed Point Theorem [54], the
iteration provided in Equation (23) converges if the mapping
Q(.) is contractive, which is:

[1€22(w) = Q)| < [[w = vl], (25)

where 2(w) is obtained from Equation (23), and w and v are
any possible value for Z[k].
Simplifying the left hand side of (25):

11
1Q2(w) = Q)| = [[w — v+ Z:yjAj(E ol
JEN
1
= [Jw = o[l |1 - — Z Al (26)
JEN

From Assumption 1, we consider S = Zje N T > 0.

Hence, w,v > S > 0. Applying these inequalities, we obtain:
[1€2(w) — Q(v)]] 2 jen V4
[lw — | s?

In order to satisfy the contractive mapping condition, we
should choose +; such that:

> yA; <28,
JEN

<|1- I (27)

(28)

O

In the special case where 7; = =, this condition could be
simplified as:

252
Zjex\f Aj .
Note that the above condition is the conservative lowest

bound of 7. «; could be chosen a much bigger value and the
MEF term will still converge to its final value.

N < (29)

B. e-Nash Equilibrium

After convergence analysis of the proposed MF game, a
reasonable question that arises is that where does the proposed
algorithm converges to. Since in MF game, each player encap-
sulates the effect of all players with MF term and neglects its
own effect on the MF game, the MF solution might be slightly
different from best response (BR) solution presented in Section
IV. Therefore, the concept of Mean Field e-Nash Equilibrium
is introduced as follows:

Definition 3 (Mean Field e-Nash Equilibrium). A strategy
profile (x3,...,x%) is a Mean Field e-Nash Equilibrium, if
there exists € > 0 such that for every player i, the following
condition holds:

Ji(x7, Z z7) > max Ji(y, (y + Zﬂv}f)) — €
JEN J#i
In MF game, usually as the number of players grows, €
uniformly goes to zero and the MF solution approaches the
exact solution [36], [55]. In our case, we show that e uniformly
goes to zero as the network computational power increases.

(30)

Theorem 3. The difference in the payoff of agents at NE and
at the converged point of Algorithm 1 is a decreasing function
of network computational power.

Proof. We are going to calculate the difference between play-
ers’ exact BR and MF. In the converged point of Algorithm
1, players’ strategies satisfy the following condition:

mazx
* xi
i min
"
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Z* < %, a1
* A,

z* > o

where Z* is the converged MF term of the algorithm. In

general, this condition holds for any decision making dynamics

based on MF term.

We investigate this difference for three different cases.
D) If B8 = z7mo% | then oM = gmaee,

i
Following the notation introduced in Equations (5), (7),
and considering S; £ ZjeN xj—x;, if 2 < &5, then

xZBR = 27", Then we have:
A;
=S, = S;.

%

max
3

z (32)

Applying %@ > gmin > (:

0<,/ﬁ5i—5i,0<5¢<é,0<1/ési<ﬁ.
Dbi Di Di Di

(33)
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Combining Equations (32) and (33), we have:

A; A;
4G < <

i Di

MF __

maw (34)
As a result, in this case, the NE and ¢-NE are exactly
the same. Az = AJ = 0.

If 2ME = gmin then PR = gmin,

According to Equation (31), we have:
A; . A;

Z > ;,x?Z”+Si> —, VS >

i Dbi Di

A

min
-z .

(35)
On the other hand:

[Ai [A; min
é _ xmin > Di + i 4x1 (36)
Di ’ 2 '

Combining Equations (35) and (36), we have:

oo B

mln BR

mai
Z; =T;

(37

As a result, in this case, the NE and e-NE are exactly
the same. Az = AJ = 0.

If Z > A;/p; and ac;”i” < zp < z**, then AJ =
O(1/M), where S; = Mz*** and M >> 1.

min * max
x; <z; <z s

[A;
—S;—S; < x;naw.
pi

Inequality (38) has two solutions:
The First Solution:

fW

A, [A;
N e e L

pi \l Di
i_ max_ A
2pz i Di

and from the assumption of this case we have:

min
<

a! (38)

A,
i

4 ma;z

(39)

A, A; A,
Z < p—l, S; +a e < ;17 T <<

i i Pi

(40)

As a result:

Ai Az 2p¢.’)§m
— —dam x| —(1 - L),
\ pi ! \ pz‘( Ay )

where z!" stands for either "™ or z**. Applying
approximation of Equation (41) to inequality for the First
Solution in (39), we obtain 0 < S; < 0, which means
this solution is not feasible.

(41)

Second Solution:

A
\/E‘i’

max

= o [ A gy
K] 2 9

(42)
using first term of Tailor series,
A; A A
— % 4 — 4z < 5
2pi pi \ pi
A; A;
—gmin — 4xmin, (43)
2pz Di
Applying Equation (41) to (43), we have:
A; A; :
— =2 < S < = — 27 (44)
pi pi
As a result:
< (M + 2)z[**. (45)
Pi
Now, we form AJ:
AJ = JPIR— gME
aPh BR aMr MF
ZAim—pﬂ —Azw o,
(46)
and thus:
A7 _ AS, .
Az~ (@PR+S)@MF +8;) P
<A | A 1]
=g Pi =Dpi 225,
(M + 2)zle 2
<pil—————— -1 =p;i—. 47
< pil Mz I=piq; (47)

As a result, in this case, the difference between NE and e-
NE decreases as the computational power of the network
increases.

O

In summary, as the computational power of the network
grows, the MF game becomes a better estimation of the exact
game, meaning that MF-e-Nash Equilibrium approaches Nash
Equilibrium point of the game.

VI. SIMULATION

In this section, numerical simulations are performed to
evaluate the proposed MF method. This section includes two
parts: first, the MF approach is compared to the best response
method, which is the best theoretical solution, considering
complete information on the payoff function of players. Sec-
ond, the sensitivity analysis of parameters is performed and
the convergence of MF term is investigated also with dynamic
settings of a practical network.

The best response of players are calculated according to
Equation (7). For the MF method, players follow Algorithm
1. Unless otherwise mentioned, all simulations use parameters
specified in Table I. Parameters are chosen to follow the
Bitcoin blockchain network as an example. A; represents the



reward of successfully mining a new block. Currently, each
new block contains 12.5 BTC. Each BTC is assumed to worth
72008%, thus, A = 90k$. To account for accessibility, ease of
spending, and privacy values, this parameter is assumed to
be from a uniform distribution in range of 80k to 100k$. p;
represents the price of computational power unit, which is
assumed to be the electricity price. The price of electricity
varies around the world, but it is mainly between 0.08 to 0.33%
per kWh. The efficiency and hash rate depend on the type of
mining equipment. As an example, Antminer S9 has a hash
power of 14 TH/s (Tera Hash per second) and consumes about
1400 watts of energy. A simple calculation reveals that this
device is capable of 36000 TH with 1 kWh of energy. Given
the price of electricity, p;, which is the price of each hash
completion, is calculated to be about 2 to 9% per EH, hence,
it is assumed to be drawn from a uniform distribution on this
range.

To analyze the effect of parameters distribution on
the evolution of the network, Monte Carlo simulation
is conducted with parameter distributions described in
the previous paragraph and summarized in Table 1. All
simulations are run 5 times and the average result is
depicted. The codes to reproduce the results are available at
https://github.com/SmartNetworkLab- UT/Mean-Field-Game-
for-Equilibrium- Analysis-of-Mining-Computational-Power-
in-Blockchains.

Table T
PARAMETERS OF SIMULATIONS.
Parameter Value

A; uniform(80k, 100k)

Di uniform(2, 9)

N 1000
Tmazx 100

o uniform(z,nin, Tmaz)

A. Comparison with Best Response

In the following figures, social welfare of the network
obtained from the best response (BR) and MF gradient based
learning are compared. Social welfare is defined as the sum
of all players’ payoffs. In all figures, + is chosen sufficiently
small to ensure convergence of MF term. Social welfare
is calculated after the network has converged to the Nash
Equilibrium point.

Figure 2 depicts the social welfare for the BR and MF
response under gradient based decision dynamics. Since BR is
the theoretical best solution, it always gives higher payoff than
that of the MF method. However, the MF solution is very close
to the optimal solution by considering incomplete information
of the players from the rivals’ model. The fluctuations are
due to randomness of parameters. As the number of players
increases, the network becomes more competitive, and due to
competitive action of players, each agents’ surplus decreases
and the total utility of players, i.e., network’s social welfare
decreases.

In Figure 3, social welfare for different ranges of A;
is compared. In each case, the A; of players is uniformly
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Figure 2. Social welfare of the network for Best Response (BR) and Mean
Field (MF) solutions, for different network sizes.

distributed in the given range. As expected, increasing A;,
which represents the expected payoff gained by agent ¢ for
successfully mining a block, results in higher social welfare in
the network. Since the relationship between an agent’s payoff
and its A; is linear, the social welfare increases almost linearly
with A;.
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Figure 3. Social welfare of the network for Best Response (BR) and Mean
Field (MF) solutions, for different A; distributions.

Finally, Figure 4 shows the social welfare of the network
for BR and MF for different ranges of p;. In each case, p; is
uniformly distributed in the given range. Since p; represents
the unit price of computational power, it is reasonable to see
social welfare decreases as p; increases. More precisely, since
the p; resides in the denominator, the social welfare shows a
reciprocal behavior with respect to p; range.

B. Sensitivity Analysis of Convergence

In this section, the convergence of MF term is depicted and
analyzed. In all simulations, the range of iterations are chosen
large enough to show the convergence of MF term. Figure
5 shows the MF term evolution for three different values of
learning rate, ie., v = 0.3, v = 0.5, and v = 0.7. The
MF term takes about 100 iterations to reach its 5% bound
of its settling point. Since on average, every 10 minutes a new
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Figure 4. Social welfare of the network for Best Response (BR) and Mean
Field (MF) solutions, for different p; distributions.

block is mined in the Bitcoin network, this corresponds to
about 17 hours. After that, small changes in parameters will
quickly be traced. We see that as much as the value of the
learning rate becomes smaller the convergence of MF term
becomes slower accordingly. However, a larger learning rate
means more fluctuations in the MF term.
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Figure 5. MF term vs. iteration number for v = 0.3,0.5,0.7.

Figure 6 shows the MF term under iterations of Algorithm
1, for different number of agents in the network. As seen in
this figure, more agents participating in the network leads to
more computational power. Also, converging to the settling
point of the system takes more time.

In Figure 7, the MF term evolution of the network is
depicted for a fixed value of A; = 80000, while p; ~ U(2,9).
Three plots represent the average of 5 simulations and a
confidence interval equal to one standard deviation to show the
robustness of the proposed MF method. As seen in this figure,
the MF term converges after about 200 iterations. To show the
behavior of the proposed method under parameter changes, at
500%" iteration, A; increases by 50% percent. This sudden
change in parameter value causes the system to move to a
new equilibrium, which is reached after about 300 iterations.
In practice, parameter changes happen more smoothly and the
MF term tracks the system more quickly and smoothly.
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Figure 6. MF term for different network sizes, vs. iteration number.
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Figure 7. MF term vs. iteration number. The A; of players increase by 50% at
the 500" iteration and the MF term converges quickly to the new equilibrium
point.

Finally, Figure 8 shows the MF term evolution of the net-
work for a fixed value of p; = 10, while A; ~ U(80k, 100k).
Average over 5 simulations and confidence interval of one
standard deviation are drawn in this figure. The convergence
happens at about 30 iterations. To simulate the dynamic change
of parameters in real blockchain networks, p; is perturbed
at 100%" iteration by a 50% decrease. The network quickly
reaches the new equilibrium point after only 20 iterations. As
before, this abrupt change is only meant to show the robustness
of algorithm, since in practice, parameters change gradually.

VII. CONCLUSION

In this paper, the concept of MF game theory was used to
analyze the behavior of mining agents in a PoW network.
A MF gradient learning algorithm was introduced and its
convergence to e-Nash equilibrium point of the game was
analyzed. The difference between best response exact solution
and mean field solution for each player was calculated and
shown that for mining pools with small computational power
compared to the rest of network, decision making based on
MF term is not only easier but also as good as best response
method with full information about other players. Furthermore,
if A; increases, i.e., network tokens are more valuable, or p;
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Figure 8. MF term vs. iteration number. The p; of players decreased by
50% at the 100" iteration and the MF term converges quickly to the new
equilibrium point.

decreases, i.e., the unit computational price decreases, e.g.,
due to technological advancements or lower electricity prices,
existing agents would increase their computational power
and also new players might enter the network and thus, the
total computational power of the network increases, making
the mean field method even more accurate, and vice versa.
Namely, decreases in A;, e.g., due to decrease of number of
network tokens awarded for each mined block, and increases in
pi, €.8., due to rising electricity prices, the total computational
power of the network decreases, and thus, the mean field
method becomes more distant from the best response method
and less accurate. On the other hand, the only parameter that
each player must choose in the proposed method was the
learning rate of the gradient based algorithm. It was shown
that convergence of the mean field term is guaranteed for a
small enough learning rate. In addition, a smaller learning
rate leads to more robustness of the algorithm and a larger
learning rate results in faster convergence. Therefore, choosing
the value of learning parameter, one needs to compromise
between robustness and learning speed. Extending the analysis
provided in this paper to other proof concepts, such as PoS,
is considered as future works.
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