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In Nonlinear Cyber-Physical
Systems and Industrial loT
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Abstract—This article proposes a hybrid intelligent-
classic control approach for reconstruction and compensa-
tion of cyber attacks launched on inputs of nonlinear cyber-
physical systems (CPS) and industrial Internet of Things
systems, which work through shared communication net-
works. In this article, a class of n-order nonlinear systems
is considered as a model of CPS while it is in presence of
cyber attacks only in the forward channel. An intelligent-
classic control system is developed to compensate cyber-
attacks. Neural network (NN) is designed as an intelligent
estimator for attack estimation and a classic nonlinear con-
trol system based on the variable structure control method
is designed to compensate the effect of attacks and control
the system performance in tracking applications. In the
proposed strategy, nonlinear control theory is applied to
guarantee the stability of the system when attacks hap-
pen. In this strategy, a Gaussian radial basis function NN
is used for online estimation and reconstruction of cyber-
attacks launched on the networked system. An adaptation
law of the intelligent estimator is derived from a Lyapunov
function. Simulation results demonstrate the validity and
feasibility of the proposed strategy in car cruise control
application as the testbed.

Index Terms—Cyber physical system (CPS), intelligent
estimator, Internet of Things (loT), intrusion, neural network
(NN), nonlinear control, security.

Manuscript received August 1, 2019; revised October 8, 2019; ac-
cepted October 28, 2019. Date of publication November 28, 2019; date
of current version January 17, 2020. This work was supported in part by
the Institute for Research in Fundamental Sciences (IPM) under Grant
CS1398-4-199. Paper no. TII-19-3577. (Corresponding author: Faezeh
Farivar.)

F. Farivar is with the Department of Mechatronics and Computer
Engineering, Science and Research Branch, Islamic Azad University,
Tehran 1477893855, Iran, and also with the School of Computer Sci-
ence, Institute for Research in Fundamental Sciences (IPM), Tehran
19395-5746, Iran (e-mail: F.Farivar@srbiau.ac.ir).

M. S. Haghighi is with the Department of Electrical and Computer
Engineering, University of Tehran, Tehran 1439957131, Iran (e-mail:
sayad@ut.ac.ir).

A. Jolfaei is with the Department of Computing, Macquarie University,
Sydney, NSW 2109, Australia (e-mail: alireza.jolfaeci@mgq.edu.au).

M. Alazab is with the College of Engineering, IT & Environment,
Charles Darwin University, Casuarina, NT 0810, Australia (e-mail:
mamoun.alazab@cdu.edu.au).

Color versions of one or more of the figures in this article are available
online at http://ieeexplore.ieee.org.

Digital Object Identifier 10.1109/T11.2019.2956474

, Member, IEEE, Mohammad Sayad Haghighi
, Senior Member, IEEE, and Mamoun Alazab

, Senior Member, IEEE,
, Senior Member, IEEE

[. INTRODUCTION

YBER-PHYSICAL systems (CPS) are the integration of
C computation, networking, and physical processes. A CPS
consists of cooperating computational objects in connection
with the physical world and its processes. CPSs have Internet
of Things (IoT) as their close relative, yet keeping a distance
from it due to the unique property of being associated with
physical entities [1]-[3]. There are numerous CPS examples
in autonomous cars, robotic surgery, intelligent buildings, smart
electric grid, smart manufacturing, and implanted medical de-
vices. A prominent property of CPSs is their pervasiveness and
ubiquity, which are key enablers in the ubiquitous manufacturing
technology. Pervasiveness is currently found in manufacturing
in the context of industrial IoT [4]-[7] and service oriented
architectures, to support intelligent control solutions.

Some CPSs rely on ad hoc networks or even the Internet to ex-
change messages and control signals among their components.
This makes the system vulnerable to attacks launched in the
network domain. Attacks on CPS could cause severe damage.
This attack is not necessarily launched in the cyber world and
may happen in the physical environment too. CPS is prone
to attacks on all components. Therefore, information/cyber se-
curity techniques alone are not sufficient for guaranteeing the
proper operation of CPS [8]. Control systems can be employed
to complement the information security protection shields of
CPS. Such systems can provide robustness to attacks. They can
also be part of a more comprehensive intrusion detection and
compensation system.

However, even cyber attacks in CPS may result in faults and
failures in physical systems. One research challenge in such
systems is to automatically compensate (deliberate) fault effects
and to maintain the performance of the system at some accept-
able level. The attacks or faults usually target sensors or system
process. The aim of an attack detection and control system is
to increase system availability through designing control algo-
rithms that are capable of maintaining stability and performance
in the presence of faults (CPS attacks). This article proposes an
intelligent classic control approach for compensation of scalar
attacks on nonlinear CPSs. Itis assumed that the nonlinear CPS is
experiencing cyber attacks in forward link. The designed control
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system contains a nonlinear controller based on the variable
structure (VS) method and a Gaussian Radial Basis Function
Neural Network (GRBFNN) as an intelligent estimator for attack
effect estimation. The VS control method is a robust control
technique and involves two main steps, which are selecting an
appropriate switching surface and establishing a robust control
input. The GRBFNN estimator does online estimation of possi-
ble attacks and the adaptive neural VS controller is designed to
compensate the effects of those attacks on the physical system
and to control the performance for regulation and tracking aims.
The adaptation law for the intelligent estimator is derived from a
Lyapunov stability analysis. Thus, the system can be guaranteed
to be asymptotically stable using this theorem.

The rest of this article is organized as follows. In Section II,
a brief review of related papers is presented. In Section III,
the control problem of a nonlinear CPS in presence of attack
is formulated for a class of n-order nonlinear systems. In
Section IV, the intelligent classic control strategy is designed and
the stability proof is presented. Simulations results are discussed
in Section V to show the effectiveness of the proposed strategy.
Section VI concludes this article.

II. RELATED WORK

There have been substantial efforts on CPS research in the last
decade from different viewpoints such as applications, security,
vulnerability, etc. Use of CPSs has expanded to various applica-
tion areas such as energy, transportation, health, and manufactur-
ing. A broad definition of CPS also includes Supervisory Control
and Data Acquisition systems used in critical infrastructure
such as intelligent transportation systems [9]-[11] and smart
grid [12]. CPSs also embrace classic power networks, water
networks, industrial control systems, and smart cars. In modern
smart cars [13], [14], a network of small control systems is
embedded to improve fuel efficiency, safety, and convenience. To
analyze the vulnerabilities of CPSs, there are general approaches
that can help investigate the effect of specific threats such as
deception attacks [11], denial of service (DoS) [15], stealth
attacks [16], reply attacks [17], covert attacks [18], false data
injection attacks [19], [20], etc.

Another issue, which has gained considerable attention in
recent years, is state estimation of linear systems when they are
prone to faults, failures, or attacks. Observer-based strategies
are commonly used as a basis for designing fault detection
systems. The difference between the system output and output
estimator is called the residue [21]. Residual generation ap-
proaches, using linear observers, have been widely used for fault
detection. Among linear observers, Luenberger-like ones have
severe limitations, due to their asymptotic performance and their
sensitivity to (naturally bounded) modeling disturbances [22].
Robust sliding mode observers are designed for linear CPSs to
detect state and sensor attacks and to estimate the attacks within
a finite-time [23]. Also, attack estimation and compensation
have been done for bounded modeling errors affecting the state
equation of the US Western Electricity Coordinating Council
(WECC) network power system [24].

Designing an appropriate control system is necessary to detect
and, then, to safely run CPSs against cyber attacks. Estima-
tion of attacks and performance control are fundamental to
guaranteeing robustness and service continuity in these sce-
narios. There are many studies about fault detection, identi-
fication, and tolerant control [21] already. However, from the
security perspective, there are fewer works on linear CPSs,
e.g., for power networks [25], [26], water networks [27]-[29],
etc.

Since sensor network and computer security have been ap-
plied as prevention mechanisms and they do not focus on how
a control system can continue when the CPS under attack [30],
two levels of defense are provided to have a safe operation of
CPSF under attacks. First one is software security layers , which
have been applied to prevent CPS from being attacked. It can
provide security goals, integrity, availability, and confidently.
The second level is to counteract/compensate the effect of attacks
when the adversary/attacker penetrates to the CPS. It can be
carried out by the control/compensator system. There are many
studies on cyber attack detection [31]-[33], isolation, and the
challenges on survivability of CPS [8], [17], [22]. According to
our knowledge, there are few studies on the online reconstruction
of attack. In [34], Nateghi et al. focused on the second level of
defense against cyber-attacks, specifically, for the cyber-attack
input reconstruction. In [23], a WECC network power system
under attack was modeled as linear systems subject to unknown
inputs altering the state attack and the sensor attack. Sliding
mode observers are designed for both attack monitoring and
reconstruction within a finite time. In [24], the extension of [23]
is done. The attack compensation is carried out when the output
tracks a given trajectory.

In [35], an intrusion detection and compensation framework
was designed based on system identification to fight covert
attacks. Errors of the output estimation are collected during the
learning phase of system operation and, after that, the system
behavior is monitored to see if it significantly deviates from the
expected outputs. A compensating controller is also designed
to intervene and replace the classic controller once the attack is
detected.

In [36], an control approach is presented for tolerant control
and compensation of cyber attacks occurred in inputs and outputs
of a CPS of rotary gantry type. The malicious attacks are
assumed to be of DoS kind and cause packet loss with high
probability in the two signals: control input and output sensor.
In the article, some classic and intelligent control strategies are
studied in terms of robustness and effectiveness against cyber
attacks.

Moreover, it is noticeable that most of studies are on linear
dynamical systems. Hence, to study nonlinear dynamic systems,
linearization approach based on Taylor series expansion is used.
Many studies are focused on linear systems or linearized sys-
tems. Sometimes this simplification is not true.

In this article, we focus on nonlinear dynamic systems and
there is no linear assumptions. Moreover, online estimation
and compensation of the attacks plus external disturbances are
investigated.
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Fig. 1. (a) Intelligent attack estimation and compensation for a nonlinear physical system. (b) Nonlinear physical system is prone to cyber attack.

I1l. CONTROL PROBLEM FORMULATION FOR A
CLASS OF NONLINEAR CPSs

In this article, the aim of the control system is to increase
the safety and reliability of CPS under the assumption that it
is vulnerable to attacks. This is achieved via designing control
algorithms that are capable of maintaining stability and perfor-
mance under attack scenarios.

Consider a class of n-order nonlinear CPSs that is described
as standard (affine) nonlinear time invariant continuous-time
system

2 (t) = f(a, i@, .2 D) 4 gla, i, @2 ()
y(t) = Cla, &, .., a™ V)7 (1)

where f and g are known real continuous nonlinear functions
of states, which are the dynamic functions of the CPS. y € R is
the output vector and u € R is the control input of the CPS. It
is assumed that the system is single-input single-output (SISO).
The output matrix is denoted by C.

CPS input can be threatened by malicious attacks, which
changes the control input by adding its value such as u(t) +
uq(t), [see Fig. 1(a)]. Thus, (1) is changed as

2™ (t) = f(z,4,d,...,207)
+ gz, d, %,z ) (u(t) + ug(t))
y(t) = Cla, &, &, ..., VT -
Equation (2) can be written as
2™ (t) = f(x, &, @, ..., 2"D)
+ g(z, @, &, ..., 2" DYu(t) + A(t)
y(t) = Cla, i, &,...,am DT -

where A(t) = g(x, @, &, ..., 2" D)uy(t). We assume that the
physical system is in presence of additive scalar disturbances
affecting the states. Considering such possibility, (10) can be
rewritten as

#0) = S, 20D) 4 gla o Du)
+A(t) +d(t)
y(t) = Cla, &, &,...,2" V)T @

in which the term A(t) models the attack corrupting the CPS
directly. d(t) represents any possible bounded external distur-
bance, |d(t)| < a. Now, (4) can be rewritten as

y(t) =CX Q)

where X = [z =a2,& = a5,...,2 D =1,]7 is the CPS
state vector. The CPS works under following assumptions.

1) The system is SISO. Hence, it is assumed that C' =
[1,0,...,0]7.

2) The mathematical model of the physical system is known.

3) The state vector is not available and only the output is
available and measurable.

4) When we need to calculate the state vector, it can be ob-
tained by using the measured output and the mathematical
model of the physical system.

5) The feedback link is secure. Thus, the output measure-
ments are reliable.

6) The cyber attacks only happen in the forward link and on
the control input through disrupting the control signal by
adding the attack vector, which is illustrated in Fig. 1(a).

7) The physical system works in presence of external distur-
bances, which affect the states.

8) There is no fault on the physical system and sensors.

Note that several types of attacks may threaten CPSs and
they may affect either the physical or cyber components of
the systems. In this article, deception and stealth attacks may
affect the system, respectively. Deception attacks refer to the
possibility of compromising the integrity of control packets
or measurements and are carried out by altering the behavior
of sensors and actuators [8]. In a stealth attack, the attacker
modifies some sensors readings by physically tampering with the
individual meters or by getting access to some communication
channels [8].
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In this article, model of the attack signal is described by
A(t) = C(X, 1) (6)

in which X is the state vector and ¢ is time. The function ( is
unknown yet bounded. Although the exact function is deemed
to be unknown, we assume the attack function is predictable.
Also, the bounds of the model functions (and also all their
time derivatives) are known and available when we design the
classic VS control system. |¢(X, )| < Bo, [C(X,t)| < B, - ..,
¢ (X, 1) < B

Generally, the mentioned bounds are unknown and we design
the intelligent adaptive VS control system to estimate models of
the attack signals. The control objective of CPS is to enforce the
output to track a desired trajectory, y4. In order to achieve the
control objective, we have to define the control input such that it
is able to control the output while the system works under cyber
attack.

The control error is defined as follows:

e(t) = ya(t) — y(t). )
Therefore, error dynamics are presented as
éi(t) = ea(t)
é(t) = es(t)

én—1(t) = en(t)
ea(t) = yg” — F(X) = g(X)u(t)
— A(t) — d(¢t). (8)
In order to achieve the control objective, it is necessary to
design an appropriate control input in a way that for any initial
conditions of the CPS, the control errors converge to zero, i.e.,

the resulting control error vector satisfies the below equation
(obviously, in presence of attacks)

Jim |E@)|| — 0 ©)
where E(t) = [e1(t), ea(t), - . ., en(t)]T and ||.|| is the Euclidean

norm of a vector.
Equation (2) can be written as follows:

M) = f(x, &, &, ..., 207
+ g(z, @, &, ..., 2" Du(t) + A(t)
y(t) = Clz, &, &, ...,z DT, (10)

V. ADAPTIVE ROBUST VS CONTROL SYSTEM FOR
CYBER ATTACKS

In this section, first, we design the intelligent adaptive robust
VS control system to solve the control problem formulated in
the previous section. Adaptive VS control is a nonlinear con-
trol method commonly found in industrial systems [37]-[39].
Stability of the designed control system is proven during this
section. Moreover, the adaptation law of the intelligent observer
of attacks is presented.

A. VS Control

One of the robust nonlinear classic control techniques is VS
control. There are two steps to design a VS control system: first,
an appropriate switching surface is selected such that the motion
on the switching manifold is stable. Then, a robust control law
is designed that guarantees the switching manifold reaches zero
even in presence of uncertainties and disturbances [40]. The
switching surface is defined as follows:

S(t) = (jt +A)n_le(t) (11)

where A is a real positive constant that governs the rate of
convergence of the switching surface. The coefficients of (11) are
the Newtonian expanded sentences. Thus, S(t) can be rewritten

as follows:
<n o 1) e (1) + (nl 1) re™2 (1)

n—1>}L2 n— 3)(t)+..‘+<2:;)kn3é(t)

(
(it (1))

Now, by substituting (8), we have

01>%@y+<n11

S(t) =
+

12)

)x@me
'~+<Z:;)wl%xw

+ (Z:;)K’” er(t) + (Z_i) A e (t). (13)

The derivative of the above equation is as follows:

S(t) =y — F(X) — g(X)u(t) — A(t) — d(t)
+ (”I 1) Aen_1(t) + (”; 1) A2en_a(t)+

..+<Z_é>k" 2 (t)+(Z_})A" Les(t).
(14)

The VS control law that guarantees the stability of closed-loop
controlled system is designed as follows:

1 (n)

uvs(t) = 7['161) SgH(S) + yd f(X)

+< ;1>mmﬂa+<”;1)ﬂ%4@ﬂ

ot <” - ;) A" es(t) + (n B D A le(t)] (15)

where
ky =n+a+ bo. (16)

Note that « and /3 are the upper bounds of external disturbance
and A(t). Itis assumed that f (X) and g( X ) are known functions,
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and disturbances are modeled by d(t). Moreover, 7 is a constant
positive scalar parameter and g(X) # 0. Notice that 7 should
be chosen appropriately not only to have the quick time of
the reaching switching motion, which provides an appropriate
robustness against the system uncertainties but also to relieve
the chattering. According to the Lyapunov stability theorem,
trajectories of error dynamics will converge to the switching
surface S(t) = 0 using the control input presented in (15). This
can be proven by defining the Lyapunov function as below

1

Vise(t) = 5.57(1). (17
The derivative of (17) is as follows:
Vie(t) = S(t) S(1). (18)

By substituting (14) into (18), we have

Vise(t) = S (5" — F(X) — g(X)u(t) — A(t) — d(t)
+ <n1 1) ren—1(t) + (nz 1) Men o(t) +---

n—1 ne n—1Y\.,_
+ <n B 2> A" 2es(t) + (n B 1) A les(t)). (19)
If the control law presented in (15) is substituted into (19), the
derivative of the defined Lyapunov function is obtained as

Vise(t) < =n[S(1)].

Thus, the VS controller designed in (15) will asymptotically
stabilize the error dynamics if the models of attack signals are
known. As mentioned before, models of attack signals and their
bounds are unknown. Thus, we develop the intelligent adaptive
VS control system for detection of attacks in a way that the
control system is able to compensate the effect of attacks on the
CPS.

(20)

B. Intelligent Adaptive Neural Estimator

The GRBENN is designed as an intelligent estimator to
estimate the models of attack signals. However, f is usually
given as

f: wTG(z,c,o) 21)

where z = [z1,2,...,2m]T € R" is the input vector. w =
[wy,wy, ..., w,T] is the weighting vector of the output layer.
The Gaussian radial basis function is represented by G =
[G1,Gy,...,GT] inwhich 0 = [07,02,...,0,,]7 is the stan-
dard deviation and ¢ = [c|, ¢, ..., ¢, ] is the mean vector of
the Gaussian function. Note that the number of neurons is equal
to m.

According to the universal approximation theorem, there ex-
ists an ideal neural network (NN) estimator f* such that

@) = f(t) +e=wTG(2(t), ¢ 0")

where the approximation error is denoted by e assumed to be
bounded and w*, ¢*, o™ are the optimal values, which lead to the
best approximation of the nonlinear function f. Determination

(22)

of these parameter values is difficult and challenging. Thus, the
approximation function is presented as follows:

f(t) =" G(z(t), ¢ 0) (23)

where @ is the estimation value of the corresponding optimal
parameter value. Note that the optimal parameter values are
not unique. In this article, we focus on adjusting the weighting
vectors and the standard deviation and mean vectors of Gaussian
functions will not be trained. Thus, we define the error between
the optimal and estimation weighting vectors as follows:

(24)

W =w" — 0.

In this article, a GRBFNNSs is applied to estimate the models of
the input attack as follows:

fa) = 0T G(2(1), ¢, 0). (25)

Therefore

(26)

Wy = W) — Wq.

C. Intelligent Adaptive Robust VS Control

As mentioned before, the dynamic function of the attack,
A(t) is unknown, but it is assumed to be predictable. Therefore,
the classic VS controller designed in Section IV-A cannot be
precisely obtained. Accordingly, a GRBFNN is used for approx-
imation of the attack function. The structure of the GRBFNN
estimator is described in the previous section. In this section,
intelligent adaptive robust VS control is proposed to solve the
mentioned problem.

The proposed scheme for detection and compensation of the
malicious attack in nonlinear CPSs using intelligent VS control
system is demonstrated in Fig. 1(b).

Theorem: Consider the control problem presented in (8). If the
control law of the intelligent VS control system is appropriately
designed as follows:

ult) = ﬁwﬂ sen(S(6)) + 5 — F(X)

. (”1 1) Aew (1) + (”2 1) 32e, (1)

S (Z - ;) A2 e (t) + (Z B }) A les(t)]
@7

— Aq(t)

where k& > n+ «, « is the upper bound of d(t), and 7 is a
constant positive scalar parameter and g(X') # 0, then, error tra-
jectories will asymptotically converge to the switching surface
S(t) = 0 and control error vector satisfies (9). Note that A,(t)
is the online estimation of the summation of A(t) and d(t). Note
that f(X) and g(X) are known functions. The adaptation law
of the intelligent online estimator is as follows:

_S(t)Ga(Z(t)v () U) (28)

Wq =

where G, (.) is the Gaussian radial basis function corresponding
to the estimator of A4(t). S(t) is the switching surface defined
in (13). O
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Proof: As mentioned before, the dynamic function of the
attack, A(t) is unknown, but it is assumed to be predictable.
When its bounds (S, . . ., 8,) are known, there is no need to
use the NNs for estimating the effect of attacks. We just apply
our knowledge in the condition of the control law, as presented
in (16). Here, there is no information about the boundaries
of the attack function. Hence, we apply a GRBFNN to find
online estimations of attack effects as depicted in Fig. 1(b).
Accordingly, we define another the Lyapunov function for the
proposed closed-loop system shown in Fig. 1(b) as follows:

V(t) = %52(75) + %wTw (29)
The first derivative of this Lyapunov function is

V(t) = St)S(t) + bl i, (30)
By substituting (26), it can be rewritten as follows:

V(t) = St)S(t) — wli,. (31)

By substituting (14), we have

V(t) =SS — F(X) = g(X)u(t)

) Aen_i1(t)

n—1

— A(t) — d(t) + ( :

—1
! (nz )Azen—z(t)+---+

+ <Z - é) A e (t) + (Z - ;) A" 2es(t)

+ (" B 1) A ey (8)] — 0T,

n—1

(32)
If the control input is designed as (27), then (32) can be presented
as

V() < S()[—k sgn(s) + Aa(t)

— A(t) — d(t)] — 9T, (33)
It can be simplified as
V(t) < —k[S(®)] — SEA) + d(t) ~Aa(t)] — 0T .

N—— ——
(34)

As presented in Section IV-B, there is an optimal approximation
function achievable by a GRBFNN such that it can exactly
approximate the summation of unknown functions as follows:

wTG(z(t),¢,0) = A(t) + d(t). (35)

As mentioned before, Ay4(t) is the online estimation of the

summation of A(t) and d(t), then
Wl G(2(t),¢,0) = Ag(t). (36)

To simplify (34), we have

A(t) +d(t) —Aq(t)| =0T G(2(t), ¢, 0) =T G(2(t), ¢, 0).
N———
(37

As presented before, w* is the optimal value of w. In this article,
we only focus on adjusting w and other parameters (c and o)
are constant and not adjustable. Thus, (38) can be rewritten as
follows:

At) +d(t) —Aq(t)| = (w" —,)T G(z,¢,0
———

=wlG(z,¢, 0). (38)
Thus, (34) is simplified as follows:
V(t) < —k|S(t)] = SH)wLC(z,¢,0) —wlw,.  (39)
It can be simplified as
V() < —kIS(0)] — @F (SWG(z,0,0) +1da) . (40)
Let the adaptation law of the GRBFNN estimator be
Wy = —S(t)G(z,¢,0). (41)
Substituting (41) into (40) will give
V(t) < —k|S(t)]. (42)

Therefore, the control input designed in (27) and the adaptation
laws of the online estimator obtained in (28) will asymptotically
stabilize the CPS against cyber attacks in the forward link. Track-
ing error dynamics will converge to zero. Moreover, weights of
the GRBFNN estimator will converge to optimal values. ]

Remark: The intelligent estimator works to do online estima-
tion of the attack effects. According to the obtained adaptation
law, its adaptation rule goes to zero when the switching surface
converges to zero. It means that when the defined errors are
zero, the learning of the intelligent estimator is stopped. Vice
versa, when there are errors on the closed-loop system, the
intelligent estimator starts to detect and estimate the disrupting
effects caused by attacks or/and external disturbances. Note
that the intelligent estimator can adapt itself after a short time
from staring to learn, which depends on the learning rate of the
designed GRBFNN.

V. EVALUATION RESULTS AND DISCUSSIONS

In this section, we evaluate the proposed method on a physical
example, which is a heavy-duty vehicle.

A. Simulation Setup

The scheme of an heavy duty vehicle system (HDVS) is
illustrated in Fig. 2. The vehicle dynamics can be modeled by
applying Newton’s second law as follows [41]:

ma=F,—F,—F, —F, (43)

where F. is the force produced by the engine, F, is the force due
to aerodynamic drag, F;. is the rolling resistance force on tires,
and F is the gravitational force due to the mass of the vehicle
when going up on a slope. Equation (43) can be rewritten by
incorporating the mentioned forces as follows:

Muo®(t) = ke To(t) + kv (t) + krcos(a(s)) + kgsin(a(s))
(44)
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Fig. 2.

Proposed control scheme for the HDV system when it is prone to cyber attacks. (a) Scheme of an HDV system where « is a road slope.

(b) Forces acting on the vehicle when traveling on a road. (c) Simplified model of the HDV drivetrain. 1. Engine. 2. Flywheel. 3. Clutch. 4. Gearbox.

5. Final Drive. 6. Wheels [41].

where T, is the engine torque with flywheel, v is the vehicle
speed, «(¢) is the road angle (which is a function of the position
¢ along the road), and the total mass is

J. w ’YZG 712»7‘ nenr J, e

mlOt:m+ 7’2 + 7'2
w w

(45)

The vehicle mass is denoted by m. The second term is
related to the wheel inertia and the third term is related to
the flywheel inertia. J,, is the rotational inertia of wheels and
rw 18 the wheel radius. 74 and v are the gearbox and final
drive gear ratios. ng and 7y are the gearbox and final drive
efficiency coefficients. Other coefficients of (44) are as follows:
ke = YSAEINGIE |, chapa, k. = cymg, kg = mg, where
cq is the drag coefﬁ01ent A, is the frontal area of the vehicle,
P 1s the density of air, ¢, is the rolling friction coefficient,
and g is the gravitational constant. The HDV cruise control
aim is to maintain the speed of the HDVS at a constant value
(vee) under any possible attacks or external disturbances. The
parameters used for simulations are available in [41] as fol-
lows: v = 80 km/h, cq = 0.56, m = 40000 kg, Ag = 10m?,
va = 1, pg = 1.29 kg/m®, vp = 2.71, ¢, = 0.007, ng = 0.97,
g=9.82,mp =097, J, =329 kgm?,r,, = 0.5 m,and Jp =
3.5 kgm?.

As stated the system works in the presence of external distur-
bances and attacks. Therefore, (44) is represented as follows:

o(t) = ml (keTo(t) + kqv*(t) + Epcos(a(s))
+ kgsin(a(s)) + A(t) + d(t))
y(t) = v(t) (46)

where T, is the control input and v is the state variable. A(t)
presents the attack model. d(¢) is the external disturbance.

Examples of the attacks as well as the external disturbance
used in the simulations are depicted in Fig. 3(a) and (b). It is
assumed that attacks and disturbance are bounded. The proposed
control scheme of the HDV cruise system, which works under
cyber attacks is depicted in Fig. 2. The control error is defined
according to (7) as follows:

e(t) = vee — v(t). 47

Thus, according to (11), the switching surface is the same as
the defined control error, i.e., (47). According to Theorem 1, the
intelligent VS control input is designed as follows:

T.(t) = 7 [k sen(S(8) — A()
B kqv? + kpcos(a(s)) + kgsin(a(s)) 48)
Mot
where k > 1) + a, avis the upper bound of d(t),and nisapositive

constant scalar. Also, A4(t) is the online estimation of the sum
of A(t) and d(t). The adaptation rule of the intelligent online
estimator is as follows:

Wy = —S(t)Gq(2(t), ¢, 0) (49)

where G, (.) is the Gaussian radial basis function corresponding
to the estimator of A(t). S(¢) is the switching surface defined
before. The pseudo code of the proposed control scheme with ap-
plying the GRBFNN for estimating attack function is presented
in Algorithm 1. The parameter values of the designed controller
are chosen as A = 1, k = 150, and the number of neurons of the
NN is n = 5. Note that the sign function of the control law is
substituted by the saturation function to reduce chattering in the
CPS system.
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and Switching Surface. (f) Case 2: Car Cruise Speed and Switching Surface.

Algorithm 1: Algorithm of the Proposed Control Scheme
for the HDV System (which works under cyber attacks).

Ensure: Control Objective
1:  Create a desired set point for the velocity v,
2: Initialize the learning parameter of the Gaussian RBF
Neural Network (GRBF-NN)
3:  Upon receiving the HDV system velocity v through
the shared CANbus network, do
4: Read v received through the shared CANbus
network
Calculate the control error, F/
Calculate the switching surface, S
Apply E to the GRBF-NN
Update the Learning parameter of the GRBF-NN
Apply Onn, E, S to the adaptive VScontrol system
Prepare the control input u for the HDV system
Send u through the shared CANbus network

_.
STeYeawm

[un—y

Simulations have been carried out for different attacks
launched over the time. Effects of different attacker’s dynamic
functions and external disturbances are investigated in two cases,
which are illustrated in Fig. 3. In Fig. 3(a) and (b), two ex-
amples of cyber attacks are depicted, which are sinusoidal and
intermittent pulse attacks launched to damage the CPS system.
The GRBFNN works as an intelligent estimator to estimate the
attacker’s dynamic function and disturbance. Estimations are
depicted in Fig. 3(c) and (d). Moreover, the controlled speeds in

the examples are shown in Fig. 3(e) and (f). It can be observed
from Fig. 3(e) and (f) that the switching surfaces converge
asymptotically to zero. Thus, the tracking aims are satisfied.
The proposed control system maintains the stability of the HVD
system. Simulations confirm that the proposed method is capable
of controlling nonlinear CPS system in presence of attacks and
external disturbances.

VI. CONCLUSION

In this article, we proposed a novel strategy to estimate
and compensate attacks launched in the forward link of non-
linear CPSs using the intelligent VS control. The proposed
strategy is a combination of nonlinear control and artificial
NN. Nonlinear control theory was applied to guarantee sta-
bility and robustness of the CPS. Learning of the NN es-
timator was used for attack estimation, based on the adap-
tation law obtained by the Lyapunov stability proof, which,
in turn, guarantees the stability of the closed-loop controlled
CPS. Achievements of this article can be summarized as
follows.

1) The proposed strategy is able to control the nonlinear
CPSs while cyber attacks occur in the forward link.

2) The proposed control system can be applied to a variety
of nonlinear CPSs, no matter how many dimensions the
nonlinear CPS contains, because it is designed for n-order
nonlinear systems.

3) The controller and estimator used in strategy are very
popular.
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4) The intelligent estimator works in an online manner and
its learning rule is obtained through the Lyapunov stability
proof.

5) The controller is robust against to cyber attacks in the for-
ward link as well as external disturbances on the system.
Simulations results confirm the efficiency of the proposed
strategy when applied in the cruise control of an HVDS
and the control.
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