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Abstract
In cloud computing services, high availability is one of the quality of service
requirements which is necessary to maintain customer confidence. High avail-
ability systems can be built by applying redundant nodes and multiple clusters
in order to cope with software and hardware failures. Due to cloud comput-
ing complexity, dependability analysis of the cloud may require combining
state-based and nonstate-based modeling techniques. This article proposes a
hierarchical model combining reliability block diagrams and continuous time
Markov chains to evaluate the availability of OpenStack private clouds, by con-
sidering different scenarios. The steady-state availability, downtime, and cost
are used as measures to compare different scenarios studied in the article. The
heterogeneous workloads are considered in the proposed models by varying
the number of CPUs requested by each customer. Both hardware and software
failure rates of OpenStack components used in the model are collected via set-
ting up a real OpenStack environment applying redundancy techniques. Results
obtained from the proposed models emphasize the positive impact of redun-
dancy on availability and downtime. Considering the tradeoff between availabil-
ity and cost, system providers can choose an appropriate scenario for a specific
purpose.
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1 INTRODUCTION

Cloud computing includes different resources of one or more data centers, such as storage, network and compute, shared
through virtualization technology.1 Infrastructure as a service (IaaS) is an important service model of the cloud computing
paradigm in which providers allocate virtual computing resources as virtual machines (VMs) on physical machines (PMs)
to customers over the internet.2-4 According to Gartner,5 the market for public cloud will reach over $306.9 billion at the
end of 2021 and $364 billion at the end of 2022. Gartner expects the hyperscale providers, such as Amazon AWS, Google
Cloud Platform, Alibaba, and Microsoft Azure, to account for 70% of the market by the end of 2021.6 Large organization
and government agencies usually like to develop their own cloud data centers for satisfying their needs. By contrast, small
organizations usually rent cloud resources from cloud providers to solve their own problems.7
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The reason to choose IaaS cloud services by costumers is their agility, scalability, business growth, cost benefits,
and innovation. Despite the opportunities and benefits, the challenges and risks are still outnumbered.8-10 As an impor-
tant challenge, short downtime of IaaS cloud services has negative effects on different subjects ranging from economic
losses to impact on human life.11 It is reported that the data center components outage can cost the providers between
$8000 and $16,000 per minute.12 According to the results of the report conducted by Ponemon Institute, the average cost
of a data center outage has steadily increased from $505,502 in 2010 to $740,357 in 2016, indicating a 38% increase.13

According to a report by Information Technology Intelligence Consulting in 2018, an hour of downtime on average
costs data center operators $260,000, while a 5-min outage costs $2600.14 Since IaaS cloud service providers use data
centers to house cloud services and VMs, it is essential to ensure the availability of services. The availability of ser-
vices is important and cloud services should be accessible from anywhere and at anytime.15-17 The availability may be
affected by software and hardware failures.18 A wide range of fault tolerance approaches exists for coping with soft-
ware and hardware failures. One of the paramount approaches to ensure high availability is applying the redundancy
technique.17

In this article, we use redundant nodes and multiple clusters for each subsystem of OpenStack19 to identify the most
important node in OpenStack architecture for improving the system availability. In order to analyze and compare the
availability and downtime of nonredundant and redundant architectures of OpenStack clouds, hierarchical heteroge-
neous models as hybrid models, with the combination of reliability block diagrams (RBDs)20 and continuous time Markov
chains (CTMCs),21 are presented in this article. Moreover, the cost of each architecture based on the acquisition cost of
the computing resources is computed which helps to simultaneously analyze the availability and the cost to achieve that
amount of availability. Jointly analyzing availability and cost, an organization can choose the best suitable architecture
according to its needs. In cloud data centers, the capacity of PMs and the type of resources requested by each user are usu-
ally different. If the capacity of PMs is over, the user request will be rejected. Thus, not only the availability of individual
cloud components but also the capacity of PMs affects the availability of the cloud data center. Hence, the heterogene-
ity of VMs is important in real IaaS clouds and it should be considered in a comprehensive modeling of such systems.
The models proposed in this article take into account the number of CPUs among other attributes, such as memory and
hard disk, which may differ in various customer jobs. Since failure/repair behavior of hardware and software is important
and it can directly affect the availability, we use a monitoring tool to measure the probability of OpenStack components
working correctly and the repair rate of each OpenStack component. These parameters are used in the proposed models.

The main contribution of this article is to propose a hierarchical model for IaaS clouds, based on OpenStack, that
considers the details of such systems and also the relationship between their components. The hierarchical model com-
bines state space and nonstate space modeling techniques in synergy to model the interconnections and the internals of
OpenStack cloud components. In order to attain an accurate evaluation of the proposed model, we measure, in a real envi-
ronment, the probability of correctly working OpenStack components and the repair rate of each OpenStack component
using a monitoring tool. Moreover, we consider the heterogeneous workloads that have a direct effect on the availability
of cloud data centers. Furthermore, different scenarios are introduced and analyzed to identify the important subsystems
in OpenStack architecture with respect to availability.

The remainder of this article is organized as follows. A literature review is provided in Section 2. Section 3 describes the
nonredundant and redundant architectures of the OpenStack studied in this article. Section 4 introduces the availability
models proposed to evaluate different nonredundant and redundant scenarios. Section 5 presents the numerical results
obtained by solving the proposed analytical models. Finally, Section 6 draws the final remarks and outlines some future
research directions.

2 RELATED WORK

Quality of service (QoS) of cloud computing systems is considered as an important factor in three-layered architectural
requirements, namely, provider, enterprise and user requirements. High availability is one of the challenging aspects of
QoS in cloud services.22 The most common method to provide high availability is redundancy in hardware, software, and
network components.23 Availability analysis methods are classified into three main categories including model-based,
measurement-based, and simulation-based analysis.24 However, most of the articles studied in this section are in the
model-based category. In the following, we divide related state-of-the-art into two groups. The first group consists of
studies that combine two or more modeling techniques, and the second one includes those that use only one technique
for modeling.
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2.1 Hybrid methods

In this section, we present related studies that use a combination of modeling methods such as nonstate space and state
space techniques. Dantas et al.25 have used RBDs and Markov reward models to propose a hierarchical heterogeneous
model for cloud systems, which applies the redundancy technique. The proposed hierarchical heterogeneous model was
solved, with closed-form equations, to evaluate the availability in nonredundant and redundant Eucalyptus architec-
tures. Differential sensitivity analyses were applied to identify bottlenecks and determine which components are critical
to improve availability. However, the models analyzed in Reference 25 consider neither the details of the relationships
between the components of Eucalyptus nor the failures occur during the Cloud controller working process. In addition,
the effect of different workloads on the availability was not addressed in Reference 25. The same authors17 have extended
their work by considering redundant components and multiple clusters not only for improving the availability but also
for increasing the computational capacity. The drawback of such improvement in operational cost was also analyzed.
Models with a separate number of clusters were evaluated based on metrics for the capacity-oriented availability and the
steady-state availability. The authors also considered the cost of architectures, implemented with Eucalyptus, and com-
pared them with a similar infrastructure rented from a public cloud provider. Like the work presented in Reference 25,
the details of the interaction between cloud components and the impact of the failure of each component on the delivery
of services were not considered in Reference 17.

Torres et al.26 have proposed a hierarchical model which uses CTMCs, RBDs, and stochastic petri nets (SPNs) to
evaluate availability and performance-related metrics for private cloud storage services. The result of this study shows
that the application of redundancy technique reduces the probability of downtime and increases the availability leading
to increased system utilization. Furthermore, the performance of the proposed model was validated by implementing the
real cloud storage service. In contrast to our work, heterogeneous requests were not considered in Reference 26.

Wei et al.20 have used hierarchical models combining RBDs and generalized stochastic petri nets for evaluating reli-
ability and availability of virtual data centers (VDCs) in cloud computing. They analyzed the impact of consolidation
ratio and workload on dependability attributes and derived some useful rules for designing more dependable VDCs. They
stated that the consolidation ratio is an important parameter for designing more dependable VDCs. The detailed process
and interactions of each cloud subsystem were not considered in Reference 20, and the proposed analytical models are
specific to modeling VDCs.

Matos et al.27 have used composite modeling techniques to evaluate the availability of mobile cloud computing. They
represented the mobile cloud architecture using RBDs and applied CTMCs for describing details of each component.
Afterward, they provided a sensitivity analysis for mobile cloud availability evaluation, and investigated the impact of each
component. The results of the sensitivity analysis showed which components in the mobile cloud architecture are more
important in increasing availability. However, the detailed internal process of each cloud subsystem was not considered.

Matos et al.28 have also proposed a hierarchical modeling approach for availability evaluation of redundant Eucalyptus
private clouds by combining RBDs and Markov chains. They performed differential sensitivity analysis on models to
identify the most important component of the system with respect to the availability. The results showed that the failure
and repair rates of Cloud Manager component have the highest impact on the steady-state availability, and therefore,
using the warm-standby technique on this component can improve the availability. Even though the approach proposed
in Reference 28 is interesting, their work does not consider the detailed process and problems that may occur in each
component of a private cloud which have a direct impact on availability and downtime.

Applying hybrid method, modeling of complex systems, for example, cloud infrastructures, becomes easy, and state
space explosion problem can be handled. Compared with the approaches mentioned in this section, we consider a more
detailed hybrid model in this article that comprises both state space and nonstate space techniques. Each interaction of
components in the cloud environment and the failure of each of them has a significant impact on the system’s availability.
In our proposed hierarchical approach, we consider the detailed internal process, including interactions between cloud
subsystem and the related problems during service delivery.

2.2 Single methods

In this section, some related state-of-the-art that use one modeling technique are introduced. Ataie et al.29 have proposed
analytical models based on stochastic reward nets (SRNs) to model and evaluate performance, availability and power
consumption of an IaaS cloud at different levels. The SRN was used, in a hierarchical manner, to propose a monolithic
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model for an entire IaaS cloud, and then the folding and fixed-point iteration techniques were used to address scalability
problem of the monolithic model.29 Compared with the models presented in this article, VM requests have been assumed
to be homogeneous in Reference 29.

Liu et al.30 have presented an analytical approach to investigate the effective factors on IaaS cloud availability such as
repair policy. In order to increase the availability of PMs, the redundancy technique was used. The authors applied mono-
lithic and scalable SRNs with different repair policies and architectures to evaluate cloud availability. Results reported
in Reference 30 show that different repair policies provide almost the same level of availability but with different costs.
In contrast to the approach proposed in Reference 30, in our presented model, different types of service failures are
investigated.

Jammal et al.31 have proposed an SPN model to evaluate the availability of cloud applications deployments. They
have proposed the cloud scoring system to select the optimal high availability-aware deployment in terms of energy and
operational expenditure. The authors considered different stochastic failures, deterministic repairs, functionality con-
straints, redundancy, and interdependencies between different application components. Although the cost and energy
are important factors in processing user requirements, they should not be the sole studied criteria.30 Heterogeneous
workloads, as a realistic user requirements, should be considered in cloud computing, which was not addressed in
Reference 31.

Chuob et al.32 have proposed private clouds for an e-government data center. They evaluated availability of the cloud
architecture with a hierarchical availability model in three levels. Cluster and node levels were evaluated with Markov
chains and the operational level was evaluated using an informal method. In order to provide more accuracy in evaluation,
an experimental environment based on Eucalyptus was developed and the failure and recovery rates of cloud components
were computed.

Ghosh et al.33 have considered a large IaaS cloud where the PMs of the infrastructure understudy were grouped
into three pools with different power consumptions and provisioning delays. They proposed two different models based
on SRNs for availability analysis. The first model was proposed in a monolithic way that is not proper for evaluating
availability of large-scale systems while the second model consists of interacting submodels facilitating modeling a large
system. They showed that the interacting submodels are a better solution for modeling large-scale systems. Unlike our
approach presented herein, the authors in Reference 33 have not used real experiments to measure input parameters of
their proposed models.

Wang et al.34 have proposed a thermal-aware VM consolidation mechanism that considers both host power con-
sumption and temperature to obtain reasonable trade-offs between energy-saving and SLA violations. The variability in
temperature is considered as a migration criterion for outage avoidance. The temperature of each host is obtained from
the Markov model to predict future CPU usages of physical hosts and VMs to reduce the number of migrations needed in
the long run.

It is not effective to use monolithic models for representing complex systems such as clouds. In contrast to the
approaches mentioned above, we propose a more detailed heterogeneous hierarchical model in this article. Furthermore,
the probability of OpenStack components working correctly and the repair rate of different OpenStack components are
measured experimentally to provide more accurate results. The heterogeneity of user requests is also considered in the
proposed approach to model a more realistic IaaS cloud system.

3 SYSTEM ARCHITECTURE

OpenStack is a free and open source software for creating public and private IaaS clouds that manage large pools of
resources such as compute, storage, and networking through data centers. The platform consists of several individual
projects and components, each of them performs a specific function within the cloud ecosystem.35 In general, OpenStack
has many components, six of them are mandatory for providing VMs. The six core components are Keystone, Glance,
Nova, Neutron, Cinder, and Horizon, briefly described in the following.

• Keystone is an identity component. It acts as an authentication system across the cloud. It is the first component that
is installed by OpenStack, and other OpenStack components use Keystone among their operations.

• Glance is an image component, which manages and maintains the image of VMs in OpenStack and uploads OpenStack
compatible images.
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• Nova is a compute component and one of the most important parts of OpenStack. It manages and controls the process
of creating OpenStack VM instances, such as the size and location of an instance.

• Neutron is a networking component and one of the complicated components of OpenStack. It manages and controls
the networking aspects of instances, such as virtual networks, subnets, and router.

• Cinder is a block storage component. It virtualizes pools of block storage devices, and thereby, users can request and
consume those resources without requiring any knowledge of where or on what type of device that storage is actually
deployed.

• Horizon is a dashboard component. It manages all other OpenStack components through self-service API, and helps
the user to work with OpenStack services via a web interface.

OpenStack components use a database and message broker in order to share the status of cloud components and com-
municate with each other. MySQL, as a database, and RabbitMQ, as a message broker, are used by OpenStack components.
They are also considered as basic components, besides other components of OpenStack.

Figure 1 shows an OpenStack architecture in a nonredundant and basic environment. This architecture has three
main nodes, including the Controller node, Compute node, and Storage node. All components depicted in Figure 1 should
work properly to create a successful VM. The Controller node consists of Horizon, Nova, Glance, Neutron, Keystone,
RabbitMQ, and Database components. The Compute node consists of Nova, Neutron, and KVM components. The Stor-
age node consists of Cinder component. Figure 2 shows an OpenStack architecture in a redundant environment. This
architecture has one or more Controller, Compute, and Storage node.

F I G U R E 1 The nonredundant OpenStack architecture [Color
figure can be viewed at wileyonlinelibrary.com]

F I G U R E 2 The redundant OpenStack architecture [Color figure
can be viewed at wileyonlinelibrary.com]

http://wileyonlinelibrary.com
http://wileyonlinelibrary.com
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4 PROPOSED MODELS

Nonstate space and state space models can be hierarchically combined to cope with the complexity of representing
large-scale systems and the problem of state space explosion. Modeling distributed systems with hierarchical hybrid mod-
els, better representation of dependencies among components of such systems can be achieved. Due to the modular
architecture of OpenStack and the dependency of its nodes and components, RBDs are applied in this article to repre-
sent the first level of OpenStack architecture, including the relation between the Controller, Compute, and Storage nodes.
RBDs are used in this level to analyze the steady-state availability of the architecture. For describing the relationships
among OpenStack components and modeling the redundancy mechanism, CTMCs are applied. These CTMCs represent
the second level of OpenStack architecture, including the internal relations among the components of the Controller,
Compute, and Storage nodes. Thus, a hierarchical heterogeneous model, composed of RBDs and CTMCs, are adopted
herein. We summarize the nomenclature used throughout this article in Tables 1 and 2. The nomenclature of the states
of the CTMCs modeled in this article is represented in Table 1. Table 2 shows the nomenclature of the blocks modeled in
the RBDs introduced in this study.

4.1 Scenarios

In this work, nine different scenarios are introduced, and the proposed hierarchical hybrid model is applied to analyze
them. While Scenario 1 models non-high availability architecture of OpenStack, Scenarios 2–9 model the high availability
architectures of OpenStack by applying the redundancy technique. In Scenario 2–7, to determine the critical node of the

T A B L E 1 Nomenclature of continuous time Markov chains

Symbol Meaning

H Horizon State—The Controller node is running

K Keystone State—Keystone service is running

N Nova State—Nova service is running

G Glance State—Glance service is running

NT Neutron State—Neutron service is running

F The Controller node failed

D The Controller node failure is detected

P The Controller node failure is not covered, additional recovery step is started

m The maximum CPUs inside a PM

MC The maximum number of CPUs requested by a customer MC ≤ m

(i, j) “i” is the number of consumed CPUs of the host PM and “j” is the number of VMs running on those CPUs

FU The first Controller node failed and the second Controller node is running

DU The failure of the first Controller node is detected

H′ The second Controller node is responsible for receiving a new request

K′ Keystone State—Keystone service is running

N′ Nova State—Nova service is running

G′ Glance State—Glance service is running

NT′ Neutron State—Neutron service is running

H′2 The failure of first Controller node is not covered; additional recovery step is started

FF The second Controller node failed before repairing the first Controller node

DD The failure of both Controller nodes is detected

PP The failure of both Controller nodes is not covered; additional recovery step is started
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T A B L E 2 Nomenclature of reliability block diagrams Symbol Meaning

Controller The OpenStack Controller node

Compute The OpenStack Compute node

Storage The Openstack Storage node

HW The Hardware component

OS The Operating System component

MySQL The Database component

Keystone The Identity component

RabbitMQ The Message Broker component

Nova The Computing component

Horizon The Dashboard component

Glance The Image component

Neutron The Network component

KVM The Hypervisor component

Cinder The Storage component

GlusterFS The Software Network File system component

whole system with respect to the availability, only the redundancy is applied to different nodes of OpenStack (Controller,
Compute, Storage), while in Scenarios 8 and 9, the effect of clustering technique on availability, in addition to redundancy,
is investigated.

4.1.1 Scenario 1

The OpenStack private cloud architecture is represented by an RBD model in Figure 3. This scenario has three main
nodes: The Controller, Compute, and Storage. Since each node is composed of specific components that are internally
connected, the RBD of Figure 3 is then expanded into several submodels. The availability of this model is obtained from
Equation (1) which is the standard equation for series-parallel RBDs.21

AScenario1 = AController × ACompute × AStorage, (1)

where And, nd∈ {Controller, Compute, Storage} is the availability of each node in the equation of AScenarioi , 1 ⩽ i ⩽ 9 and it is
computed by analyzing the respective Controller, Compute, and Storage submodels.

The Controller node is refined by the CTMC shown in Figure 4. This CTMC is proposed to show the interdependency
between the Controller internal components to process a new IaaS request for instantiating a new VM. The Controller
node is composed of Horizon (H), Keystone (K), Nova (N), Glance (G), and Neutron (NT) components. As it is noted in
Section 3, MySQL and RabbitMQ are used by other OpenStack major components to share the current status of the cloud
and to communicate with each other, respectively. Therefore, they are not modeled separately; but we use the probability
of these components working properly in transitions of some CTMC submodels. The CTMC submodel has eight states
represented by H, K, N, G, NT, F, D, and P. We assume that the job arrival follows a Poisson process, which means that
the jobs interarrival times are exponentially distributed with rate 𝜆a. State H denotes that the Controller works properly,
and all components (Horizon, Keystone, Nova, Glance, Neutron, Database, RabbitMQ) are healthy. In all the submodels

F I G U R E 3 The reliability block diagram model of the OpenStack architecture used for Scenarios 1, 2, and 3
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F I G U R E 4 The continuous time
Markov chain model proposed as the
submodel for the Controller node

presented in this article, we use pi to denote the probability of component i working correctly. For example, pHW represents
the probability of the Hardware working correctly.

The Controller checks every OpenStack component step by step, and satisfies any requirement which is needed to
launch a new VM. If a new request arrives, and Hardware, Operating System (OS), and Keystone components work
properly, the Controller first goes to the state K with rate R1. This rate is computed by Equation (2).

R1 = 𝜆a ⋅ pHW ⋅ pOS ⋅ pK . (2)

In state K, authentication of user and all OpenStack components is performed. If Hardware, OS, Database, and Hori-
zon work properly, then the Controller moves to state H. The rate of transition from state K to state H, called R2, is defined
in Equation (3).

R2 = pHW ⋅ pOS ⋅ 𝛿DB ⋅ pDB ⋅ pH , (3)

where 1∕𝛿DB is the mean search time in the database. The Controller moves from state H to state N when Hardware, OS,
and Nova are working properly with rate R3 represented in Equation (4).

R3 = pHW ⋅ pOS ⋅ pN , (4)

where N denotes the Nova component in OpenStack. The state K can be reached from state N with rate R4 provided that
the Hardware, OS, and Keystone are healthy. The rate R4 is computed by Equation (5).

R4 = pHW ⋅ pOS ⋅ pK . (5)

Similarly, state N is reachable from state K with rate R5, defined in Equation (6), provided that the Hardware, OS,
Database, and Nova are working properly.

R5 = pHW ⋅ pOS ⋅ 𝛿DB ⋅ pDB ⋅ pN . (6)
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The rate of the transition connecting state N to state G which is responsible for managing VM’s image, is R6, which is
represented in Equation (7) provided that the Hardware, OS, Database, RabbitMQ and Glance components, and Compute
node are reachable.

R6 = pHW ⋅ pOS ⋅ 𝛿DB ⋅ pDB ⋅ pQ ⋅ 𝛿C ⋅ pCompute ⋅ pG, (7)

where 1∕𝛿C is the mean search time for finding free space to schedule a VM in the Compute node. The rate of the transition
from state G to state K is R4 represented in Equation (5). The Controller returns back to state G, with rate R7, when the
Hardware, OS, Database, and Glance components work correctly. The rate R7 is computed by Equation (8).

R7 = pHW ⋅ pOS ⋅ 𝛿DB ⋅ pDB ⋅ pG. (8)

When the system decides to create the network of the VM and the Hardware, OS, Database, and Neutron are in the
healthy condition, the Controller goes to state NT, that is responsible for VM’s network. The rate of this transition is R8
and it is defined in Equation (9).

R8 = pHW ⋅ pOS ⋅ 𝛿DB ⋅ pDB ⋅ pNT. (9)

In state NT, Controller moves to state K with rate R4 represented in Equation (5) and returns back to state NT with
rate R8 represented in Equation (9). When VM instantiation task completes, and Database, RabbitMQ, Hardware, OS,
and Horizon components are healthy, the system returns back to state H with rate R9 which is defined in Equation (10).

R9 = pHW ⋅ pOS ⋅ 𝛿DB ⋅ pDB ⋅ pQ ⋅ pH . (10)

The failure of one component moves the Controller to state F. State F is reached from state H with rate 𝜆cc. This rate is
calculated from RBD of Figure 5. When the system is in operational state, the failure of Hardware, OS, Horizon, Keystone,
Nova, Glance, Neutron, Database, or RabbitMQ leads to the failure of the whole system. The state F is reached from state
K due to the failure of one or more of the Hardware, OS, Glance, Database, Neutron, Horizon, Keystone, and Nova. The
rate of this transition is R10 computed by Equation (11).

R10 = (1 − pHW) + (1 − pOS) + (1 − pG) + 𝛿DB ⋅ (1 − pDB) + (1 − pNT) + (1 − pH) + (1 − pK) + (1 − pN). (11)

A failure occurs, with rate R11 represented in Equation (12), leading to the Controller to move from state N to state F.

R11 = (1 − pHW) + (1 − pOS) + (1 − pQ) + 𝛿DB ⋅ (1 − pDB) + (1 − pG) + (1 − pK) + 𝛿C ⋅ (1 − pCompute). (12)

Similarly, the Controller moves from state G to state F with rate R12 computed by Equation (13),

R12 = (1 − pHW) + (1 − pOS) + (1 − pG) + 𝛿DB ⋅ (1 − pDB) + (1 − pNT) + (1 − pK) (13)

and the system moves from state NT to state F with rate R13 represented in Equation (14).

R13 = (1 − pHW) + (1 − pOS) + (1 − pQ) + 𝛿DB ⋅ (1 − pDB) + (1 − pNT) + (1 − pH) + (1 − pK). (14)

The rate of transition from state F to state D is f , where 1/f is the mean failure detection time. The state D shows the
situation that the failure is detected.

The repair process is accomplished by transition from state D to state H with rate R14. The rate R14 is computed by
Equation (15).

F I G U R E 5 The reliability block diagram model proposed for the Controller
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R14 = c ⋅ 𝜇1 + c ⋅ 𝜇HW + c ⋅ 𝜇OS + c ⋅ 𝜇H + c ⋅ 𝜇K + c ⋅ 𝜇N + c ⋅ 𝜇G + c ⋅ 𝜇NT + c ⋅ 𝜇DB + c ⋅ 𝜇Q, (15)

where c is the coverage factor. Parameter 𝜇1 is the first repair rate of the Controller which is calculated from Figure 5, and
𝜇x represents the repair rate of any component x of the OpenStack architecture. If a simple service restart does not solve
the problem, the system moves from state D to state P with rate R15 represented in Equation (16).

R15 = (1 − c) ⋅ 𝜇1 + (1 − c) ⋅ 𝜇HW + (1 − c) ⋅ 𝜇OS + (1 − c) ⋅ 𝜇H + (1 − c) ⋅ 𝜇K + (1 − c) ⋅ 𝜇N + (1 − c) ⋅ 𝜇G + (1 − c) ⋅ 𝜇NT

+ (1 − c) ⋅ 𝜇DB + (1 − c) ⋅ 𝜇Q. (16)

In state P, the Controller has failed and since the problem has not been fixed yet, second repair is needed. The rate of
transition from state P to state H is R16. It is computed by Equation (17).

R16 = 𝜇2 + 𝜇2HW + 𝜇2OS + 𝜇2K + 𝜇2N + 𝜇2G + 𝜇2NT + 𝜇2H + 𝜇2DB + 𝜇2Q, (17)

where 𝜇2 is the second repair rate of the Controller and 𝜇2x is assumed to be the second repair rate of any component x of
the OpenStack architecture. The system is unavailable in states F, D, and P.

The second component of the RBD of Figure 3, for which a CTMC is presented, is Compute. The CTMC of Compute
node, responsible for managing the placement of VMs, is depicted in Figure 6. It should be noted that IaaS providers
receive heterogeneous requests from customers with various resource demands. However, in some research work, the
type of customers’ request is considered to be homogeneous33,36,37 which is not realistic. In this article, we consider het-
erogeneous VM requests in which the number of requested CPUs are different.17,38,39 In addition to the type of requests,
the time usage of cloud resources is different from a customer to another, so the time to use and release a cloud resource is
important to be modeled. If there are no available resources in any PM to be allocated to a customer request in OpenStack
cloud, Compute nodes will become unavailable.

Apart from the lack of resources, the availability of the Compute nodes is another important factor affecting the capa-
bility of a cloud cluster in delivering its services.34 An outage of each OpenStack component in Compute nodes will lead
to termination of VMs running on them and will cause the cloud cluster to be unavailable. We represent the maximum
number of CPUs inside a PM with m. We also assume that the number of CPUs requested by a customer is between 1 and
MC, where MC ≤ m.

In the submodel of Compute node represented in Figure 6, the job arrival rate, 𝜆, is defined by Equation (18),

𝜆 = 𝜆a

n
, (18)

F I G U R E 6 The continuous time Markov chain proposed as the submodel for the Compute node [Color figure can be viewed at
wileyonlinelibrary.com]

http://wileyonlinelibrary.com
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where n is the number of Compute nodes, and 𝜆 is the rate of job arrivals to the Controller. In Scenario 1, n is set to 1.
Each state in the CTMC of Figure 6 is described by tuple (i, j), where i is the number of consumed CPUs of the host PM
and j is the number of VMs running on those CPUs. The parrival

k is the probability of requesting k CPUs by the customer,
which is assumed to follow uniform distribution.38

parrival
1 = parrival

2 = parrival
3 = … = parrival

MC = 1
MC

. (19)

In state (0,0), there is no VMs on the PM, hence, all the CPUs are available. If a request arrives at the Controller, the
Controller checks the availability of Compute nodes and sends the request to them. Thus, Compute node moves from
state (0,0) to state (j, 1), 1 ≤ j ≤ MC. With a new request, state (j+ i, 2) is reached by state (j, 1), 1 ≤ i ≤ MC. All states can
be reached via transitions until all resources end up. If all CPUs of a PM are allocated, any new request will be rejected
until some resources are released. In state (m, m), all resources are consumed and a newly arriving request is rejected. We
assume Compute node is not available in this state. The system moves from state (m, m) to state (m− 1, m− 1) if one VM
releases an occupied CPU with rate (m).(𝜇).pleave

m.m.1, where 1∕𝜇 is the mean service time and pleave
m.m.1 is the probability that

a job releases a CPU when m VMs are using m CPUs. The method for computing pleave
cc.v.crel is derived from Chang et al.,38

where parameter cc is the number of CPUs consumed, v is the number of VMs on the host PM, and crel is the number of
CPUs to be released. The system also moves from state (m, m) to state (m− j, m− 1), 1 ≤ j ≤ MC.

In each state, the system may fail and move to state F with rate 𝜆c. The 𝜆c is calculated from the RBD model represented
in Figure 7 demonstrating that the system is unavailable if one of the components shown in the RBD fails. When failure
is detected, the model moves from state F to state D. The rate of this movement is f where 1/f represents the mean failure
detection time. If failure is fixed with restart, the system returns back to the previous state with rate c𝜇C1, where c is the
coverage factor and 𝜇C1 is repair rate of the Compute node calculated from the RBD model of Figure 7. If a simple service
restart does not solve the problem, the Compute node goes from sate D to P with rate (1 − c)𝜇C1, and after second repair,
system returns to the previous state with rate 𝜇C2. Compute node is unavailable in states (m, j), 1 ≤ j ≤ MC, because all
resources are consumed. It is also unavailable in states F, D, and P.

The third block of the RBD of Figure 3 is the Storage node for which a RBD is presented. The RBD shown in Figure 8
illustrates that the Storage node is composed of Hardware, OS, and Cinder components. The Storage node will be available
if each component represented in the RBD is available.

4.1.2 Scenario 2

The architecture considered in Scenario 2 contains three main nodes, Controller, Compute, and Storage. The RBD of
this scenario is the same as Figure 3. Each of the Controller, Compute, and Storage nodes is expanded into submodels
to describe the detailed process and the interaction between their internal components. Afterward, the availabilities and
downtimes of the nodes are computed. The availability of the architecture considered in this Scenario is expressed by
Equation (20).

AScenario2 = AController × ACompute × AStorage. (20)

In this scenario, in order to show the effect of redundancy, we use two servers for the Controller node, one server for
the Compute node, and one server for the Storage node. The existence of two servers working as the Controller, increases
the availability. Though the CTMC of the Controller in this scenario is similar to the one presented for Scenario 1, there
are some subtle differences. The submodel is represented in Figure 9. We apply the hot-standby replication technique to
increase availability of the OpenStack architecture. Therefore, both Controllers are active at the beginning.

F I G U R E 7 The reliability block diagram model proposed for the Compute

F I G U R E 8 The reliability block diagram model proposed as the submodel for Storage node
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F I G U R E 9 The continuous time Markov chain proposed as the submodel for the Controller node with two servers

The state FU represents the situation in which the first server is failed, and the second server is working properly.
When the first server fails, the other server can provide OpenStack components. In state DU, the failure of the first server
is detected. The rate of the transition from state FU to state DU is f , where 1/f is the mean failure detection time, and it
is equal to pacemaker configuration time in OpenStack. The transition rate from state DU to state H′ is ts, where 1/ts is
the mean time that requests transfer from the first server to the second one. In state H′, the Horizon component of the
second server is responsible for receiving new requests.

If in state H′ the failure of the first server is detected, the system moves to state H with rate R14 represented in
Equation (15). If failure is not covered and it requires second repair, the system moves to state H′2 with rate R15 repre-
sented in Equation (16). Afterward, the system goes to state H with rate R16 represented in Equation (17). If a request
arrives to the system when it is in state H′2, the system moves to state H′ with the rate 𝜆a. If the second server fails before
repairing the first server, the model moves to state FF with rate 𝜆cc. From the state FF, the model moves to state DD with
rate f , and then returns back to state H with rate R17 represented in Equation (21).

R17 = 2c ⋅ 𝜇1 + 2c ⋅ 𝜇HW + 2c ⋅ 𝜇OS + 2c ⋅ 𝜇H + 2c ⋅ 𝜇K + 2c ⋅ 𝜇N + 2c ⋅ 𝜇G + 2c ⋅ 𝜇NT + 2c ⋅ 𝜇DB + 2c ⋅ 𝜇Q. (21)

Finally, if the system requires second repair, it moves from state DD to state PP with rate R18 represented in
Equation (22).

R18 = 2(1 − c) ⋅ 𝜇1 + 2(1 − c) ⋅ 𝜇HW + 2(1 − c) ⋅ 𝜇OS + 2(1 − c) ⋅ 𝜇H + 2(1 − c) ⋅ 𝜇K + 2(1 − c) ⋅ 𝜇N + 2(1 − c) ⋅ 𝜇G

+ 2(1 − c) ⋅ 𝜇NT + 2(1 − c) ⋅ 𝜇DB + 2(1 − c) ⋅ 𝜇Q (22)

and then returns back to state H with rate R19 represented in Equation (23).

R19 = 2 ⋅ 𝜇2 + 2 ⋅ 𝜇2HW + 2 ⋅ 𝜇2OS + 2 ⋅ 𝜇2H + 2 ⋅ 𝜇2K + 2 ⋅ 𝜇2N + 2 ⋅ 𝜇2G + 2 ⋅ 𝜇2NT + 2 ⋅ 𝜇2DB + 2 ⋅ 𝜇2Q. (23)

The submodels of the Compute and Storage nodes, in Scenario 2, are the same as those of Scenario 1.

4.1.3 Scenario 3

The RBD of Scenario 3 is similar to Figure 3. The availability of this model is computed by Equation (24).

AScenario3 = AController × ACompute × AStorage. (24)



FARAJI SHOYARI et al. 13

In this scenario, everything is similar to Scenario 2, except the number of the servers that act as the Controller node.
Due to the paramount importance of the Controller’s role, the availability of the Controller needs to be high enough.
According to Reference 40, the minimum number of the servers as the Controller node is suggested to be three for achiev-
ing high availability. The CTMC of the Controller node in this scenario is also similar to that in Scenario 2, but if the
second Controller server fails, the system receives requests by the third one. If all three Controller servers fail, the Con-
troller node becomes down and the system gets unavailable. The Compute and the Storage submodels of Scenario 3 are
the same as those represented in Scenario 2. Thus, the system will be available if the Compute/Storage node and at least
one of the Controller servers run.

4.1.4 Scenario 4

In order to evaluate the effect of Compute node on the availability, in this scenario, we consider three Compute nodes,
two servers as the Controller node, and one Storage node. The RBD model of this Scenario is depicted in Figure 10. Since
each Compute node operates individually and has no connection to other Compute nodes, it is separately represented
by an RBD, while detailed interactions of each Compute node are modeled by a CTMC. The availability of this model is
expressed by Equation (25).

AScenario4 = AController × (1 − (1 − ACompute))3 × AStorage. (25)

The Controller and the Storage submodels are the same as those represented in Scenario 2. The CTMC of each Com-
pute node submodel is similar to the model presented in Scenario 1. In this scenario, we use three parallel nodes as the
Compute. Therefore, the system continues to operate if at least one of the Controller servers and one of the Compute
nodes are available and the Storage node runs.

4.1.5 Scenario 5

This scenario is similar to Scenario 4. However, in accordance with the OpenStack best practices,40 the Controller node is
assumed to consist of three servers. This scenario is presented because we want to compare the availabilities and down-
times of Scenarios 4 and 5 based on the best practices of OpenStack documents. The submodel of Controller node can be
described by the CTMC model of Scenario 3. The availability of this model is expressed by Equation (26).

AScenario5 = AController × (1 − (1 − ACompute)3) × AStorage. (26)

4.1.6 Scenario 6

The Storage node is one of the most important parts of the system.41 Thus, in Scenario 6, we apply the hot-standby
technique to the Storage node in order to increase the availability. Herein, we use GlusterFS,42 as a software technique,
to increase availability of Storage nodes. We consider two nodes as the Storage, connected by GlusterFS, where all data
is replicated in both nodes. The RBD of Scenario 6 is depicted in Figure 11. The reason that the RBDs of the Storage
nodes have been shown separately is that each of them can do its own task independently. The availability of this model
is computed by Equation (27).

AScenario6 = AController × (1 − (1 − ACompute)3) × (1 − (1 − AStorage)2). (27)

F I G U R E 10 The reliability block diagram model proposed for Scenarios 4
and 5
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F I G U R E 11 The reliability block diagram model proposed for Scenarios 6
and 7

Both the Controller and the Compute submodels are the same as those represented in Scenario 4. Each Storage node
is expanded by the RBD model shown in Figure 12.

4.1.7 Scenario 7

This scenario is similar to Scenario 6, but the number of the servers as the Controller node in accordance
with the OpenStack high availability architecture is set to three. The availability of this model is obtained by
Equation (28).

AScenario7 = AController × (1 − (1 − ACompute)3) × (1 − (1 − AStorage)2). (28)

4.1.8 Scenario 8

In order to analyze the effect of an additional cluster to the availability,28 Figure 13 represents the architecture of a highly
available system consisting of two clusters. If one cluster fails, the requests are sent to the other one. The availability of
this model is computed by Equation (29).

AScenario8 = AController × (1 − ((1 − (1 − ACompute)3) × (1 − (1 − AStorage)2))2). (29)

Each block in this scenario is expanded by its corresponding submodel. The CTMCs of the Controller and each Com-
pute node are similar to those presented in Scenario 2. Furthermore, the RBD of the Storage node is similar to the one
presented in Scenario 6.

F I G U R E 12 The reliability block diagram model proposed as the submodel for high available Storage node

F I G U R E 13 The reliability block diagram model proposed for
Scenarios 8 and 9
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4.1.9 Scenario 9

This scenario studies the same clusters as described in Scenario 8. However, the number of the servers as the Controller
node is assumed to be three in each cluster. The availability of this model is obtained by Equation (30).

AScenario9 = AController × (1 − ((1 − (1 − ACompute)3) × (1 − (1 − AStorage)2))2). (30)

4.2 Algorithm for dynamically generation of the hybrid model

In this section, a dynamic method for modeling cloud infrastructure11,43-45 is presented. The presented method applies
an algorithm to use a hierarchical modeling approach proposed in Section 4.1. As mentioned in Section 4.1, Scenario 1
does not exploit any redundancy technique, and it is presented just as a baseline for evaluating availability of later sce-
narios that use a redundancy technique. Scenarios 2–3, 4–5, and 6–7 are presented to evaluate the effect of redundancy in
Controller, Compute, and Storage nodes on the availability, respectively. Besides, for evaluating the impact of clustering
technique on availability, Scenarios 8 and 9 are proposed. However, a cloud administrator may implement the Open-
Stack environment differently from our scenarios by changing the number of each node type. Moreover, although the
recommended configuration for setting up an OpenStack architecture on a site includes three Controller and two or more
Compute and Storage nodes,40 the Compute and Storage nodes can be increased on demand. Therefore, we need a solu-
tion to dynamically model OpenStack architecture on each site, and then calculate availability. The process of generating
the hierarchical hybrid models is illustrated in Algorithm 1. The algorithm has some inputs, including (a) the informa-
tion of each node, for example, node name, IP address, and password credentials, (b) Controller node’s CTMCs, and (c)
Storage node’s RBDs introduced in Section 4.1. The CTMC of a Compute node changes based on the number of CPUs in
each Compute node and should be created for each Compute node separately. The first step of the proposed algorithm is
detecting the type/role of each node, that is, Controller, Compute, and Storage. Using the information of each node as a
valid input of the OpenStack APIs, our algorithm obtains the role of each node and saves it into a file. OpenStack provides
an API that allows administrators to write softwares and scripts for managing their own cloud nodes. The loop structure
in lines 2–13 is responsible for counting the number of different node types. In lines 5 and 6, the algorithm counts the
number of Controller nodes by reading the file prepared in the previous step. In lines 7 and 8, the algorithm determines
the number of Compute nodes; besides, a script runs in line 9 to count the number of CPUs in each PM that plays the
role of Compute node. The number of CPUs is essential to create the CTMCs of the Compute node in the next steps. In
lines 10 and 11, the number of Storage nodes is counted.

After determining the number of instances of each node type, the process of building the models is started. The empty
list is created, as shown in line 14. Afterward, the algorithm checks the number of Controller nodes by defining a con-
ditional structure in lines 15–27. If the cloud infrastructure has a single Controller node, the algorithm creates one RBD
and assigns its proper CTMC, based on the CTMC models of the Controller node proposed in Section 4.1. The algorithm
then adds the Controller node’s block to the list generated in line 14. Otherwise, according to the number of Controller
nodes, the elsestatement in either line 19 or 23 is executed. The next step is the creation of the RBDs of the Compute
nodes. In line 28, the empty list of the RBD model of Compute nodes is created. For each Compute node, parallel RBDs
are generated, as shown in line 29. After generating the RBD model of each Compute node, the while structure in lines
31–36 is exploited to assign submodels of parallel RBDs by reading each line of the file prepared in line 9. In this loop,
the algorithm creates CTMCs of each Compute node. Afterward, the generated CTMC is assigned to each Compute node.
All parallel Compute node’s blocks are added to the blocks list in line 37. According to the number of Storage nodes, the
algorithm calls a function to generate parallel RBDs in line 39 and saves the output to a list. For each Storage node’s block,
the submodels described in Section 4.1 are assigned, as shown in line 41. In line 43, the Storage node’s blocks are added
to the blocks list. The algorithm generates the final model in line 44.

5 NUMERICAL RESULTS

Herein, the models of the nine scenarios introduced in Section 4, are analyzed and compared based on the availability,
downtime, and cost. Furthermore, in order to show the effect of job arrival and service rates on the availability and
downtime measures, the analytical model proposed for Scenario 4, as an example, is solved with different job arrival and
service rates.



16 FARAJI SHOYARI et al.

Algorithm 1. Algorithm for generating Hybrid Models Dynamically

Input: Node information, CTMCs of Controller nodes, RBDs of Storage nodes
Output: Hybrid Availability Model of the Cloud System

1: NodeInfoFile(hostname,role) ← OpenStackAPI
2: while NodeInfoFile.hasNext() do
3: String Line ← NodeInfoFile.nextline()
4: String Fields ← Line.split(}},′′ )
5: if Fields [1] == Controller then
6: Countctrl ++
7: else if Fields [1] == Compute then
8: Countcmp ++
9: append.NumOfCPUFile ← Fields[0].CPUInfo.sh

10: else /* Fields [1] == Storage */
11: Countstr ++
12: end if
13: end while
14: blocks-list ← list
15: if Countctrl == 1 then
16: Controller-node-block ← GenerateSeriesRBD ()
17: AssignSubModel(Controller-node-block, CTMC-OneController)
18: blocks-list.add (Controller-node-block)
19: else if Countctrl == 2 then
20: Controller-node-block ← GenerateSeriesRBD ()
21: AssignSubModel(Controller-node-block, CTMC-TwoController)
22: blocks-list.add (Controller-node-block)
23: else /* Countctrl == 3 */
24: Controller-node-block ← GenerateSeriesRBD ()
25: AssignSubModel(Controller-node-block, CTMC-ThreeController)
26: blocks-list.add (Controller-node-block)
27: end if
28: Compute-node-blocks-list ← list
29: Compute-node-blocks-list ← GenerateParallelRBD (Countcmp)
30: i=0
31: while NumOfCPUFile.hasNext() do
32: String CPU ← NumOfCPUFile.nextline()
33: CTMC-Compute ← GenerateCTMCCompute(CPU)
34: AssignSubModel(Compute-node-blocks-list.get(i), CTMC-Compute)
35: i ++
36: end while
37: blocks-list.add (Compute-node-blocks-list)
38: Storage-node-blocks-list ← list
39: Storage-node-blocks-list ← GenerateParallelRBD (Countstr)
40: for j ≤ Countstr do
41: AssignSubModel(Storage-node-blocks-list.get(j), RBD-Storage)
42: end for
43: blocks-list.add (Storage-node-blocks-list)
44: Final-Model ← GenerateSeriesRBD (blocks-list)
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Based on a recent cloud data center workload analysis, more than 80% of VM requests submitted by a customer need
one or two CPU(s).41 Thus, we assume m= 4, and MC = 2. The pleave

(cc.v.crel) does not always follow uniform distribution, so
we use the assumption given in References 38,46.

The accurate calculation of failure and repair rates is a vital part of availability evaluation. In order to find more
accurate failure and repair rates, a real testbed infrastructure for experimental evaluation of redundant architecture with
seven servers is conducted. The OpenStack Newton is installed and configured on CentOS 7.0 in our experiments. The
configuration of the servers is provided in Table 3. Two servers for the Controller node, two servers for the Storage node,
and three servers for the Compute node are allocated. We focus on VM creation as the most critical task of an IaaS.47

Creation and Management of a VM involve most core OpenStack services and their components. In order to increase the
computation capacity, we use the CPU allocation ratio 16:1 to allocate 16 virtual cores per physical core. Similarly, the
Compute nodes use the RAM allocation ratio 1.5:1 to assign VMs to a PM as long as the total amount of RAM associated
with the VMs is less than 1.5 times the amount of RAM available on the PM.

We select Rally48 as a benchmarking tool for OpenStack to generate real workload and concurrent requests. We allocate
the smallest OpenStack flavor (vCPU, memory, storage) to each VM with the specification of 512 MB of RAM, one vCPU,
and 1 GB of Disk in our experiments. A sustainable rate of concurrent requests is established, and 1 to 200 concurrent
creation requests are handled with that flavor. The target concurrency for this benchmark is 50, 100, 150, and 200.

We ran concurrent VM creation requests twice a day (peak and nonpeak times of network usage in our lab) for 12
months. In OpenStack, different components generate logs during their execution in the respective log files. A large
volume of log records are produced and stored in the system. An example of the log messages is represented in Table 4.
Log messages have a specific pattern. The first column in Table 4, named ServiceName, demonstrates the logs related
to the specified OpenStack component. The timestamp, TypeOfMessage, and the MessageText are shown in the second,
third, and fourth column of Table 4, respectively. The system logs were continuously monitored for 12 months, using
Nagios49 as the monitoring tool. We developed a Nagios plugin that runs every 30 s to process the log records and extract
information that we need as input parameters of the nine scenarios. The type of OpenStack’s messages are categorized as
follows: Debug, Info, Warning, Error, and Critical. In the Error and Critical situation, the component is out of service. In
a healthy condition, and after returning from Error/Critical status to a normal functioning situation, the logs indicate an
Info message. We create the Nagios plugin to select Error and Critical records for each OpenStack component and then
extract important information, for example, timestamp till the component gets ready. Afterward, we count the number
of failures in each component. Given the extracted data, the mean time between failures (MTBF), mean time to repair
(MTTR), and the probability of component working correctly during 12 months is calculated based on the formula
explained in References 17,50,51. The failure and repair rates are the reverse of MTBF and MTTR, respectively.

T A B L E 3 Server description

Model Components Description Considered cost

HP ProLiant DL80 Gen9 Hard Disk 490 GB 10,000$

Memory 100 GB

CPU Intel® Xeon® E5-2600 v3 @ 3.00 GHz, 14 cores

T A B L E 4 Example of OpenStack logs

Service name Timestamp Type of message Message text

Nova 2020-08-25
19:24:19.407 34492

ERROR nova.servicegroup.drivers.dbDBConnectionError:
(pymysql.err.OperationalError) (2003, “Can’t connect to MySQL
server on ’192.168.104.110’)”

Glance 2020-08-25
10:02:11.467 9122

INFO eventlet.wsgi.server[req-1a5aca78-33cf-4a43-b5b5-53c28ac386975a2601
21efc54d569a73472a66c1e37c 81687c05018241e9ac02acbc4aefb203
- default default] 192.168.104.110 - - [25/Aug/2020 10:02:11] “GET
/v2/images?limit=1000sort-key=created-atsort-dir=desc
HTTP/1.1” 200 18059 0.141111)

Neutron 2020-08-25
18:39:05.975 20601

ERROR ERRORneutron.services.metering.agents.metering-agentMessaging
Timeout: Timed out waiting for a reply to message ID
745bddaa3faf4594959214cc825069d9
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The input parameters of models collected by the monitoring tool are described in Tables 5,6,7,8, and 9. The probabil-
ity of Hardware and OS being healthy and the repair rate of them are derived from References 17 and 27. Furthermore,
time parameters defined in Table 5 are derived from OpenStack High Availability configurations.40 The Controller failure
rate is derived from Figure 5, and it is 0.001550 as shown in Table 5. We consider the Controller failure rate as a sample
compared with other cloud Controller’s failure rates reported in References 17,25,27,28 in order to verify the parameters

T A B L E 5 Input parameters of the continuous time Markov chain modeling for the Controller node

Parameter Value or Range

Job arrival rate (𝜆a) 0.1 to 5 - step 0.5 (job/h)

Probability of Hardware working correctly (PHW) 0.13

Probability of OS working correctly (POS) 0.0023

Probability of Keystone working correctly (PK ) 0.0763

Probability of Horizon working correctly (PH) 0.0763

Probability of Nova working correctly (PN ) 0.0497

Probability of Glance working correctly (PG) 0.1224

Probability of Neutron working correctly (PNT) 0.0128

Probability of Database working correctly (PDB) 0.0862

Probability of RabbitMQ working correctly (PQ) 0.1224

Mean search time in Database (1∕𝛿DB) 1/3600 (h)

Mean search time to choose free Compute server (1∕𝛿C) 1/3600 (h)

Probability of Compute node working correctly (PCompute) Computed from model in Figure 6

Controller failure rate (𝜆cc) 0.001550 (h−1)

Mean failure detection time (1/f ) 1/360 (h)

Mean time that requests transfer from the first server to the second one (1/ts) 1/3600 (h)

Coverage factor (c) 0.95

Hardware first repair rate -covered case- (𝜇HW) 0.600 (h−1)

OS first repair rate -covered case- (𝜇OS) 4 (h−1)

Horizon first repair rate -covered case- (𝜇H) 60 (h−1)

Keystone first repair rate -covered case- (𝜇K ) 60 (h−1)

Nova first repair rate -covered case- (𝜇N ) 10 (h−1)

Glance first repair rate -covered case- (𝜇G) 20 (h−1)

Neutron first repair rate -covered case- (𝜇NT) 20 (h−1)

Database first repair rate -covered case- (𝜇DB) 30 (h−1)

RabbitMQ first repair rate -covered case- (𝜇Q) 60 (h−1)

Controller first repair rate -covered case- (𝜇1) 4.6511 (h−1)

Controller second repair rate -uncovered case- (𝜇2) 2.3255 (h−1)

Horizon second repair rate -uncovered case- (𝜇2H) 30 (h−1)

Keystone second repair rate -uncovered case- (𝜇2K ) 30 (h−1)

Nova second repair rate -uncovered case- (𝜇2N ) 5 (h−1)

Glance second repair rate -uncovered case- (𝜇2G) 10 (h−1)

Neutron second repair rate -uncovered case- (𝜇2NT) 10 (h−1)

Hardware second repair rate -uncovered case- (𝜇2HW) 0.300 (h−1)

OS second repair rate -uncovered case- (𝜇2OS) 2 (h−1)

Database second repair rate -uncovered case- (𝜇2DB) 15 (h−1)

RabbitMQ second repair rate -uncovered case- (𝜇2Q) 30 (h−1)
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T A B L E 6 Input parameters of the reliability block diagram modeling for
the Controller node

Parameter Value

Hardware failure rate (𝜆HW) 0.0001141 (h−1)

OS failure rate (𝜆OS) 0.0003456 (h−1)

Keystone failure rate (𝜆K ) 0.000146 (h−1)

Database failure rate (𝜆DB) 0.000139 (h−1)

RabbitMQ failure rate (𝜆Q) 0.0001198 (h−1)

Neutron failure rate (𝜆NT) 0.0001484 (h−1)

Nova failure rate (𝜆N ) 0.0001712 (h−1)

Glance failure rate (𝜆G) 0.0001198 (h−1)

Horizon failure rate (𝜆H) 0.000146 (h−1)

T A B L E 7 Input parameters of the continuous
time Markov chain modeling for the Compute node

Parameter Value

Job arrival rate in Compute (𝜆) 𝜆a∕N

Probability of requesting k CPU (parrival
k ) 1/MC

Service rate (𝜇) 0.1, 0.5, 1 (h−1)

Probability of release crel CPU (pleave
cc.v.crel) Is obtained from [36]

Failure detection rate (f ) 360 (h−1)

Coverage factor (c) 0.95

Compute failure rate (𝜆C) 0.001209 (h−1)

Compute first repair rate -covered case- (𝜇C1) 1.9087 (h−1)

Compute second repair rate -uncovered case- (𝜇C2) 0.9543 (h−1)

T A B L E 8 Input parameters of the reliability block diagram modeling for the
Compute node

Parameter Value

KVM failure rate (𝜆kvm) 0.0003344 (h−1)

KVM repair rate (𝜇kvm) 1 (h−1)

T A B L E 9 Input parameters of the reliability block diagram modeling for the
Storage node

Parameter Value

Cinder failure rate (𝜆cinder) 0.001652 (h−1)

Cinder repair rate (𝜇cinder) 12 (h−1)

Gluster failure rate (𝜆gluster) 0.0004629 (h−1)

Gluster repair rate (𝜇gluster) 1 (h−1)

represented in Tables 5,6,7,8, and 9. The value of this parameter was reported 0.002997 and 0.0012 in References 27 and
17,25,28, respectively. However, the values used in References 17,25,27,28 were derived from researches that are not
specifically related to cloud infrastructures. Moreover, some of the components involved in the cloud Controller, were
not considered in those studies. According to China Mobile’s OpenStack production cloud,47 the zero failure rate can
be achieved by tuning cloud infrastructure. Most of the tuning actions are performed in our cloud environment before
executing Rally Benchmark scripts, in order to decrease the failure probability of components.

We use the SHARPE software package52 to numerically solve the proposed hierarchical hybrid models. The steady-
state availability and the downtime of the nine scenarios are compared in Figures 14 and 15, respectively. The interval
availability is the probability that the system is functioning correctly during a given period of time, and the steady-state
availability is achieved when this time period is too long. The availability could also be expressed as a percentage of
uptime in a given period. On the other hand, the downtime is simply the time the system is out of service. It is usually
expressed as the number of minutes the system fails to perform its function in a year.17
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F I G U R E 14 The availability of the nine scenarios considered in
this article [Color figure can be viewed at wileyonlinelibrary.com]

F I G U R E 15 The downtime of the nine scenarios considered in
this article [Color figure can be viewed at wileyonlinelibrary.com]

The main reason behind the low availability resulted from Scenario 1 is the lack of availability improving policies and
the low number of Compute nodes. These servers may not only be unavailable due to failures but also cannot respond
customer requests if the Compute node capacity is over. For the evaluation of Scenario 1, the private cloud without
applying any redundancy technique, we obtain the value of 99.81514% for the availability and 971.6153 min/year for the
downtime. The result of this scenario empathizes the use of an appropriate solution to improve availability. Therefore, in
order to identify the most important subsystem of OpenStack that affect the availability, we use redundancy technique
on each node. Since, the Controller is a critical part of OpenStack, we apply redundancy to this node in Scenarios 2 and 3.

In Scenario 2, the number of Compute nodes is still low, but adding one server as a Controller node increases the
availability and decreases the downtime. The Controller node is an essential part of the OpenStack environment and
it is important that the number of servers of the Controller node be more than one. If one of them fails, another one
can be replaced. In this scenario, the values of the availability and downtime obtained by solving the proposed models
are 99.81603% and 966.9382 min/year, respectively. Although we expect that the redundancy increases availability, we
achieved a 0.48% reduction of downtime in comparison to Scenario 1. The results show that the Controller is in a stable
condition, but using redundant Controller helps us to maintain the whole system in a good running status.

Based on high available OpenStack best practices, it is better to set the number of servers in the Controller node to
three. Analysis shows that in Scenario 3, adding servers to the Controller node, the availability increases and the down-
time decreases compared with Scenario 2. The values of the availability and downtime obtained from Scenario 3 are
99.81616% and 966.2494 min/year, respectively. All the above scenarios are proposed to evaluate the effect of the number
of servers in the Controller node on the output measures of interest. The results show that there is a slight difference
between the outputs of Scenarios 2 and 3.

The impact of adding a server to the system as the Compute node is evaluated in Scenarios 4 and 5. Increasing the
number of servers of the Compute node to three, the availability increases and the downtime decreases. According to
the results, the availability of Scenario 4 is 99.9584% and the downtime is 218.6264 min/year. By adding new servers to
Compute node, the capacity is increased, and consequently, we experience a significant improvement in the availability

http://wileyonlinelibrary.com
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and downtime compared with Scenario 1. The results show 77.49% reduction in the downtime in contrast to the baseline
scenario, Scenario 1. In addition, based on OpenStack recommendation that Controller should include three or greater
than three servers, in Scenario 5 we add one more Controller server to Scenario 4. However, not much difference between
the results of Scenarios 5 and 4 is observed.

In addition to the significance of Controller and Compute nodes, the availability of Storage node is also important.
The analysis of Scenarios 6 and 7 shows that adding a redundant node as a Storage node, the availability and downtime
are improved compared with the earlier scenarios. However, there is a slight difference between the results of Scenar-
ios 6 and 7. The values of the availability and downtime obtained by Scenarios 6 and 7 indicate that we gain over 99%
improvement in the downtime when the redundancy technique is applied to the system in comparison with Scenario 1.

In Scenarios 8 and 9, using clustering techniques, availability increases and downtime decreases. We experience less
than 1-min downtime per a year in these scenarios which shows a significant improvement in contrast to Scenario 1.

In addition to the importance of the availability and customer satisfaction, considering the cost as an important
system-oriented parameter is essential. In our analysis, the cost of a scenario is the sum of the total price of servers
required to be purchased to set up that scenario. Moreover, the maintenance and operational (M&O) costs are obtained
from the Private Cloud TCO Calculator.53 The calculator has some input fields, including the number of hosts, maxi-
mum storage capacity, cloud type, deployment type, and management type. Yearly M&O costs are calculated based on the
above-mentioned inputs. The number of hosts in the corresponding calculator input field is proportional to the number of
servers used in each scenario, the maximum storage capacity is the total storage employed in each scenario, the cloud type
is OpenStack, and the deployment type is custom architecture. In this article, we choose a self-managed option for man-
agement. Regarding the number of servers used in each scenario and yearly M&O cost obtained from the calculator, the
resulted cost values are represented in Figure 16. According to the results provided in Figure 16, cloud service providers
have to determine which scenario satisfies both the customer demands and provider benefits. Therefore, if financial penal-
ties that cloud providers must pay for every second of downtime is high, they have to choose a high available scenario. If
the downtime is tolerable, they could choose a high available scenario with lower cost such as Scenario 6.

In addition to the above analysis, we quantify the effect of variation in job arrival and service rates on the availability
and downtime of an OpenStack cloud. To this end, the model proposed for Scenario 4, as a sample scenario, is exploited
to evaluate the availability and downtime by varying job arrival rate from 0.1 to 5 and the job service rate between 0.1, 0.5
and 1. The effects of variation in job arrival and service rates are shown in Figures 17 and 18, respectively. Changing job

F I G U R E 16 The cost of the nine scenarios considered in this
article [Color figure can be viewed at wileyonlinelibrary.com]

F I G U R E 17 The effect of job arrival and service rates on
availability [Color figure can be viewed at wileyonlinelibrary.com]
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F I G U R E 18 The effect of job arrival and service rates on
downtime [Color figure can be viewed at wileyonlinelibrary.com]

arrival rate from 0.1 to 5, the availability decreases and the downtime increases. Moreover, by changing the job service
rate from 0.1 to 1, cloud resources are released later. Hence, the availability decreases and the downtime increases.

6 CONCLUSIONS AND FUTURE WORK

This article presented analytical hierarchical hybrid models, by combining RBDs and CTMCs, to evaluate availability,
downtime, and cost of nine scenarios defined in OpenStack environment. Input parameters of the proposed models are
computed in real OpenStack environment by Nagios as a monitoring tool collecting experimental data for about 1 year. In
the proposed model, heterogeneous workload was considered. The results indicated that availability increases by applying
the redundancy technique, which adds redundant servers and clusters to the system. Since there is an opposite relation
between availability and cost, cloud administrators should provide services for the customer considering these two factors.
The comparison made between availability and cost resulted from nine scenarios considered in this article can help cloud
providers to make appropriate decisions on the level and type of redundancy they need. In addition, the effect of variations
in job arrival and service rates on the availability and downtime was investigated in this article.

Future studies might consider more analysis on the redundancy techniques in geo-distributed cloud environments to
achieve a high available system at the lowest price because cloud providers usually owned geo-distributed data centers in
the real world. An appropriate architecture of cloud data centers depends on the right networks to secure the continuity
of operations. Therefore, business and online services require highly available connectivity between cloud services. The
models proposed in this article might also be employed to identify the role of network services in the availability of a
geo-distributed cloud.
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