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a b s t r a c t 

The emergence of mobile IoT applications in recent years and the challenge of routing in their infrastruc- 

tures have motivated scholars to propose appropriate routing mechanisms for such systems. Meanwhile, 

the IPv6 Routing Protocol for Low Power and Lossy Networks (RPL) is the standard routing protocol for 

IoT infrastructures. Nevertheless, RPL was mainly designed to comply with the primitive requirements of 

static IoT applications and it behaves poorly in confronting with the severe alterations in mobile con- 

ditions. The most important factor for such a poor behavior in mobile applications is the inappropriate 

design of OFs, which determine RPL’s routing policies in the network. Therefore, the functionality and 

efficiency of the existing OFs should be carefully studied in order to determine their downsides and to 

resolve them in the future OF designs. Accordingly, in this paper, due to lack of information on how OFs 

affect the primary requirements of IoT infrastructures in mobile and static infrastructures, we have com- 

pared and evaluated the effect of state of the art OFs on the functionality of the nodes and the network 

from different perspectives. Our evaluations on fixed-node IoT infrastructures have shown that OFs could 

affect the power consumption by up to 80%, while their impact on reliability and E2E delay would be 

as high as 54% and 75%, respectively. Further observations have proven that mobility would reduce OFs 

contribution in power consumption by more than 10% in comparison with static IoT infrastructures, while 

it can increase their influence on reliability and E2E delay by nearly 15% and 16%, respectively. 

© 2019 Published by Elsevier B.V. 
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. Introduction 

Internet of Things has the potential to ignite another industrial

evolution because of its ability to surround every aspect of hu-

an’s daily activities. IoT is an emerging topic of technical, social,

nd economic significance, which different involved associations

ave not yet converged to an agreement on its standard definition.

ccording to Safaei et al. [1] , IoT is a system comprising a commu-

icative infrastructure which establishes a connection between an

normous amount of smart, identified, and low-power embedded

evices using Internet-based communication technologies without

uman intervention. 

It has been anticipated that there will be more than 9 devices

er person at the end of 2025 [1] . Aggregation of such an enor-

ous amount of connected devices, demonstrates that IoT has the
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otential to effect human lives and the global economy from every

spect. McKinsey Global Institute ® has published a report, suggest-

ng that the financial impact of the IoT on the global economy may

each as much as $3.9 to $11.1 trillion dollars at the end of 2025

2] . 

The main reason for such an impact is the broad range of sup-

orted applications by IoT. The IoT applications could be catego-

ized into two domains: 1) Static, and 2) Mobile. Static IoT applica-

ions refer to a group of applications containing a number of fixed-

odes in the environment; Applications such as smart buildings,

ndustrial automation, environment monitoring, and emergency re-

ponse to natural and man-made disasters are placed within this

ategory. Unlike fixed-node IoT infrastructures, in mobile IoT appli-

ations, due to movements of the embedded devices, the network

opology is time-variable and thus, the link breaks and alterations

n the network are unavoidable. The location sensing and sharing

f location information in smart vehicles, and commodity tracking

re a number of well-known mobile IoT applications. 

IoT infrastructure mainly relies on communication of many

esource constraint embedded devices with low processing power,

https://doi.org/10.1016/j.micpro.2019.05.010
http://www.ScienceDirect.com
http://www.elsevier.com/locate/micpro
http://crossmark.crossref.org/dialog/?doi=10.1016/j.micpro.2019.05.010&domain=pdf
mailto:bsafaei@ce.sharif.edu
mailto:mohammadsalehi@ce.sharif.edu
mailto:monazzah@ipm.ir
mailto:ejlali@sharif.edu
https://doi.org/10.1016/j.micpro.2019.05.010


80 B. Safaei, A .A . Mohammad Salehi and A.M. Hosseini Monazzah et al. / Microprocessors and Microsystems 69 (2019) 79–91 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

i  

[  

a  

b  

n  

p  

s  

f

 

f  

m  

O  

d  

E  

a  

r  

s  

f  

p  

i

 

e  

d  

l  

c  

a  

s  

l  

r  

t  

t  

I  

a  

d  

p

 

r  

p  

j  

i  

4  

5  

n  

T

Table 1 

Summary of notations in the article. 

Notation Description 

RPL IPv6 Routing Protocol for Low-power and lossy networks 

OF Objective Funcion 

OF0 Objective Function Zero 

MRHOF Minimum Rank with Hysteresis Objective Funct ion 

OFFL Fuzzy Logic Objective Fun ction 

E2E End-to-End D elay 

DAG Directed Acyclic Gra ph 

DODAG Destination Oriented Directed Acyclic Gra ph 

LBR LLN Border Rou ter 

DIO DODAG Information Obje ct 

DIS DODAG Information Solic itation 

DAO Destination Advertisement Ob ject 

MoP Mode of O peration 

OCP Objective Code P oint 

ETX Expected Transmission Cou nt 

PDR Packet Delivery Rat io 

TI Transmission I nterval 

LPM Low Power Mod e 

LSR Link Success R ate 
memory, energy (battery power), data rate, and transmission

range, in wireless mediums. Although IoT and its predecessor

Wireless Sensor Networks (WSN) have fundamental distinctions,

e.g., the IP based Internet connections and the essence of identify-

ing the sources of transmissions in IoT, the high packet loss nature

of wireless environments has placed both of these technologies as

a subset of larger wireless environments known as Low Power and

Lossy Networks (LLN) [3–6] . Communication of such an enormous

amount of connected devices in LLNs, arises many considerations.

Accordingly, different levels of IoT abstraction are facing major

challenges, which are substantial to be managed. Among different

layers of an IoT infrastructure, the network layer and relatively its

routing protocols play an important role in providing a low cost

and reliable communication in order to deliver data packets from

source nodes to their destination(s). 

In this regard, in 2008, the Internet Engineering Task Force

(IETF), established the Routing over Low-power and Lossy net-

works (RoLL) working group to determine the prerequisites, design

and implement a routing mechanism, which is applicable for con-

straint embedded nodes and satisfies the requirements of IoT sys-

tems. During 2009 to 2010, the group published a few documents,

which included the routing requirements for four specific IoT ap-

plications, i.e., Urban [7] , Industrial [8] , Home automation [9] , and

Building automation [10] . The outcome was R outing P rotocol for

L ow-power and lossy networks (RPL) , which was standardized and

delivered to the public on march 2012 as an RFC6550 [11] . 

RPL is a gradient, proactive, IPv6 based routing protocol aiming

to build a robust multi-hop mesh topology over lossy links with

minimal state requirements [11] . It could deliver packets in dif-

ferent traffic patterns, i.e., point-to-point (P2P), point-to-multipoint

(P2MP) or multipoint-to-point (MP2P), which is an important issue

in the concept of routing in IoT systems. This distance-vector pro-

tocol is highly flexible and it could be adopted by various applica-

tions to fulfill their different network requirements. RPL is widely

used in real world IoT infrastructures. The Cisco Resilient Mesh

(formerly known as CG-Mesh) is a well-known IoT network stack

which employs RPL for establishing the routing in smart grid ap-

plications [12] . 

The fundamental component, which provides the flexibility in

RPL is the Objective Function (OF). OF is responsible for defining

how embedded nodes select their path in order to forward data

packets in an optimized manner according to the application’s re-

quirements. An OF determines how RPL nodes interpret one or

more node/link metrics (e.g., node’s residual energy, throughput,

latency, link reliability), into a Rank; A value, which approximates

the node’s distance from the coordinator node (also known as a

root or sink). A metric is a quantity, which is exploited to calculate

the path cost and consequently the value of the rank. Typically,

link and node metrics are additive [13] . 

OF0 [14] and Minimum Rank with Hysteresis Objective Func-

tion (MRHOF) [15] are a couple of the most well-known OFs, which

are used in RPL based IoT infrastructures. OF0 is the basic OF in

RPL, which does not exploit any node/link metrics and simply de-

termines the preferred path based on the minimum hop count.

On the other hand, MRHOF is more complicated and it is able to

consider different node/link metrics to compute the nodes rank.

These OFs could not fulfill every aspect of different IoT applica-

tions. Hence, in recent years there have been a number of studies

on providing novel OFs to meet specific IoT characteristics, e.g., re-

liable communication, low power consumption, and longer system

life time [16,17] ). RPL was intended to be employed in static IoT

applications and its standard deployment (which is introduced in

[11] ) in mobile networks performs poorly. The lack of compatibility

and slow response to the topology alterations in the standard RPL

makes it a highly inefficient and potentially an impractical routing

protocol for mobile IoT infrastructures [18] . Hence, several stud-
es have provided modified versions of RPL to support mobility

18–21] ; Nevertheless, to the best of our knowledge, implementing

n appropriate OF, which should be specifically designed for mo-

ile RPL based IoT infrastructures is still an open challenge with

o previous effort s. Prior to designing an OF for mobile IoT ap-

lications, it is essential to highlight and analyze the weakness of

tate of the art OFs from different perspectives and compare their

unctionality in static and mobile conditions. 

Hence, in this paper, due to lack of information on how OFs af-

ect the primary properties of IoT infrastructures in fixed-node and

obile scenarios, we have compared three well-known OFs, i.e.,

F0, MRHOF, and Fuzzy Logic Objective Function (OFFL) [22] from

ifferent perspectives. This includes power consumption, End-to-

nd (E2E) delay, reliability, and topology control overhead. The

ccomplished study in this paper would be beneficial for the

eaders from two points of view: 1) It would pave the way for

cholars to realize which of the mentioned areas are more af-

ected by OFs, and 2) It conducts a set of experiments to ex-

lore the behavior of state of the art OFs in static and mobile IoT

nfrastructures. 

In order to conduct a set of comprehensive evaluations, we have

xploited Cooja simulator [23] . In this regard, we have considered

ifferent scenarios in mobile and static IoT infrastructures to il-

ustrate the contribution of OFs in the behaviour of different IoT

haracteristics. Our simulation results have shown that in case of

 static network with fixed nodes, OFs could affect the power con-

umption by up to 80%, while their impact on reliability, E2E De-

ay, and control overhead would be as high as 54%, 75%, and 50%

espectively. On the other hand, further observations have proven

hat a mobile IoT infrastructure would reduce OFs contribution in

he power consumption by more than 10% compared with static

oT infrastructures, while they can increase OFs influence on reli-

bility, and E2E delay by nearly 15% and 16% respectively. In ad-

ition, mobility has increased the impact of OFs on the control

acket overhead by more than 8%. 

The rest of this paper is organized as follows: Section 2 rep-

esents a background on RPL and its structure. In Section 3 , the

reviously proposed OFs have been surveyed and the built-in ob-

ective functions of RPL along with the novel OFFL is described

n detail. Comparison strategies have been discussed in Section

 . System setup and experimental results are stated in Section

 . Finally, the paper is concluded in Section 6 . A summary of

otations that are exploited in the paper has been presented in

able 1 . 
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Fig. 1. Low power and lossy networks routing protocols classification. 
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. Background on RPL 

Considering the rapid growth in number of connected devices,

he variety of LLN and IoT applications, and the pervasive nature

f these two environments, different international standardization

odies and academic institutions, have developed and standard-

zed novel routing protocols to meet the requirements of differ-

nt IoT applications. Basically, as it has been depicted in Fig. 1 , ex-

sting routing protocols for low power and lossy networks could

e broadly classified into two major groups: 1) Flat, and 2) Hier-

rchical [24] . Flat protocols are composed of many nodes, which

ave the same contribution in the network. An specific advantage

f such protocols is their minimal imposed overhead for maintain-

ng the infrastructure among the communicating nodes [25] . The

ther group of protocols are hierarchical protocols, which define an

tructure for the network. In these protocols nodes are organized

n clusters to gain scalability and efficiency. 

The Flat category itself could be classified into three sub-

ategories: 1) Proactive, 2) Reactive, and 3) Hybrid routings. Proac-

ive protocols are a group of routing mechanisms in which, each

ode builds its own routing table to be able to send packets to the

estination. Any alterations in the network will lead into transmis-

ion of update packets in order to maintain the network’s stability.

hus, when a node decides to send a packet to a specific desti-

ation, there wouldn’t be any extra delay on route discovery pro-

edure. However, maintaining the routing information up-dated,

mposes high resource consumption for the IoT nodes in the LLN

e.g., power, memory, and bandwidth) [25] . Collection Tree Proto-

ol (CTP) [26] , Hydro [27] , and Zigbee cluster-tree [28] are a few

amples of proactive protocols. 

Unlike the proactive protocols, in reactive protocols, nodes be-

in the route discovery procedure only when there is a demand

or it; This is why this group of protocols are also known as on-

emand routing protocols. This feature eliminates the need for

toring the updates on the nodes and consequently reduces the

emory usage, but this process imposes delays due to route dis-

overy operation, which is caused by the absence of requested

outes. Ad-hoc On-Demand Distance Vector (AODV) routing proto-

ols are a wide family of reactive routing protocols in which rout-

ng information is exchanged between distributed nodes in the sys-

em [29] . Another group of flat routing protocols, consider the pos-

tive aspects of the two previous groups to form a new class which

s called hybrid routing protocols. 

On the other side, there exist hierarchical routing protocols,

hich are also known as the clustering based protocols. These pro-

ocols can extend the lifetime of the network by reducing the con-

umed energy of the routing mechanisms. Geographic routing pro-

ocols, which are designed to enable nodes to accomplish the route
iscovery procedure based on the knowledge of location, are a sub-

et of clustering based protocols and Beacon Vector Routing (BVR)

s a good example for this group of routing protocols [30] . 

The above mentioned routing protocols are designed and op-

imized for collecting information or they specifically focus on

oint-to-point traffic patterns in homogeneous networks. It is wor-

hy to know that many of these protocols do not fulfill the IoT re-

uirements (e.g., power consumption). In addition, the pervasive

ature of IoT and LLNs requires a scalable, comprehensive, flexible,

ulti-hop and low power routing protocol which supports differ-

nt traffic patterns in the network and meets the pre-requisites of

he IoT nodes. Further more, employing a multi-hop routing mech-

nism in IoT infrastructures is essential and it cannot be replaced

ith the emerging low-power, low bit rate and long-range radio

echnologies, e.g., LoRa/LoRaWAN [31] and Sigfox [32] . Because,

hese technologies are typically employed in applications, where

he data transmission is done towards a base-station (in form of a

tar topology), while in many pervasive IoT applications, due to the

arsh, dynamic and lossy nature of the wireless mediums and the

esh-based structure of the communications, the multi-hop rout-

ng may be the only option [33] . Accordingly, RPL seems to be the

ight choice for IoT infrastructures. 

Basically, RPL is a distance-vector routing protocol, which is ca-

able of operating on top of several link layer technologies, e.g.,

EEE 802.15.4 PHY and MAC [11] . It was designed to be highly

daptive to network alterations in case of inaccessibility at de-

ault routes, specifically in collection based applications were hun-

reds of thousands of fixed smart devices, measure environmen-

al parameters from the physical world and send them to a col-

ecting point [22] . This source routing protocol constructs a tree

hape topology known as Directed Acyclic Graph (DAG) rooted at

ne or more sink nodes (also known as LLN Border Router or LBR

n case of connecting the DAG to the Internet). In this structure,

aths connect end-nodes (leaves) to the sink nodes. A DAG which

s composed of only a single root is called a Destination Oriented

irected Acyclic Graph (DODAG). 

The construction of DODAG is being affected by the defined

outing metrics in the RPL’s OF. The OF is responsible for opti-

izing a single or a set of path costs according to the intended

pplication requirements. An application could be composed of

everal RPL instances with different and potentially inconsistent

onstraints with each containing one or more DODAGs. RPL di-

ides the DAG into one or more DODAGs and dedicates a DODAG ID 

o each of them to distinguish them in an RPL instance (which

as a specific RPL Instance_ID itself). The DODAG is also assigned

ith a DODAG Version_Number which is increased by the root ev-

ry time the DODAG is rebuilt. The unique version of the DODAG

s identified via the triple values of RPL Instance_ID , DODAG ID , and

ODAG Version_Number . The engaged nodes in RPL, exchange four

ypes of ICMPv6 control messages to construct the DODAG and

onsequently to route data packets from source nodes to the desti-

ation nodes. The structure of RPL and its creation has been illus-

rated in Fig. 2 . 

The construction of the DODAG is initiated via DODAG Infor-

ation Object (DIO), where the root broadcasts this control mes-

age to its neighbours to inform the minimum rank value. DIO pro-

ides information about how nodes can discover an RPL instance,

earn the configuration parameters of the intended instance, deter-

ine a set of nodes as their parent set and finally how to maintain

he DODAG. Upon reception of the DIO in a node, according to the

rovided information in the DIO message (specially the DAG met-

ic container and DODAG configuration option) and the pre-defined

F, it chooses a number of neighbour nodes as its candidate parent

et and further selects one of them as its preferred parent. Further-

ore, the node computes its rank by increasing its parents rank

onotonically. After completion of the rank calculation, the node
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Fig. 2. RPL structure. 
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i  
propagates its rank with all the updated information to its neigh-

bours and this procedure iterates until the DODAG creation. DIO

messages are broadcasted with an exponentially increasing inter-

val defined by the trickle algorithm to mitigate the control over-

head as well as the power consumption. A node can join a DODAG

by transmitting a Destination Information Solicitation (DIS). Any of

the neighbour nodes which receive a DIS message, will send a DIO

message unicastly to the solicitating node. Consequently, the re-

questing node would choose its preferred parent according to the

received DIO messages from the neighbour nodes. 

The aforementioned control messages are the core components

for the upward routing (a route from non-root nodes to the root)

and relatively the MP2P traffic flows. However, RPL supports P2MP

and P2P traffic patterns which necessitates the downward routing

(a route from root to the non-root nodes) capabilities. Destination

Advertisement Object (DAO) is responsible for enabling downward

routes in RPL. There are two Modes of Operation (MoP) in RPL,

i.e., storing, and non-storing, which determine weather the inter-

mediate nodes are able to maintain the routing information car-

ried by the DAO control message or not, respectively. It should be

noted that, upon an explicit request from the sender node or oc-

currence of an error, an acknowledge packet will be sent from the

receiver side through a Destination Advertisement Object Acknowl-

edgement (DAO-ACK) message back to the transmitter. 

3. Objective functions and related studies 

The OF’s duty is to provide an optimized path selection and

topology construction in an RPL instance based on the specifica-

tions in a broad range of applications and network designs. An

OF assists a node to join the appropriate DODAG with its conve-

nient version. In addition, the OF determines how RPL nodes inter-

pret one or more node/link metrics into a Rank [11] . A set of sup-

ported node/link constraints and metrics has been specified in [13] .

To reach a valid RPL construction, OF specifies three relevant sets:

1) Neighbour Set, 2) Parent Set, and 3) Preferred Parent Set [34] .

The DIO message carries the important information about OF in its

configuration option field (which is part of the DIO options). In the

configuration option section, the Objective Code Point (OCP) is re-

sponsible for identifying the OF. The RPL standard does not enforce

any adoption of certain OFs or metrics for path selection and even

separates the OF implementation from the fundamental specifica-

tions of RPL. Indeed, RPL provides the opportunity for engineers to
esign and implement a customized routing protocol in a flexible

anner considering different characteristics of the intended appli-

ation. 

OF0 and MRHOF are the default objective functions imple-

ented in the standard RPL routing protocol [14,15] . Neverthe-

ess, there have been several studies on implementing new OFs

ith specific purposes (e.g., performance, power management, re-

iability, energy, load balancing, and etc). Accordingly, authors in

22,35,36] have tried to provide a better path selection in terms of

nergy efficiency by employing the node’s remaining energy along

ith other metrics in the structure of their proposed OF. In a re-

ated study, to provide an energy efficient and congestion-aware

F for Advanced Metering Infrastructures (AMI), authors have pro-

osed a novel routing metric which is called ECRM [37] . This rout-

ng metric considers both, the residual energy of the nodes and

ccupancy of their buffers to provide more reliable and power ef-

cient communications in AMI applications. A number of energy-

ware routing metrics which have been recently employed in RPL

re surveyed in [38] . 

The energy depletion in an IoT node could lead into Black Hole

roblem which is referred to those of situations, where a part of

he network’s tree, which is connected to that node (and it does

ot have any other available options to connect to), will loose its

onnection to the rest of the network. Therefore, in such systems,

he first node which turns down, determines the lifetime of the

ntire network. Accordingly, many scholars have put their effort s

n designing OFs with the aim of mitigating the nodes’ energy

onsumption to prolong the network’s lifetime [22,39,40] . SEEOF is

ne of the OFs which is proposed in [41] . SEEOF employs a novel

outing metric that is called the Estimated Remaining Life Time

ERLT). ERLT not only uses the residual energy of the nodes, but

s uses their energy drain rate to predict their probable death time

nd avoid selecting those of nodes with lower remaining up-time.

oad balancing is another approach to gain more lifetime in the

etwork. The Load-Balanced OF (LB-OF) was proposed in [42] to

imit and balance the number of acceptable child nodes by each of

he parents. The Expected Life Time (ELT) is another routing metric

roposed in [43] , and [44] , which estimates the energy bottlenecks

ith high probability of running out of energy. 

In another group of studies, the main design objective of the

Fs is to reduce the control packet overheads in the network. The

uthors in [45] have came up with a novel OF, which introduces

 stability metric that considers the rate of the transmitted con-

rol packets in each of the nodes in a passive manner. Provid-

ng a reliable communication is another important parameter in

oT infrastructures. Therefore, a number of studies try to enhance

he reliability of the routing by using the Expected Transmission

ount (ETX) metric [22,36,46–48] , or by preventing congestion and

acket drops in the buffers of the nodes through employing novel

etrics such as queue utilization factor (QU-RPL) [49] . In addition

o utilization factor, which determines the amount of occupancy

n the buffer, QU-RPL exploits the hop distance to the LLN Border

outer (LBR) to provide higher amounts of Packet Delivery Ratio

PDR) compared to the standard RPL. Similarly, authors in [37] has

sed the queue utilization index and the residual energy of the

odes to establish reliable and energy efficient communications in

he network. In addition to the mentioned criteria, in numerous IoT

pplications such as Remote Health Monitoring Systems (RHMS),

he latency is on a high consideration. The authors in [50] have

roposed a novel OF which employs a routing metric called the

ower-Delay Product (PDP) and tries to establish a trade-off be-

ween both, the power consumption and the E2E delay simultane-

usly to reduce the latency while improving the power consump-

ion of the nodes. 

Despite the existence of different kinds of proposed OFs for var-

ous IoT applications, the design, implementation, and employment
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f more comprehensive OFs and routing metrics, which can meet

he emerging IoT applications’ requirements (especially the emerg-

ng mobile IoT applications), is still an open research area. In ad-

ition to OF0 and MRHOF which are being frequently used in con-

emporary IoT applications, QoS-Aware Fuzzy Logic Objective Func-

ion (OFFL) is one of the most successful OFs among the previous

tudies [22] . OFFL is a novel OF, which exploits a set of node/link

etrics and combines them to provide a configurable routing de-

ision based on the fuzzy parameters and to improve the overall

uality of Service (QoS). In the following, the structure of these

Fs has been described. 

.1. Objective function zero 

The OF0 was designed with the aim of connecting an RPL node

o the DODAG, which provides connectivity to a larger set of nodes

nd would pave the way for that node to forward its data pack-

ts to the root via the minimum hop count [14] . One of the chal-

enges in OF0 is the issue of load balancing, which has not been

onsidered in its core; Because each node routes its upward traf-

c through the preferred parent without any attempt to distribute

hem among the existing candidates in the preferred parent set.

odes switch their parent only when there is a problem on the

ink connecting them to the parent node. The overall process of

ath selection begins with the calculation of a variable known as

ank Increase for every link. RPL requires four parameters to be able

o calculate Rank Increase according to Eq. (1) [14] . 

 Increase = ((R f ∗ R p ) + R s ) ∗ R m 

(1)

here R f ( Rank Factor ) is used to differentiate the type of the links in

he same DAG (e.g., powered links over battery-operated or high-

peed over low-speed links) by multiplying the influence of link

pecifications in computation of Rank Increase [14] . R p ( Rank Step ) is

esponsible for determining the amount of rank increment along

 certain path in the DODAG. Another parameter in Eq. (1) is the

 s ( Rank Stretch ), which is used to provide the ability for selecting at

east one feasible successor and consequently to maintain the path

iversity in the network. Finally, there is R m 

( Rank MinimumHopIncrease ),

hich is a variable parameter and represents the units of which

he Rank Increase is expressed with it. According to Eq. (2) , to obtain

he value of a rank for a node, the calculated Rank Increase should be

dded to the value of its preferred parent rank [14] . It is worthy to

ention that in order to prevent loops in the RPL, nodes are only

ermitted to select those of nodes with lower ranks (compared to

hemselves) as their parents. 

 Node = R Parent + R Increase (2)

.2. Minimum rank with hysteresis objective function 

The second OF which is implemented in the standard RPL and

s more complicated than OF0, is MRHOF [15] . MRHOF has been

eveloped to select a path by exploiting hysteresis. The term hys-

eresis refers to a relation in physical systems which their cur-

ent condition depends on their historical state. The use of hys-

eresis enables RPL to prevent fluctuations in the parent selection

nd thus provides more stability in the network. This is due to

he nature of parent selection in MRHOF which the current parent

ill be switched, if the path cost through the new parent is less

han the current path cost, considering a predetermined threshold

alue. The parent selection has to be triggered every time the cost

f an existing path in the node’s neighbour table is changed or a

ew entry for a new node has been allocated in the neighbour ta-

le. If none of the above were met, the path selection would be

epeated after a timeout determined by the trickle timer. 

Hop count, ETX, and Latency are the metrics supported by

RHOF [15] . Latency as a metric could be exploited in applications
ith high demand for real-time responses, while ETX could be em-

loyed to improve reliability in terms of PDR. Only one node/link

etric could be exploited by MRHOF and those metrics have to

e additive. The path cost calculation will be initiated for each of

he candidate nodes maintained in the neighbour table to detect

he minimum value. According to Eq. (3) , each node should com-

ute its path cost ( Path Cost ) to all of the existing nodes in its neigh-

our list by adding two parameters: 1) The node/link metric to that

eighbour ( Link Cost ), and 2) The metric value carried by the DIO

etric container and sent by the neighbour ( Neighbour Cost ) [15] .

f any of the nodes were not able to accomplish this task, none

f them should consider the other one as their preferred parent

15] . Moreover, if the calculated value was less than a predefined

hreshold, again the intended node should not select any node as

ts parent. 

 ath Cost = Link Cost + Neighbour Cost (3)

By default, the metric that has been defined in the structure

f MRHOF is ETX. It refers to the minimum expected number of

acket transmissions to a certain destination in order to reach a

uccessful transmission. According to Eq. (4) , ETX is equal to the

nverse of PDR [19] . This relation indicates that a path, which bene-

ts from high PDR, will provide lower ETX and thus, it could be se-

ected as the preferred path with higher probability. The amount of

DR for a link ( Link PDR ) could be computed by dividing two values

espectively: 1) Total Number of Successful transmissions from one

nd to another end of the link ( Trans Success ), and 2) Total number of

ransmissions from one end to another end of the link ( Trans Total ).

ink ET X = (Link PDR ) 
−1 = 

T rans Total 

T rans Success 

(4) 

After the path cost calculation, a node has to compute its met-

ic based on the path cost and send it via DIO metric container.

n cases where there isn’t any metric container in the DIO (It is

n option), or the metric container does not carry any metrics, RPL

ssumes ETX as the default metric. It is worthy to know that in-

tead of additive metrics in RPL, a lexical path selection could be

xploited to distinguish paths with the same path cost values; In

his kind of situations, the node would select a preferred parent

ased on a second metric. 

.3. Fuzzy logic objective function 

The values of the metrics in all mentioned OFs are either high

1) or low (0) and we were not able to consider a value between

 or 1 in the OF metrics until the OFFL was introduced [22] . OFFL

tilizes another family of logic known as the Fuzzy Logic in which

he truth value of a variable could range in the interval [0, 1]. In

uzzy logic theory, linguistic variables are used instead of numeric

alues to simplify the output expressions (For instance the latency

ould be low, normal or high, and thus the latency could be re-

erred as a linguistic variable in this definition). 

Accordingly, using fuzzy logic in OFFL helps to get more precise

ink estimations against the default OFs implemented in the stan-

ard RPL [22] . The innovative OFFL, combines three link metrics

i.e., end-to-end delay, ETX, and hop count) and one node metric

the node’s remaining battery level), to establish the parent selec-

ion procedure. The core operations in OFFL could be broadly clas-

ified into two categories: 

1) Fuzzification : The process of dividing a numeric interval into

several sub-sets and determining weather a linguistic variable

belongs to which of the sub-sets. For instance, the battery level

is a linguistic variable, which its value could be mapped into

three sub-sets (e.g., low, average, and high). The degree of the

linguistic variable’s membership in one of the sub-sets is de-

termined by the membership functions. Based on the number
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of linguistic variables and their specified values through the

membership functions, a number of rules would be employed

to generate a dedicated fuzzy output (is also a linguistic vari-

able) according to the combination of composed metrics. The

fuzzy output determines the quality of the candidate paths and

thus could be used to perform the parent selection. 

2) Defuzzification : This process is simply the conversion of all

of the membership function results related to the linguistic

fuzzy output variable, into a numeric value to trigger an ac-

tion. This numeric value is also known as the crisp value in

fuzzy based systems. According to Eq. (5) , the Centroid defuzzi-

fication method has been employed to obtain the final crisp

value [22] . In this regard, to compute the numeric value for the

output through this method, three parameters are required: 1)

Number of triggered rules based on the determined values by

the membership functions in which the strict high or low vari-

ables will not be accounted ( r ), 2) Numeric value related to the

outputs of the rules ( NV r ), and 3) Membership function value

for each of the fuzzy outputs related to each of the mentioned

rules ( γ ( NV r )). 

Out put = 

∑ r 
i =1 N V i × γ (N V i ) ∑ r 

i =1 γ (NV i ) 
(5)

4. The effects of OFs on the IoT systems characteristics 

IoT based systems are composed of resource constraint embed-

ded devices. Due to the impacts of communication protocols on

these limited resources, it is highly critical to employ the most

optimized communication protocols including routing protocols to

enhance the system’s efficiency from different perspectives. In this

regard, OFs play an important role in providing such efficiency.

Since the infrastructure of IoT applications is not limited to static

nodes, mobility support is a key requirement for many emerging

IoT applications, e.g., the location sensing and sharing of location

information in smart vehicles and commodity tracking. Unfortu-

nately, the standard RPL is not well suited for mobile IoT topolo-

gies and the lack of design in providing OFs with mobility con-

siderations (such as handover and network stability), is one of the

key factors for this disproportion. Hence, it is essential to compare

and evaluate the state of the art OFs in fixed-node and mobile-

node scenarios, not only for determination of their influence on

the primitive properties of IoT infrastructures, but also to detect

their weakness in mobile applications to develop mobility support-

ing OFs. Accordingly, in this paper we have evaluated OFs impacts

on the key specifications of both, fixed-node and mobile topolo-

gies. In this regard, a set of comprehensive experiments have been

conducted to evaluate the effects of the most well-known OFs, i.e.,

OF0, MRHOF, and OFFL from different perspectives including power

consumption, E2E delay, reliability and the amount of generated

control overhead to maintain the DODAG. In the following, we will

describe how these parameters could be affected by the OFs. 

4.1. Power consumption 

The resource constraint nature of IoT systems, requires a se-

vere consideration for exploiting technologies with lowest possi-

ble power consumption. Due to the inaccessibility or portability of

the deployed nodes in many IoT applications, the power consump-

tion should be considered carefully due to its indispensable im-

pact on the life time of the entire network. There are many power

hungry operating functionalities at different layers of IoT infras-

tructure (i.e., perception, network, and application layers), which

are responsible for the network’s entire power consumption. In

the meantime, OFs in the structure of RPL (which is part of the
etwork layer) play an important role in selecting those of nodes

ith higher amounts of remaining energy as the preferred parent

o prevent energy hole problem and disconnection of parts of the

etwork. 

.2. End-to-End delay 

There are many IoT applications such as Remote Patient Health

onitoring Systems, which require high performance in terms of

ow response time [51,52] . Accordingly they could be grouped as

he real-time IoT applications, where E2E delay is the major con-

ern. The E2E delay parameter represents the required time to

ransmit a packet from the source to the destination. In a wide

roup of LLN infrastructures, a set of sensing nodes transmit their

ata packets towards a sink node in order to deliver them to a re-

ote server (e.g., cloud) through the Internet. Such a transaction

reates the MP2P traffic pattern in IoT systems [53] . In this regard,

he dominant part of the E2E delay would be the delay between

he end nodes and the sink. On the other hand, the RPL’s behaviour

ould certainly impact on the E2E delay and in the meantime, the

F has the most influential effect among the other parts of RPL;

ecause OF determines the general routing policies in RPL and it

irectly affects the path selection procedure. 

.3. Reliability 

Another important concept in IoT communications is the reli-

ble transmission of data packets in the network. Due to the harsh,

ynamic, and lossy nature of the IoT environments, these systems

re relatively unreliable [54–56] . This would impose high packet

oss and excessive re-transmissions into the network and conse-

uently high energy consumption and long E2E delays in the IoT

ystem. Therefore, reliability plays an essential role in the IoT in-

rastructure. The way routing protocols select their preferred par-

nt has a direct impact on choosing a reliable path to the sink. Ac-

ordingly, the OFs would influence on the number of packet drops

n the network. 

.4. Control packet overhead 

In order to maintain the DODAG routing tree and preserve the

bility of packet transmission in an optimized manner, it is es-

ential to disseminate control packets. As it was discussed earlier,

he standard RPL exploits four ICMPv6 control messages (i.e., DIO,

IS, DAO, and DAO-Ack) to propagate routing information. Higher

mounts of control overhead due to frequent control packet emis-

ions, leads to higher resource consumption (specially from energy

nd bandwidth perspectives) as well as possibly more number of

ollisions and thus lower reliability [57] . Hence, it is desirable to

eep the number of transmitted control packets as low as possible.

n this regard, RPL exploits the trickle timer algorithm to reduce

he number of control packets by increasing their transmission in-

erval in an exponential manner in case of stable topologies. Any

nconsistencies in the network, e.g., parent switches, loop detec-

ion, and global repairs by the sink (which are directly under the

nfluence of OFs) will reset the trickle to its initialization phase and

hus more number of control packets will be disseminated. 

. System setup and results 

We have used Cooja [23] simulator to evaluate the impacts of

Fs on different aspects of IoT systems characteristics. Cooja is a

ycle accurate Java-based simulator, which is able to emulate the

ypical IoT nodes. Cooja is part of Contiki operating system, which

as been developed to be used in IoT embedded devices [58] . Our

imulations are established on a class of IoT hardwares known as
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Table 2 

Zolertia One S pecifications. 

Parameter Value 

Micro-controller unit (MCU) 2nd MSP430 generation 

Architecture 16 bit RISC (Upgraded to 20 bits) 

Radio module CC2420 

Operating MCU voltage range 1.8 V < V < 3.6 V 

CC2420 voltage range 2.1 V < V < 3.6 V 

Operating temperature −40 ◦ C <θ< +85 ◦ C 

Operating system clock frequency f < 16 MHz 

MCU active mode current @ V cc = 3 V 2 mA 

MCU low power (standby) mode current 0.5 μA 

Off mode current 0.1 μA 

Radio transmitting mode current @ 0 dBm 17.4 mA 

Radio receiving mode current 18.8 mA 

Radio IDLE mode current 426 μA 

Table 3 

Simulation environment parameters. 

Parameter Value 

Sensing area 0.01 Km 

2 

Number of transmitter nodes 5, 50, 75 

Number of sink nodes 1 

Communication range 30 m 

Interference range 40 m 

Transmission power 0 dBm 

Mobile nodes velocity 0.5 m/s 

Mobility interval 30 s 

Transmission interval (TI) 60 s, 24 s, 12 s 

UDP payload size 52 Bytes 

Simulation duration 3600 s 
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Fig. 3. Average power consumption of a node in different fixed-node IoT network 

scenarios. 
olertia One (Z1) developed by Zolertia ®. This platform exploits

he low power Texas Instruments ® MSP430 microcontroller as its

ore and employs the Chipcon 

® CC2420 radio module for its wire-

ess communications. Some of the most important specifications of

his platform has been illustrated in Table 2 . In the following, first

e explain the designed network scenarios, then the results of ex-

eriments will be discussed. 

.1. Experimental methodologies 

According to Table 3 , in order to conduct our experiments, we

ave designed and implemented different simulation scenarios in

n environment with 0 . 01 Km 

2 area (as in [59,60] ) with different

etwork densities. In previously published papers in the context,

he number of nodes has been varied significantly from 7 to more

han 250 nodes; But, according to Kim et al. [61] , the average num-

er of deployed nodes was 49.4 in more than 39 published pa-

ers before 2017. With respect to this issue, in order to conduct

ur experiments, we have varied the number of nodes by 5, 50

nd 75, which are randomly distributed in the intended area. As it

ill be discussed later, in case of dense mobile scenarios, 10 nodes

ave been set as fixed anchor nodes to receive packets from mo-

ile nodes and forward them to their next hop. The network com-

oses of only one LBR as the root of the tree in order to control the

egular nodes through the RPL’s ICMPv6 control messages. Regular

odes are set to transmit User Datagram Protocol (UDP) packets

ith 52 Bytes of payload to the sink with variable Transmission

ntervals (TI) to generate heterogeneous traffic rates. 

As it has been illustrated in Table 3 , in order to have a set of

omplementary evaluations, three levels of TI has been considered

o generate different traffic rates, i.e., low (60 s), moderate (24 s),

nd high (12 s). The Z1 nodes are set to send their data packets

ith transmission power of 0 dBm. In addition, these nodes could

over an area up to a radius of 30 m with interference range of

0 m. Finally, to have a fair comparison among different scenarios,

n each of scenarios, the simulation was lasted for 3600 s consid-

ring the network’s convergence time. 
.2. Fixed node experimental results 

In the first stage, we evaluate the effects of OFs on the power

onsumption, E2E delay, reliability and the amount of control over-

ead in a fixed-node IoT topology using the mentioned configura-

ions. In the following, the results of experiments will be discussed.

.2.1. Power consumption evaluation 

The total power consumption of a node in an IoT infrastructure

nvolves four components. The first is the consumed power in a

ode during the listen phase to receive the arriving packets from

ther nodes. The second contributor is the consumed power due to

he leakage current in the Low Power Mode (LPM). The third com-

onent is the consumed power due to CPU processes in the active

ode, and finally the last contributor of the power consumption

s the consumed power over the transmission phase to send data

ackets. In order to calculate the power consumption of a node,

he Cooja simulator employs the On-Line Node-Level Energy Es-

imation technique [62] in which the overall energy consumption

 E total ) is computed based on Eq. (6) . 

 total = V. 

[ 

I a t a + I l pm 

t l pm 

+ I tr t tr + I rc t rc + 

n ∑ 

i =1 

I p t p 

] 

(6) 

here E total is the total amount of consumed energy in the node, V

s the platform’s supply voltage, I a is the draining current from the

rocessor in active mode, I lpm 

is the drained current in low power

ode, I tr and I rc are the drained currents due to transmission and

eception activities respectively, and I p corresponds to the current

f the peripheral parts, e.g., LEDs and buttons. The t parameter rep-

esents the amount of time that each module has spent in a certain

hase. Consequently, according to Eq. (7) , in order to calculate the

mount of consumed power in a node, E total will be divided by the

ode’s on-time which is the sum of CPU’s spent time in active and

ow power modes. 

 ower = 

E total 

t cpu + t l pm 

(7) 

Among the power consumption contributors in an IoT node,

Fs can considerably affect the activity of the transmitter module

ue to their impact on the parent and path selection procedures,

hich could lead into longer radio up-times in a duty-cycled net-

ork and more amounts of power consumption. In addition, OFs

ould increase the CPU power in active mode by imposing more

omplex calculations for determining the next hop in the routing

lgorithms. Accordingly, it is important to have a light-weight OF,

hich not only optimizes the path selection procedure, but it also

alances the traffic load among the candidate parents. 

Fig. 3 depicts the average amount of power consumption for an

oT node in different network scenarios. Accordingly, increasing the
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Fig. 4. Effect of Data Rate on PDR. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5. Average E2E delay in different fixed-node IoT network scenarios. 
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Fig. 6. Average PDR in different fixed-node IoT network scenarios. 
number of nodes in the network or reducing their data Transmis-

sion Interval (TI) would increase their activity due to their commu-

nication effort s; Hence, they will consume more amount s of power

in the DODAG. As it can be seen in Fig. 3 , when the number of

distributed nodes in the IoT infrastructure is low (i.e., 5 nodes in

our simulations), independent from type of the OF, the consumed

power in all of the scenarios are almost the same. In contrast,

when the number of nodes in an IoT infrastructure increases, the

more complex calculations in OFFL imposes more power consump-

tion to the computational phase in comparison with the other OFs.

In addition, since OFFL and MRHOF use ETX metric to guarantee

the selection of more reliable links in their communications, they

prefer longer and more reliable links instead of shorter and un-

reliable links (with less number of nodes) towards the sink. This

behaviour could involve more number of nodes on the path which

leads into increment of the average power consumption per node.

Consequently, OFFL and MRHOF have imposed more amounts of

power consumption to the nodes compared with OF0. According

to Fig. 3 , based on the configuration of the network, OFs can af-

fect the average amount of consumed power in each node by up to

80%. This verifies that selecting an appropriate OF based on the ap-

plication requirements, plays an important role in the power con-

sumption of IoT nodes and their life time. 

5.2.2. E2E delay evaluation 

To compare the OFs in terms of performance, we have mea-

sured the average E2E delay of packet transmissions between sen-

sor nodes and the sink in different network configurations. One of

the main contributors to the increment of E2E delay in a path, is

the occurrence of congestion which enforces nodes to drop the ex-

isting packets in their buffers. According to Fig. 4 , by decreasing

the TI of a node (increasing the data rate) in a specific path with

adequate bandwidth, the PDR will be drastically reduced which in-

dicates that the data rate is a key factor in the concept of conges-

tion. On the other hand, dropping packets in congested scenarios

necessitates the retransmission of packets which will directly af-

fect the ETX of the paths. Hence, ETX metric has a critical role in

the path selection in case of congested networks. 

According to Fig. 5 , in situations where only a few number of

nodes (5 nodes) with either low or high data rates are in the net-

work, OFs act relatively the same. In order to evaluate the exact

behavior of the OFs, we have assumed high Link Success Rates

(LSR) in our simulations. Accordingly, in more dense topologies,

shorter paths with less number of nodes would not only provide

better paths in terms of reliability, but also provide better paths in

terms of E2E delay. Hence, as it has been presented in Fig. 5 , OF0

could decrease the average amount of latency by up to 63% and

75% compared with MRHOF and OFFL respectively. Based on our

observations, by decreasing the transmission interval along with

deploying more number of nodes to the infrastructure, the network

will be prone to congestion and different paths may provide dif-

ferent ETX values. Accordingly, since MRHOF selects the path with

lower ETX, it reduces the number of retransmissions in the nodes.

Hence, MRHOF would reduce the amount of E2E delay by up to
3% in comparison with OFFL. On the other hand, since OFFL ex-

loits remaining energy of the nodes, it would prefer slower paths

ith better energy efficiency and thus it has imposed up to 4.03x

nd 2.1x of more E2E delay compared with OF0 and MRHOF re-

pectively. According to our observations, OFs’ impact on the aver-

ge E2E delay in the network could be as high as 75%. This clarifies

he importance of OFs on the E2E delay in IoT systems. 

.2.3. Reliability evaluation 

In order to evaluate and report the reliability of OFs, we mea-

ure PDR. To this end we have used Eq. (8) , in which the PDR is

omputed as the ratio of received packets by the sink to the total

umber of transmitted packets towards the sink in the network. 

 DR = 

Recei v edP acketsbytheSink 

T ransmit tedP acket stotheSink 
(8)

According to Fig. 6 , independent from type of the OF, by assum-

ng a network with a constant number of nodes, the increment

f data rate will degrade the amount of PDR value. In addition,

ncreasing the number of nodes in the IoT infrastructure with a

onstant TI would also reduce the PDR; Because, more number of

odes in the network will have two consequences: 1) Increment of

nterference between the nodes, and 2) Generation of more num-

er of data and control packets, which will increase the probabil-

ty of congestion and consequently the packet drops in the node

uffers. Assuming high LSR values in our simulations enables us to

valuate the exact behavior of OFs in terms of PDR. Accordingly,

s it has been illustrated in Fig. 6 , in a specific network config-

ration, from MRHOF point of view, all of the existing candidate

aths have relatively the same QoS in terms of ETX; Because the

ath selection in MRHOF is based on the number of retransmis-

ions, which is directly affected by LSR. On the other hand, since

F0 selects the path with the minimum number of hops to the

oot, shorter paths will provide lower probability of packet drops

ue to their high LSR and fewer number of hops. Accordingly, OF0

as improved the PDR by up to 33% compared with MRHOF. It is
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Fig. 7. Average Control Packet Overhead in different fixed-node IoT network scenar- 
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t  
orthy to mention that benefit of selecting MRHOF as the OF in

n RPL based IoT infrastructure is more obvious when the LSR is

ow [63] . On the other hand since OFFL exploits two other metrics

han ETX and hop count in its structure, it could not compete with

RHOF and OF0 in terms of PDR and according to Fig. 6 , it has

educed the amount of PDR by up to 54% and 7% compared with

F0 and MRHOF respectively. 

Based on our evaluations, low data rates and limited number of

eployed nodes will create a situation where the furthest nodes

rom the sink, do not have a considerable distance with it, and

here are only a few number of hops ahead of them towards the

ink. Hence, the PDR in different paths would be high and similar,

nd its value does not alter by employing different OFs. Generally,

ased on our observations, OFs have affected the value of PDR by

t most 54%, which is also a sign for reliability experts to pay more

ttention to OFs in the concept of reliability, specially in dense IoT

ystems. 

.2.4. Control packet overhead evaluation 

In order to measure the amount of generated control packet

verhead in each node, we have calculated the ratio of control

ackets to the total number of generated packets in the nodes. As

t has been depicted in Fig. 7 , independent from type of the OF, by

onsidering a topology with a fixed number of nodes, the incre-

ent of data rate (reducing TI) would reduce the control packet

verhead; Because by increasing the data rate, the rate of con-

rol packets will not be affected as much as data packets. Hence,

he overhead will be decreased. On the other hand, by assuming

onstant data rates, by adding more number of nodes to the net-

ork, the amount of control packet overhead will be increased.

his is due to more amounts of fluctuations in the quality of

he links from different perspectives in case of higher number of

odes. Thus, RPL nodes need to propagate higher amounts of con-

rol packets for maintaining the DODAG. 

In the meantime, according to our observations, OFs structure

as a direct impact on the control packet overhead. As it has been

llustrated in Fig. 7 , MRHOF and OFFL have imposed more amounts

f control packet overhead to the network in comparison with OF0;

ecause they use metrics for their path selection procedure while

F0 does not exploit any metrics and it only selects the paths

ased on the number of hops to the root. Accordingly, since QoS

f the paths in terms of metrics are time-varying, the probability

f switching paths by MRHOF and OFFL is higher and they would

mpose more control packets to the network. Unlikely, since OF0

oes not use any metrics and its path selection is based on the

umber of hops, there will be no parent switches in the network

hile there is not any link failures. Thus, according to Fig. 7 , OF0

ould reduce the amount of control packet overhead by up to 48%

nd 50% compared with MRHOF and OFFL respectively. Meanwhile,

ince OFFL has more number of metrics and constraints in its
tructure against MRHOF, it is more likely for MRHOF to change the

aths. Accordingly, OFFL could decrease the control packet over-

ead by up to 34% compared with MRHOF. Based on our obser-

ations, depending on the configuration of the system, OFs could

ffect the amount of control packet overhead by up to 50%. 

.3. Mobile node experimental results 

In mobile IoT infrastructures, alterations in the links are more

requent. Thus, there is a high demand for designing OFs, which

ould be adapted to these fluctuations. But, in advance we need

o highlight the deficiencies of the current OFs in mobile condi-

ions. Hence, in this section we have evaluated the functionality

f the OFs in mobile scenarios. In this regard we need to adopt a

obility model for our evaluations. So far, Various mobility mod-

ls such as random waypoint [64] , random walk [65] , Self-similar

east Action Walk (SLAW) [66] , and Reference Point Group Mobility

RPGM) [67] have been presented to be exploited in mobile appli-

ations based on their characteristics. Among the different mobility

odels, those which are based on random patterns could be more

eneficial for evaluating the OF’s behaviour in mobile infrastruc-

ures. Because the random specification of a mobility model could

rovide the worst case scenario for OFs and thus, we would be

ble to guarantee their better efficiency in case of more predictable

obility models. 

In this regard, we have proposed and employed a modified

ersion of random walk mobility model with angle view (RWAV),

hich is able to consider angles of movement in a bounded area.

ccording to Algorithm 1 , in our proposed model, nodes traverse a

Algorithm 1: Random Walk Mobility Model with Angle View 

(RWAV). 

Input : Node’s time in Seconds, Node’s velocity, Area boundaries, Interval 

Output : Update node coordinates and generate mobility trace 

/* The following code is running on each node */ 
1 if ((Node.Time mod Node.Interval = 0) 

or (Node.X=Node.XMinBoundry) or (Node.X=Mode.XMaxBoundry) 

or (Node.Y=Node.YMinBoundry) or (Node.Y=Node.YMaxBoundry)) then 

2 Node. θ ← Random[ � 0 ◦, � 360 ◦]; 

3 else 

4 Node. θ ← Node. θ + Random[ � -15 ◦, � 15 ◦]; 

5 end 

6 Node.X ← Node.X + Node.Velocity * cos(Node. θ ); 

7 Node.Y ← Node.Y + Node.Velocity * sin(Node. θ ); 

/* Now the code evaluates the area constraints for node coordinates; 
Because they should not exceed the area boundaries. */ 

8 if (Node.X <Node.XMinBoundary) then 

9 Node.X ← Node.XMinBoundary; 

10 else 

11 if (Node.X >Node.XMaxBoundary) then 

12 Node.X ← Node.XMaxBoundary; 

13 end 

14 end 

15 if (Node.Y <Node.YMinBoundary) then 

16 Node.Y ← Node.YMinBoundary; 

17 else 

18 if (Node.Y >Node.YMaxBoundary) then 

19 Node.Y ← Node.YMaxBoundary; 

20 end 

21 end 

irection in a specified interval, in which their angle of movement

aries smoothly. More precisely, as it has been depicted in Fig. 8 ,

ntervals are built upon several sub-intervals in which at the end

f each sub-interval, nodes select a new angle from a constraint

ange (in our simulations, from a 30 ◦ range). At the end of the in-

ervals, every node randomly selects a new direction with a com-

letely new angle and a new interval begins. In case of reaching

he boundaries, nodes will change their direction immediately in
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Fig. 8. Structure of node’s movement in the modified Random Walk Mobility Model 

with Angle View (RWAV). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 10. Average E2E delay in different mobile IoT network scenarios. 

Fig. 11. Average PDR in different mobile IoT network scenarios. 
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order to move back towards the specified area. In our evaluations,

the time intervals and the node’s velocity have been set to con-

stant values ( Table 3 ). It is worthy to mention that the standard

Cooja does not support mobility itself. Therefore we have added a

mobility plug-in to Cooja to be able to feed the generated mobility

trace file into it. 

5.3.1. Power consumption evaluation 

According to Fig. 9 , the behaviour of the nodes in terms of their

average power consumption in mobile IoT infrastructures is simi-

lar to what we have seen in fixed node scenarios. In this regard,

adopting more number of nodes in the system or increasing their

data rate would lead into increment of the average power con-

sumption of the nodes. Nevertheless, the average amount of con-

sumed power in mobile infrastructures is higher than fixed node

systems. In the meantime, OFFL could impose up to 3.3x and 1.2x

of more power consumption to the nodes in comparison with OF0

and MRHOF respectively. This is due to more computation com-

plexities for path selection in low density topologies and more

number of exploited metrics in the structure of OFFL, which pre-

vents an optimized path selection in terms of power consumption

in more dense networks. On the other hand, the OF0 chooses the

shortest path in terms of hop count and thus, fewer number of

nodes will be involved in the routing procedure. But, MRHOF is

more interested in selecting longer and more reliable paths instead
Fig. 9. Average power consumption of a node in different mobile IoT network sce- 

narios. 
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s  
f shorter and unreliable ones. Hence, in case of using MRHOF,

ore number of nodes will be get involved and their activity will

e increased, which leads into more amounts of power consump-

ion. Accordingly, OF0 could reduce the average power consump-

ion of the nodes by up to 65% compared with MRHOF. Based on

ur observations, in mobile IoT infrastructures, OFs could impact

n the average power consumption by up to 70%. 

.3.2. E2E delay evaluation 

In case of mobile IoT applications, the distance between two

odes will be time-varying. Hence, the distance between nodes

nd the sink will be either increasing or decreasing. Accordingly,

he use of ETX enforces MRHOF to stick with the route which pro-

ides higher reliability ( Fig. 11 ), even if it takes more time to de-

iver data packets to the destination. Consequently, as long as the

eceived signal is above the threshold or there is not any failures

n the links of the path, MRHOF insists on the reliable path. Thus,

ccording to Fig. 10 , MRHOF could impose up to 91% and 75% of

ore E2E delay compared with OF0 and OFFL respectively. 

In order to evaluate the behaviour of OF0 and OFFL, the two

ollowing situations should be analyzed: 1) Low data rates, and 2)

igh data rates. According to Fig. 10 , in case of low data rates, in-

ependent from number of deployed nodes, the OFFL has imposed

ore amounts of latency to the network; Because in addition to

he hop count and delay metrics, it considers the remaining energy

evel of the nodes which prevents its optimized path selection in

erms of E2E delay. In this regard, based on our observations, OFFL

as imposed up to 4.2x of more E2E delay compared with OF0. On

he other hand, as it has been depicted in Fig. 10 , by increasing the

ata rates, OF0 and OFFL has acted similarly. In general, in case of

obile IoT applications, OFs could increase the amount of E2E de-

ay by more than 91% which could be a part of scholars considera-

ions in designing appropriate OFs for mobile IoT infrastructures. 

.3.3. Reliability evaluation 

The movement of the nodes in mobile IoT applications causes

ignificant alterations in the network, e.g., nodes distances from
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R

ne another, the relative Received Signal Strength Index (RSSI),

eighbour and parent tables, preferred parent of the nodes and

any more inconsistencies. Accordingly, the successful receipt of

he packets at the destination would be more complicated com-

ared with fixed node topologies. In this regard, based on the pro-

ided information in Figs. 6 and 11 , the average amount of PDR

n mobile conditions has been degraded by 55% compared with

xed node scenarios. On the other hand, deploying more number

f nodes in the network and increasing their data rates will also

educe the PDR values. 

In the meantime, in case of low density scenarios, the distance

etween the nodes is relatively longer than their distance in more

ense topologies. Hence, even with high values of LSR, the qual-

ty of the links are continuously fluctuating. In this regard, since

RHOF exploits ETX in its structure, it could adjust itself with such

onditions and it could optimize the path selection in terms of re-

iability. As it has been depicted in Fig. 11 , MRHOF could enhance

he average amount of PDR by up to 28% and 69% compared with

F0 and OFFL respectively. But in case of dense topologies, the dis-

ance of the nodes would be less and the links will be shorter.

hus, the parent switches would not impose significant changes to

he path quality (in terms of reliability) compared with situations

here only a few number of mobile nodes are moving in the area.

ccordingly, by assuming high values of LSR in the network, the

ituation would be similar to what we had in fixed node scenar-

os where the OF0 had improved the PDR. Based on our observa-

ions, OF0 could improve the average amount of PDR in the mobile

oT applications by up to 55% and 49% compared with MRHOF and

FFL respectively. In summary, in mobile IoT infrastructures, OFs

ould have impacts by up to 69% on the PDR which requires cer-

ain considerations. 

.3.4. Control packet overhead evaluation 

By comparing the provided information in Figs. 7 and 12 , in

ase of mobile IoT applications, independent from type of the OF,

he overall control overhead due to control packets has been in-

reased compared with fixed node scenarios. This is due to more

requent alterations in the characteristics of the DODAG, which ne-

essitates the dissemination of control packets in the network. Ac-

ording to Fig. 12 , similar to what we have had in the fixed-node

cenarios, in a topology with a constant number of nodes, reduc-

ng the TI (increasing the data rate) would decrease the amount

f control packet overhead. Also, by assuming constant data rates,

dding more number of nodes to the network, will increase the

mount of control packet overhead. 

Meanwhile, similar to the fixed node scenarios, as it has been

resented in Fig. 12 , MRHOF and OFFL have generated more

mounts of control packets in the network compared with OF0;

ecause they employ metrics for their path selection while OF0

oes not exploit any metrics and it only selects the paths based

n the number of hops to the root. Accordingly, since QoS of the

aths in terms of metrics are time-varying (which will be more
ig. 12. Average Control Packet Overhead in different mobile IoT network scenarios. 

 

 

 

 

 

 

 

 

 

 

 

 

ntense due to node’s movements in mobile infrastructures), the

robability of switching the paths by MRHOF and OFFL is higher

nd thus, they will impose more control packets to the network.

nlikely, since OF0 does not use any metrics in its path selection,

here will be no parent switches in the network while there is not

ny link failures. Thus, according to Fig. 12 , OF0 could reduce the

mount of control packet overhead by up to 58% and 30% com-

ared with MRHOF and OFFL respectively. In the meantime, since

FFL has more number of metrics and constraints in its structure

gainst MRHOF, there is a higher chance for MRHOF to change the

aths. Accordingly, OFFL could decrease the control packet over-

ead by up to 44% compared with MRHOF. In summary, in case

f having a mobile IoT infrastructure, depending on the configura-

ion of the system, OFs could affect the amount of control packet

verhead by up to 58%. 

. Conclusion 

Routing is a major concern in IoT infrastructures due to its di-

ect impact on the communications of the existing embedded de-

ices. In this regard, RPL was introduced to comply with the prim-

tive requirements of static IoT applications through OFs. Neverthe-

ess, since RPL was not designed to satisfy mobile IoT applications’

equirements, its response to topology alterations is weak and ex-

ensive. The lack of appropriate OFs for mobile applications is one

he most important reasons for such disproportion. Accordingly,

he functionality of the existing OFs should be carefully studied in

rder to determine their challenges for future evaluations and OF

esigns. In this regard, this paper has evaluated the effect of OFs

n the primary requirements of IoT infrastructures in both, mobile

nd static topologies. Our evaluations, which were conducted on

ooja, have shown that in fixed-node IoT infrastructures, OFs could

ffect the power consumption by up to 80%, while their impact

n reliability and E2E delay would be as high as 54% and 75%, re-

pectively. Further observations have proven that mobility would

educe OFs effect on the power consumption by more than 10%

n comparison with static IoT infrastructures, while it can increase

heir influence on reliability and E2E delay by nearly 15% and 16%,

espectively. 
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