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A Load balancer is an essential componentAbstract
of a data center which distributes requests among
servers. Layer-4 load balancers, which deal with network-level connection information,
process requests faster than Layer-7 ones, but they cannot provide session-persistent load
balancing. Session-unaware load balancing imposes latency at the application layer because
information of a session must be stored in a shared database while the session is open. On the
other side, layer-7 load balancers can direct all requests of an application-level session to the
same server, but they impose a high processing cost due to acting as a reverse-proxy and
processing requests at the application level. Hence, there is no session-persistent load balancer
as fast as layer-4 ones. In this presentation, first, I talk about layer-4 and layer-7 load balancers
and I discuss how they work. I illustrate the pros and cons of them by an example of a Web
load balancer. Then, I present a session-persistent load balancing approach which uses TLS
session data instead of processing at the application level. The proposed method, which does
not act as a reverse-proxy, outperforms existing approaches in terms of transaction rate and
response time. Moreover, while each layer-7 load balancer works only for a specific
application (for example Web), the solution provides session persistence load balancing for
all applications that make use of TLS.
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