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Abstract
Electronic system security, trust and reliability has become an increasingly critical area of concern for modern society.
Secure hardware systems, platforms, as well as supply chains are critical to industry and government sectors such as
national defense, healthcare, transportation, and financial. Traditionally, authenticity and integrity of data has been
protected with various security protocol at the software level with the underlying hardware assumed to be secure, and
reliable. This assumption however is no longer true with an increasing number of attacks reported on the hardware.
Counterfeiting electronic components, inserting hardware trojans, and cloning integrated circuits are just few out of
many malicious byproducts of hardware vulnerabilities, which need to be urgently addressed. In the first part of this
talk I will address the security and vulnerability challenges in the horizontal integrated hardware development process.
I will then present the concept of logic obfuscation through using hybrid spin-transfer torque CMOS look up tables
which is our latest effort on developing a cost-effective solution to prevent physical reverse engineering attacks. In the
second part of my talk I will present how information at the hardware level can be used to address some of the major
challenges of software security vulnerabilities monitoring and detection methods. I will first discuss these challenges
and will then show how the use of microarchitecture data at the hardware level in combination with an effective
machine learning based predictor helps protecting systems against various classes of hardware vulnerability attacks. I
will conclude the talk by emphasizing the importance of this emerging area and proposing a research agenda for the
future.
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